MuHHCTEPCTBO HAYKH U BbICIIEro oopa3opanus PO
denepanbHOe roCyJapCcTBEeHHOE 010:KeTHOE 00pa3oBaTe/IbHOE YUpeKAeHne
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagiaenue noaroropku/cnenuaiabuocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh
HaumeHoBaHune 00pa3oBaTe/bHOI NporpaMMel: be3onacHoCTh aBTOMATH3UPOBAHHBIX CHCTEM
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yueHusi: OUHO-3204HAA

Pabouass nporpaMma QM CHUILIHHBI
SAHINTA UHO®OPMAIIUN B KUBEPOU3UYECKUX CUCTEMAX

bJaok:

Baok 1 «/Iucuuniunsl (MoxyJin)»

Yactb 00pa3oBaTesbHOM
NPOrpamMMblI:

YacTsb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBIX OTHOIIEH Uil

Ne IMCHUIIJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.05

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

8 cemecTp - 5;

Yacos (Bcero) no yueoHomy
IJIAHY:

180 yacoB

Jexknun

8 cemecTp - 16 yacos;

HpaKTuquKne 3aHATHA

8 cemecTp - 20 yacos;

JlabopaTopHbie pa6oThI

He NMPeyCMOTPEeHO YUeOHbIM IIAHOM

KoncyabTanum

8 cemecTp - 2 yaca;

CamocrosiTe1bHast padora

8 cemecTp - 141,5 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHBIM MJIAHOM

HNnasi koHTaKkTHas padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IUTOPHbIX 3aHSATHH

BKJIIOYAS:
IlepexpecTHbI 0IIpoOC

IIpome:kyTouHast aTTecTALUS:

IK3aMeH

8 cemecTp - 0,5 yaca;

MockBa 2022




NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageneyu Poixxukos C.C.
[IpenomaBaTelib Waenmugmarop | Rbeeaegoe-Ryzhikovs5-b1299104 C.C. PeixukoB
(OIKHOCTR) (moamuce) (pacummgpoBka
TIO/AITUCH)

COI'ZTACOBAHO:

PykoBogurenn
00pa30BaTeIbHON MPOTrPaMMBbI

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

BaporoB O.P.

Waentuduratop

R90d76356-BaronovOR-7bf8fd7e

O.P. baponos

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

3aBenyIOLIMI BbIITyCKatOIeH
kadenpsl

(mozmuch)

%Mo ¢

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

HeBckui A.HO.

Waentuduratop

R4bc65573-NevskyAY-0b6ed493d

(pacmudpoBka
MIOJITIHUCH)

A YO. HeBckuit

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozmuch)

(pacmudpoBka
MOJITTHCH)



1. IEJIX U 3AJTIAYN OCBOEHUSA JUCHUIIJIMHBI
Ieabp ocBoeHUS] MMCHHUIIMHBI TIOJydCHHE CHCTEMAaTH3MPOBAHHBIX TEOPETHYECKHUX 3HAHUI O
0a30BbIX MPHUHLUIAX W METOAAaX IOCTPOSHHS CHUCTEM 3aIlUThl HH(pOpMAIMU B KUOEPPUIUUECKUX
cHCTeMax, B TOM 4HCJIe U Ha 00beKTax sHepreTiku P®; ocBOeHNE THIIOBBIX METOAOB IIOCTPOCHHUS CUCTEM
3alIUTHI OT 0A30BBIX Yrpo3, H3yYEHHE OCHOB TEOPUHU MH(POPMAIIMOHHON 0€30MaCHOCTH, O3HAKOMIICHUE C
npoOIeMaTHKON 3alUThl HHYOPMALUH B KHOEPPU3MIECKUX CHCTEMaX Ha COBPEMEHHOM JTalle pPa3BUTHSA
UH(POPMALIMOHHBIX TEXHOJIOTUH.
3amauu IMCHMIIHHBI
- ChopmupoBats npecTaBieHre 00 OCHOBHBIX MOJIOKEHUSIX TEOpUH WH(DOPMAITMOHHON
0€301MacHOCTH, METOI0JIOTUH 33Tl HH)OPMALMOHHBIX KOMMYHHUKAINH, OBJIaIETh OCHOBHBIMU
HOHSATHUSMH — YTPO3bI, YSI3BUMOCTH M PHUCKH B HH(POPMAIIMOHHOM 0€301acHOCTH.;
- M3yunTh cBOICTBA TEXHOJOTMYECKUX MPOLIECCOB C TOUKH 3PEHUS 3alIUTHl HH(pOpMaNny,
oOpabarbiBaeMoil B knOep(pu3nuecknx cucremMax.;
- JlaTh MOHATHE O KOMIUIEKCHOH 3amuTe HHPOPMaIK B KHOEp(HU3NIECKUX CHCTEMAX.;
- JlaTh XapakTepUCTUKY MPOOIEMATHKH 3alUTH HH()OpMAIK KHOep(HU3NIECKUX CUCTEM Ha
COBPEMEHHOM JTane pa3BUTUS HHPOPMAIIMOHHBIX TEXHOJOTHH, OTIPEICIUTh OCHOBHBIEC HAIIPABJICHUS U
NEPCIEKTHBBI PA3BUTHUS HAIIPABIICHHSL. .

dopmupyembie y 00yJaronerocsi KOMNeTeHIMH U 3alJIaHUPOBAaHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCITUILIMHE, COOTHECEHHBIE C HHAMKATOPAMH J0CTHKeHUs KOMIIeTeHINIi:

KOI[ U HAMMCHOBAHHUEC KO}I 1 HAMMCHOBAaHHUEC 3anﬂaﬂnp03aﬂmﬂe pe3yJabTaThl oﬁyqemm
KOMIICTCHINH HHAUKATOPA TOCTUKCHUS
KOMIICETCHINH

[IK-3 Cnocoben [1K-3.2nk-3 Anmuanctpupyer | 3HaTh.
aIMUHUCTPUPOBATH MPOTrPaMMHO-aIIapaTHbIC - [TpMHIMIIEL X METOIBI TOCTPOCHHUS
CpEJICTBA 3AIIUTHL CpE/ICTBA 3alHTHI KOMIIJIEKCHBIX CUCTEM 3aIlUThI
HHGOPMALIIH B MHpOpPMALIH B uHpOpMaUU KHOEPPU3NUECKUX CUCTEM. ;
KOMITBIOTEPHBIX CUCTEMAX U | KOMIIBIOTEPHBIX CETAX - IIpobiemMaTiKy CHCTEM 3alllUThI
CeTIX uHpOopMaUU KHOEPPU3NIECKUX CUCTEM. ;

- HanpaBiieHus 1 nepcreKTuBbl pa3BUTHS
CUCTEM 3alllUThl UHPOpMALIUH
KHOep(hU3NIECKUX CUCTEM. .

YMETh:
- OG0CHOBaHO BBIOMPATH CTPATETUIO
yIpaBJIeHUs] pUCKaMH HUH(OPMAIIMOHHOMN
Oe3omacHOCTH KMOeppu3ndecKon
CHCTEMBL.;

- [IpumMeHsATH COBpEMEHHBIE METOTUKH
aHaJIM3a MPOLIECCOB YIIPABIECHUS B
y4ueOHOM Ipoliecce. .

2. MECTO JUCIUILIMHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JuctunnuHa OTHOCHUTCA K OCHOBHOM TpodeccrmoHanmbHON  00pa3oBaTelbHON MpOrpamMme
besomacHocth aBTOMaTu3upoBaHHBIX cucteM (nanee — OIIOII), manpasnenuss moarotoBku 10.03.01
Nudopmarnmonnas 6€30macHOCTh, YpOBEHb 00pa30BaHMs: BBICIIEe 00pa3oBaHue - OaKagaBpHar.

Bazupyetcs Ha ypoBHE cpeHero oo1ero oopazoBaHusl.

PesynbTarsl 00yueHus, Moxy4eHHbIE IPU OCBOEHUH JIUCHUIUIMHBI, HEOOXOIUMBI IPU BBIOJIHEHUN
BBIITYCKHON KBaTM(PUKAIMOHHOMN pabOoTBHI.







3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyI0eMKOCTh JUCHIUIUTMHBI COCTABISIET S 3a4eTHBIX eauHuIl, 180 gacoB.

Pacnpenenenue Tpy1oeMKOCTH pasjena (B 4acax) 1o BuaaM y4eOHOM paboTh

Pasnensi/TemMsl § 5| e < S
Ne JUCTIATUTHHBL/ (pOpMBI g 2| 8 OHTaKTHAA paboTa cp CopneprkaHre CaMOCTOSTETFHON paboThl/
/i POMEKYTOUHOM o &| 3 Koncynbranus UKP PaGora B Hozroroska k METOMYECKHE YKAa3aHUs
aTTeCTAINH 8 g | © | Jlex Jla6 | Ip A CeMECTDE aTTeCTalluu
o KIIP 'K HKKIT | TK p /KOHTPOITH
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OCHOBHBIE TTOJIOKEHUS, 36 8 4 - 4 - - - - - 28 - Iloozomoeka K mexkyuiemy KOHmMpPoJiio:
TEPMHUHBI U IToBTOpeHHEe MaTepHaa Mo pasaeiy
ONpEJEIICHUS "OCHOBHBIE OJIOKEHHUS, TEPMUHBI U
KnbepOe30acHOCTH ornpeeeHust KubepOe30macHOCTH
HHIYCTPHATBHBIX HHIYCTPHAJIBHBIX CHCTEM."
CHCTEM. Ilo0z0mosKa K ayOumopHbvim 3aHAMUAM:
11 OCHOBHBIE TIOHATHS 18 2 - 2 - - - - - 14 - ITpopaboTka IeKnnH, BBIOJIHEHHE U
KnOepOe30MacHOCTH MOJITOTOBKA K 3aIIuTe J1ab. paboTHI
MHAYCTPHAIBHBIX Iloozomoeka 0oxn1ada, 8bICHIYNIEHUA:
CHCTEM. 3amaHue CBA3aHO C YTIyOJICHHBIM H3YICHUEM
1.2 OreHka 6€30I1acCHOCTH 18 2 - 2 - - - - - 14 - pazzienoB AUCUMILIUHBI U CAMOCTOSITENIbHBIM
KHOepPU3NICCKUX MTOVCKOM MaTEepHAIIOB [UIS PACKPBITHS TEMBI
CHCTEM. JIoKJIaga. MaTtepualisl BBITOTHEHHO paboThI

MPE/ICTABISIFOTCS B QJIEKTPOHHOM BUJIE MJIH B
(dhopMe pacrieyaTaHHBIX MIPE3EHTAIIMOHHBIX
ClaiiioB. B kauecTBe TEM JOKIIAN0B CTYIEHTaM
MpeIJIaraloTcst CIEAYIONe BapUaHThI:
Ilo020moeKka K KOHmMPOIbHOU padome:
Uzyuenne matepuanos mo pasznerny OCHOBHEIC
TIOJIOXKCHUS, TEPMHUHBI U OTIPEICIICHHS
KHOepOe30MacCHOCTH MHYCTPHANBHBIX CHCTEM.
U TIOATOTOBKA K KOHTPOJIBHON padoTe
Ilo020mogKa K npaKmuyeckum 3aHAMUAM:
Nzydenne matepuana no pazaeny "OCHOBHbIE
TTOJIOKEHU A, TCPMHUHBI U ONIPEIACTICHUSA
KnOepOe301acCHOCTH HHAYCTPHUANBHBIX CHCTEM.'
IIOATrOTOBKA K BBIITOJIHCHUIO SaﬂaHHﬁ Ha
MPAKTUYCCKUX 3aHATHUAX




CamocmoamenvHoe usyuenue
meopemuuecko20 mamepuana: N3yuenue
JIOTIOJTHUTENBHOTO MaTepHuaja Mo pa3aeiry
"OCHOBHBIE TIOJIOKEHHUS, TEPMHUHBI U
ompeneneHus KnbepOoe30macHOCTH
MHIYCTPUAJBHBIX CUCTEM."

H3yuenue mamepuanos numepamypHsix
UCHOYHUKOG:

[1], 28-33
2 OCHOBHBIE METOTBI 72 10 54 Ilo0zomoska K meKyuiemy KOHmMpoiio:
3alUThl UHPOPMALTUU [ToBTOpEHNE MaTepHaa o pasaeny
oT 0a30BBIX YIpo3 B "OCHOBHBIE METO/IbI 3aLIUTH HHPOPMAIUU OT
Kubephu3nIecKoit 0a30BbIX yrpo3 B kubepduzndeckoii cucteme."”
CUCTEME. Iloozomogka Kk ayoumopHim 3aHAMUAM:
2.1 Konueniuu, MeToap! 1 16 2 12 IIpopaboTKa JICKITHH, BBITOJTHECHHUE U
CpEeICTBa MPUMCHCHUS MOJITOTOBKA K 3aIluTe J1ah. paboThI
KUOEpopyKHs. Ilodzomoexa K KOHmMPOILHOU padome:
2.2 Tunossle yrpo3sl U 18 2 14 N3zyuenne maTepuanos no pasaeny OCHOBHEIE
YS3BUMOCTH B METOBI 3aIIUTH HH(OPMAIHH OT 0a30BBIX
cucTeMax yTpo3 B KHOEpUINIECKOH CUCTEME. U
KHOEp3aIlIHTHL MOJITOTOBKA K KOHTPOJIBHO paboTte
2.3 MeTob! BEIABIECHUS 18 2 14 Iloozomoexa K npaKkmuuecKum 3anamuam:
IIPOrPaMMHBIX Wzyuenne matepuana o paszneny "OCHOBHBIE
YSI3BUMOCTEH. METO/IbI 3aIUTH HH)OPMAIMK OT 0a30BBIX
2.4 O6ecrieyeHue 20 4 14 yrpo3 B kubep¢usndeckoi cucreme."
kubepbe3onacHoCcTH MMOATOTOBKA K BBIMTOJIHEHHUIO 3aJaHUN Ha
KOHEYHBIX TOYEK MPaKTUYCCKUX 3aHATHUAX
cucTeM Camocmoamenbvhoe uzyuenue
HHQOPMAITUOHHOH meopemuueckozo mamepuana: Vzydcnue
HHPACTPYKTYPHI JIOTIOTHUTEIHHOTO MaTepralia o pa3aerry
OpraHu3alLiu. "OCHOBHBIE METOBI 3aIUTH HHPOPMAIIUU OT
0a30BEIX yrpo3 B kubephusmdeckoit cucreme."”
H3yuenue mamepuanog 1umepamypHsix
UCHIOYUHUKOB:
[1], 10-20
[2], 25-35
3 VYupasienue 36 6 26 IToozomoeka K mexkywemy KOHmMpOJiio:
“HHOPMAITMOHHOM [ToBTOpEeHUEe MaTepuana 1no pasaeny

0€30IMaCHOCTRLIO B

"YupasneHne nHQOPMAITMOHHON




Knoepu3nIecKux
CHCTEMaX.

3.1

Konneniuu,
CTaHJAPTHl U METOJIBI
obecrieueHHst
KnOepOe30IacHOCTH
KPUTHYECKIX

HHPPACTPYKTYP.

16

12

3.2

OCHOBHEIE
HAIMpPaBICHUS
obecnieueHus

Kn6ep6e30macHOCTH.

20

14

0€301acHOCTBI0 B KHOEP(PHU3MYECKUX
cucremax."

Ilo020mogKa K ayOumopHvim 3aHAMUAM:
ITpopaboTka IeKnnH, BEIOTHEHHE U
MOJITOTOBKA K 3aIIuTe J1ab. paboTHI
Ilodzomoeka doknada, evicmynienus:
3amaHue CBSA3aHO C YIIyOJIEHHBIM H3Y49CHHUEM
pa3/iesIoB AUCIMIUINHBI X CAMOCTOSTEIbHBIM
MIOMCKOM MaTEPHAJIOB ISl PACKPBITHS TEMBI
JI0KJIa1a. MaTepuaibl BBIOJIHEHHOW pabOoThI
MIPECTABIIOTCA B JIEKTPOHHOM BH/JIE UJIH B
(opMe pacrieuaTaHHbIX PE3EHTAOHHBIX
claiiioB. B kauecTBe TEM NOKIAN0B CTYJEHTAM
IIpeJJIaraloTCs clieIyIolue BapHaHThI:
IloozomogKa K KOHMPOILHOU padome:
N3ydyenune maTtepraoB 1o pa3zienry Y IpaBicHUE
HHPOPMAMOHHON OE€30MaCHOCTHIO B
KnOep(HU3NIecKnx cucTeMax. u MoJroToBKa K
KOHTPOJILHOH paboTte

Ilo020mo6Ka K npaKmuueckum 3auAMuM:
W3yuenue Matepuana no paszaeny "YnpapieHue
nHGOPMALMOHHON 6E€30MTaCHOCTHIO B
Kknbephu3nUecKkux cucTeMax." moAroToBKa K
BBITIOJTHEHHIO 33/IaHHUH Ha TIPAKTHYECKUX
3aHATHUSIX

Camocmoamenvroe usyuenue
meopemuueckozo mamepuana: Vsyaenve
JIOTIOJTHUTENBHOTO MaTepHaa 1o pas3zierny
"Yupaenenne nHOOPMAITOHHON
0e30MacCHOCTBI0 B KHOSP(HU3NIECKUX
cucremax."

H3yuenue mamepuanog numepamyprbix
UCIMOYHUKOG:

[1], 61-65

DK3aMeH

36.0

0.5

33.5

Bcero 3a cemecTp

180.0

16

20

0.5

108

335

Hroro 3a cemectp

180.0

16

20

0.5

1415




IIpumeuanue: Jlex — nexnuu; Jlab — mabopatopusie padotsl; [Ip — npaktuueckue 3anatusi; KIIP — ayautopHbie KOHCYIBTAIIMN 110 KYPCOBBIM
npoektam/pabotam; UKKII — nnauButyanbHble KOHCYIBTALUH 110 KypCOBBIM IpoekTam/padotam; ['K- rpymnmnoBsie KOHCYIbTaIlMK 1O pa3ienaM
mucturuael; CP — camocrosrensHas padorta cryaenta; MKP — nnas konraktHas padota; TK — Texkymumiit KoHTpob; [TA — mpomexxyTrodyHas
aTTecranus



3.2 KpaTkoe coaep:kaHue pa3iejioB
1. OcHosHble nonodHCeHUs, MepMUHbL U onpedeiieHus Kubepbe3onacHocmu uHOYCmpUuaibHblx
cucmenm.

1.1. OcHOBHBIE IOHATHS KHOEPOE30MaCHOCTH UHYCTPHUAIBHBIX CHCTEM.

[Mudposas Tpanchopmanus npousBojcTBa. HoBble yrpo3sl 6e3onacHocTu. besomacHas cpena
¢dyHKkunoHMpOBaHUS HHOOPMAITMOHHBIX cucTeM. OIeHKa TEKYILEro COCTOSHUS KuOepPU3NIecKom
cucreMsl. O1eHKa CIOCOOHOCTH CUCTEMBI COMPOTUBIIATHCS JECTPYKTUBHBIM BO3/AEHCTBHSM. .

1.2. Onenka 6e30macHOCTH KHOEPPHU3HUECKUX CUCTEM.

KubepripoctpanctBo — HOBBI BUTOK 3Boyitoruu IT cuctem. Ilonsite kubGepduznueckoro
oobekTa.  Cucremarmzamust — kuOepdusmueckux  cucreM. [Ipobimema  mH(pOpMATMOHHON
6e3omacHocTH kKubeppuzmueckux cucteM. Crernudurka OIMEHKH MHPOPMAIMOHHON 0€30MacHOCTH
kubeppusndyeckux cucreM. [loaxonsl kK wuH(MOpMAMOHHON Oe30macHOCTH KuOepdu3nyecKux
cucteM. OOmas cxemMa OUEHKM HHDOPMALMOHHONW OE30MacCHOCTH Pa3UYHBIX  KJIACCOB
KHOep(HU3NIECKUX CUCTEM..

2. Ocrosnvie Memoobwi 3auiumosl MH(,bODMaMMM om _6a306bix Vepos3 6 KM6€Dd)M3MU€CKOZZ cucmeme.

2.1. KoHnenuuu, METOBI M CPECTBA TPUMEHEHHSI KHOSPOPYKHSI.

Mertonosnornyeckue MpUHLMIEL Kiaccupukanuu kubepopyxus. IIpobraemsl naeHTuUKaIU
UCTIOJTHUTENIEH M 3aKa3uiKoB KuOepaTak. OCHOBHBIE IPOOJIEMBI PEIICHHs 33aa9i HICH TU(DUKAIN
UCTOYHUKA KHOepaTaKH..

2.2. TUmoBkIe Yrpo3bl U YA3BUMOCTH B CHCTEMaX KHOEP3aIIUTHI.

Yrpo3sl U YA3BUMOCTH B MHKpOCXE€Max. YTpO3bl U YA3BUMOCTH B KPHUOTOrpadUUYeCcKUX
anroputMax (crammaprax). [IpemHaMepeHHBIE YS3BUMOCTH B MU(POBAILHOM O000PYIOBAHUU.
VYS3BUMOCTH  MPOTPaMMHOTO  obOecriedeHus: WH(GOPMALMOHHBIX CHCTEM. YSA3BUMOCTH B
aBTOMOOWIAX. YA3BUMOCTH OOPTOBOTO OOOPYIOBaHMS BO3JYIIHBIX CYJOB U POOOTOTEXHHUYECKHX
KOMILIEKCOB..

2.3. Metoibl BBISBIIEHUS! IPOIPAMMHBIX YSA3BUMOCTEH.

Buzpsl 1 nmopsaok npoBeaeHHs cepTU(UKAMOHHBIX UCIBITaHU. TecTupoBaHue 0e30MacHOCTH
Koza. TunoBasi CTaTUCTUKA BBISIBICHUS YS3BUMOCTEN B IPOrpaMMHOM obecrieueHuu. MeponpusTis
[0 YCTPAHEHUIO YS3BUMOCTEH B KPUTHYECKUX HH(OPMALIMOHHBIX CUCTEMAX..

2.4. OGecneuenne knbepOe30nacHOCTH KOHEUHBIX TOYEK CUCTEM UH(DOPMAIIMOHHOM
UHPPACTPYKTYpPbI OpraHU3alHH.

TenneHuun pa3BUTHA KUOEpPYrpo3, HANPABICHHBIX Ha KOHEYHbIE TOYKU HH(PACTPYKTYpPHBIX
cucreM. TenneHus pocta OecailnoBeix arak. PocT ymepb6a OoT aTak Ha KOHEYHBIE TOYKH.
Muposoii peiHok EDR-pemennii. OcHoBnble miatdopmbl Endpoint Detection and Response..

3. Ynpasnenue UHd)ODMClUUOHHOlZ be30nacHocmvio 6 Ku6€l7d)u31/lll€CKMx cucmemax.

3.1. Konnenuu, cTaHAapTH M METOJIBI 00ecriedeHus1 KuOepOe30macHOCTH KPUTHIECKUX
UHPPACTPYKTYD.

TengeHuu pa3BUTUS W OCOOEHHOCTH HHM(POBHU3ANMK TPOMBIIIUICHHBIX HHPPACTPYKTYP.
OreHka pUCKOB OE€30MACHOCTH B DHEPreTHUeCKUx cuctemax. CTaHIapThl M METOABI 00ECTIeUeHHS
K10ep0e30MacHOCTH B AJIEKTPOIHEPTETUUECKUX CTPYKTYpax..



3.2. OcHOBHBIE HarpaBlieHUs oOecieueHus: KuobepOe30nacHOCTH.

KoHnenuum u crieHapuu «I[BETHOTO MPOTHBOCTOSHUSY. VIMUTAINS 1IEeTEBhIX aTak KaK OICHKa
6e3omacHoctr. OxoTa 3a yYrpo3aMH KakK <«IIPOAKTHBHBIM MeToa» KuOepsammrtbl. CTaHIapTHBIC
MHCTPYMEHTBHI JUIsl OPTaHU3aLUH IPOAKTUBHOT'O TTONCKA. .

3.3. TeMbl NPaAKTHYECKUX 3aHATHH
1. 2. CoBpeMeHHbIE TEXHOJIOTUH KOHTPOJISI 0€30MaCHOCTH B MUKPOAJIEKTPOHHKE;
2. 8. Ilporokon Modbus;
3. 7. CucreMbl aBTOMAaTHYE€CKOT0 KOHTPOJIs U coopa uHpopmarn —SCADA,;
4. 6. Ysa3BuMOoCTH KHOCPPU3NISCKUX OCCIIIIOTHBIX aBHAIIMOHHBIX CHCTEM;
5. 5. Tlouck yrpo3 u ys3BUMocTel kubephuzndeckux cucteM. Heitpanuzamus yrpos
0€30MaCHOCTH U YCTPAHCHHE YSI3BUMOCTEH 3aIUThI 00bEKTOB KHOSPPUINIECKUX CUCTEM;
6. 4. Oco0eHHOCTH HKCIIEPUMEHTAILHOTO TECTUPOBAHUS 3alIUIIIEHHOCTH KUOEPPU3NIECKUX
cucteM. OOIUi MOPSIIOK SKCIIEPUMEHTAILHOTO TECTUPOBAHMS 3AIUIIIEHHOCTH
KHOEep(OU3NIECKUX CUCTEM;
7. 3. OcHOBHBIE AJITOPUTMBI (IIyTH) BHEIPEHUS «3aPAXKEHHBIX» MUKPOCXEM B TEXHUYECKHE
00BEKTBI KHOCP(PHU3NUECKUX CUCTEM;
8. 1. OcHOBBI IpoeKTUpOBaHUs kKnOepOe3onacHoi 31eKTpoHHOM anmnapaTypsl 1t ACYTII
KPUTHYECKUX UHPPACTPYKTYD.

3.4. Tembl 1a60paTOPHBIX padoT
HE TPEYCMOTPEHO
3.5 KoncyabTanuu

Ipynnoesvie koncyremayuu no paszoeaam oucyuniunsl (1°'K)

1. OOGcyxnenue marepuasioB Mo kedcam pazgena "OCHOBHBIE MOJOKEHUS, TEPMHUHBI U
ornpezeneHus: KubepOe30nacHOCTH UHYCTPUAIbHBIX CUCTEM."
2. OOcyxaeHne MaTepuasoB Mo keiicam pazzaena "OCHOBHbIE METOBI 3aIIUTHl HH(GOPMALIUU
oT 0a30BBIX yrpo3 B Kubephuznieckoit cucreme."
3. OOcyxnenue MaTepuanoB MO Kelicam pasfena '"YmopaeineHue HUHDOPMAIIMOHHON
0€30macHOCThIO B KnOeppu3nyeckux cucremax."
Texywuti konmpoas (TK)

1. KoncynpTanuu HampaBiIeHbl Ha MOJYYCHUE WHIMBUAYAILHOTO 3aJaHUsI IS BBITIOJTHEHUS
KOHTPOJIbHBIX ~MeponpusiTUil 1o paszzneny "OCHOBHBIE IOJIOKEHHs, TEPMUHBI U
ornpezeneHus: Kubepoe30nacHOCTH UHIyCTPUAIbHBIX cUCTEM."

2. KoHcynbTanuu HampapJeHbl HA MOJyYEeHUE WHAWBUIYAIBHOIO 33JaHUs JJIS BBITOJHEHHS
KOHTPOJIbHBIX MEpONpUATHH Mo pazaeny "OCHOBHBIE METOJbI 3alllUThl MH(POpPMALMHU OT
6a30BbIX yrpo3 B kubepdusnueckoii cucreme."

3. Koncynpranuu HampaBieHbl Ha MMOJyYe€HHE WHIUBHIYaTHHOTO 33aHUS JJISI BHITOJIHEHHS
KOHTPOJIbHBIX MEPOIPUATHH 10 pa3zzeny "YpasieHre HHPOPMAIIMOHHON 6€30IaCHOCTbHIO
B KMOeppu3nyeckux cucremax."

3.6 TemaTnka KypcOBBIX POEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ paboTa He MPEAyCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEeHIIU

Howmep paznena
JUCIUILINHEI (B

OueHo4yHOE CPEACTBO
(TUII 1 HAUMEHOBAHUE)

3aIIaHUPOBaHHbBIE PE3YIbTAThl 00YUEHUs 110 TUCIMILIIMHE Konpt
COOTBETCTBUHM C
(B cOOTBETCTBUHU C pazjesioM 1) WHJIUKAaTOPOB n3.1)

1 |1 2] 3
3HaTh:
HanpasieHus v nepcreKTUBbl Pa3BUTHS CUCTEM 3alLUThI MK-3. 2113 + IlepexpectHblii onpoc/KoHTpOIbHBII
nHpopManuy KnOepPU3NIECKUX CUCTEM. T onpoc Ne 3 o remam 5 u 6
[Tpobnematuky cuctem 3auThl MHGOpMaKu Kuoephu3nIecKux MK-3.211c.3 + IepexpectHslii onpoc/KoHTpoIbHBII
CHCTEM. T onpoc Ne 1 no remam 1 u 2
[TpuHIUIBI 1 METO/bI IOCTPOCHUS KOMITJIEKCHBIX CUCTEM 3alllUThl MK-3.211c.3 + IepexpectHblii onpoc/KoHTpoOIbHBII
nHpopManuy KnOepPU3NIECKUX CUCTEM. ' onpoc Ne 2 o remam 3 u 4
Ymersb:
[TpuMeHsATh COBpEMEHHbIE METOJUKHU aHaIM3a IIPOLECCOB TK-3. 2113 + IepexpectHblii onpoc/KoHTpoIbHBII
yIpaBjeHUsl B y4eOHOM IpolLEecce. ' onpoc Ne 4 no remam 7 u 8
O60cHOBaHO BBIOMPATh CTPATEIHIO YIIPABJIEHUS PUCKAMU TK-3. 2113 + IepexpectHblii onpoc/KoHTpoIbHBII

nH(OpMaIIMOHHON 6€30MacHOCTH KHOepPU3NYECKON CUCTEMBI.

onpoc Ne 4 no remam 7 u 8
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4. KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE OIIEHOYHEBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
8 cemecTtp

®dopma peanmszanuu: Y cTHas Gpopma
1. Kontponbusiii onpoc Ne 1 o remam 1 u 2 (IlepekpectHblit onpoc)
2. KontponpHsrit onpoc Ne 2 o Temam 3 u 4 (IlepekpectHblii ompoc)
3. Koutpounbnsiii onpoc Ne 3 o remam 5 u 6 (IlepekpectHbliii onpoc)
4. KonTpomabHsiit orpoc Ne 4 mo temam 7 u 8 (IlepekpecTHbIi ompoc)

banmibHO-peHTUHIOBasA CTPYKTYpa AUCLUILINHBI SBIISETCS NPUIOKEHUEM A.

4.2 IIpoMe:xyTOUYHasI aTTECTALUSA 110 AUCHMUILJIMHE

Oxzamen (Cemecmp Ne§)
Ouenka omnpenensercs IO COBOKYIHOCTH pPE3YJIBTaTOB TEKYLIErOo KOHTPOJS YCIIEBAEMOCTH B
cootBercTBUM ¢ [lonokeHnem o OaIbHO-PEHTHHIOBOM cucteme ais cryneHToB HUY «MOW» Ha
OCHOBAHMHU CEMECTPOBON U 3K3aMEHAIMOHHON COCTABIIAIOLINX (IIPOBOAUMOrO MO OHIIETaM).

B numiom BeICTaBIsIeTCS OIICHKA 3a 8§ CEMECTP.

IIpumeuyanue: OLeHOYHBIE MaTEpUAIbI 110 TUCLMITIIMHE IPUBEICHBI B (DOHIE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

5.1 IleyaTHbIE H IJIEKTPOHHBIE H3IAHNS

1. KubepbezonacHocTh UPPOBON MHIYCTPUU : TEOPUS U MPaKTHKA (PYHKIIMOHAIBHON
yctoitunBocty K kubeparakam / JI. I1. 3erxkna, E. b. Anekcanaposa, M. O. Kanunum, [u np.] ; pen.
M. II. 3erxna . — Mocksa : ['opsuas JIunus-Tenekom, 2020 . — 560 c. - ABTOpBI yKa3aHbl Ha
obopote Tur. 1. - ISBN 978-5-9912-0827-7 .,

2. A. 1. ®edunos- "MeToasl U cpeCcTBa 3alUTh UH(GopMaluu B ceTsx", M3narenscTBo:
"JIabopatopus kauru'", Mocksa, 2011 - (105 c.)
https://biblioclub.ru/index.php?page=book&id=140796.

5.2 JIuueH3noHHOE U CBOOOIHO PAaCPOCTPaHseMoO€e MPOrpaMMHOe odecreyeHme:
1. CO "IIpomereit";

2. Office / Poccuiickuii makeT 0(UCHBIX IPOrpamm;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;

4. Maitna BuneoxondepeHium.

5.3 UnTepHeT-pecypchl, BKIWYas NpodeccuoHaIbHbIe 6a3bl JAHHBIX U HH(OPMAIMOHHO-
CIpaBOYHbIE CHCTEMbI:

1. 9BC Jlaub - https://e.lanbook.com/

2. ba3za nannbix Web of Science - http://webofscience.com/

3. ba3za nannbIx Scopus - http://www.scopus.com

4. HanuoHabHasi 3JIeKTPOHHAs 0mdmoTeka - https://rusneb.ru/

5. Dnexkrponnas oudmorexka MOU (36 MOMH) - http://elib.mpei.ru/login.php
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6. llopTan oTKpBITHIX JaHHBIX Poccuiickoii ®exepanun - https://data.gov.ru

7. ba3a oTKpBITHIX JaHHBIX MUHHCTEPCTBA TPY/AAa U COUMATbHOM 3a1IUTHI PO -
https://rosmintrud.ru/opendata
8. ba3a oTKpBITHIX JaHHBIX NPO¢ecCHOHATBbHBIX CTAHIAPTOB MUHHUCTEPCTBA TPYAA U
conuaabHoii 3aumthl P@ - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/
9. ba3a oTKpBITHIX JaHHBIX MHHHCTEPCTBA IKOHOMUYECKOr0 pa3BuTus P® -

http://www.economy.gov.ru

10. Ba3a oTKpbITHIX 1aHHBIX PocuamonuTopunra - http://www.fedsfm.ru/opendata
11. DuexTpoHHast oTKpbITasi 6a3a nanHbIX '"Polpred.com O630p CMHU" -

https://www.polpred.com

12. HauuoHa bHBII MOpTAaJI OHIAlH 00yueHus: «OTKpbITOE 00pa3zoBanue» - https://openedu.ru
13. Opunnanbubii caiit @e1epaabHOI0 areHTCTBA M0 TEXHUYECKOMY PeryJIupoBaHHIO U

meTpoJioruu - http://protect.gost.ru/
14. OTkpbITas yHuBepcuterckas nHgpopmannonHas cucrema «POCCHUSD» -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomeneHust Homep aynuropun, OcHaenue
HAaMMCHOBAHHC
Y4eOHble ayIUTOPHH IS K-601, YueOnas rapTa co CKaMbe, CTOJI MPEIo1aBaTes,
IIPOBECHUS ayauTopus CTYyJ, TpuOyHa, JOCKa MeJloBasl,

JIEKIIMOHHBIX 3aHITHH U
TEKYILIEro KOHTPOJIA

MYJIbTUMEIUMHBIA IPOEKTOP, IKPaH

A-300, YuebOnas
aynuropus "A"

Kpecio pabdoyee, apTa, CTeJUIaxk, CTOI
npenojaBaress, CToa yueOHbIH, CTyII,
TpuOyHa, MUKPO(OH, MyITbTHMETUIHHBIHI
IIPOEKTOP, IKPaH, JOCKA MapKepHasd,
KOJIOHKHM, TEXHUYECKas alaparypa,
KOHJAMLIMOHED, TEJIEBU30D

Y4eOHble ayIUTOPHH IS
IIPOBEJICHUS
MPAKTUYECKUX 3aHITUH,
KP u KII

M-510, Yuebuas
nabopaTopus
MH(OPMaLOHHO-
aHAITMTHYECKUH
TEXHOJIOTHIA -
KOMITBIOTEPHBIN KJ1acc

CTYJ1, CTOJI TUCbMEHHBI,
MYJIBTUMEIUNHBIN ITPOEKTOP, IKPaH,
JIOCKa MapKepHasi, KOMIIbIOTEP
IIEPCOHAJIbHBINA, KOHAUIMOHED

VY4eOHble ayAUTOpUH IS
MIPOBEACHUS
IIPOMEKYTOUHON
aTTecTaluu

M-510, Yuebuas
nabopaTopus
MH(OpPMaLIOHHO-
aHAITMTHYECKUH
TEXHOJIOTHIA -
KOMITBIOTEPHBIN KJ1acc

CTYJ1, CTOJI MUCbMEHHBI,
MYJIBTUMEIUNHBIN ITPOEKTOP, IKPaH,
JIOCKa MapKepHasi, KOMIIbIOTEP
IIEPCOHAJIbHBINA, KOHAULIMOHED

K-120, MamuHHEBIN 3a51
HBI]

cepBep, KOHIUITHOHED

ITomemenus s
CaMOCTOSTEILHOU
paboThI

HTB-303, KomnbrorepHslit
YUTAJIbHBIN 321

CTOJI KOMITBIOTEPHBIN, CTYJ, CTOJ
MMHMCHMEHHBIN, BEIIAJIKa JJIST OJICKIbI,
KOMIIBIOTEpPHAS CETh C BBIXOJIOM B
HNHTEepHET, KOMIBIOTED NEPCOHAIIBHBINM,
MIPUHTEP, KOHAUIIMOHED

ITomentenus mis
KOHCYJIbTUPOBAHHMS

M-510, Yuebnas
naboparopust
UH(POPMAIMOHHO-
AHAJTMTUYECKNN

CTYJI, CTOJI IUCbMEHHBIN,
MYJIbTUMEANIHBIA POEKTOP, IKPaH,
JIOCKa MapKepHasi, KOMIIBIOTED
NIEPCOHAJIbHBIN, KOHIUIIMOHED
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TEXHOJIOTHH -
KOMIIBIOTEPHBIN KJ1acC

IMTomermenus misa
XpaHeHHus 000pyJOBaHUS
1 y4eOHOI0 MHBEHTaps

K-202/2, Ckman kadenpb
BUT

CTeJUIaX Il XpPAaHCHUSI MHBEHTAPS,
CTOJI, CTYJI, KA I JOKYMEHTOB,
mkad Uit XpaHeHUsT THBEHTaps1, TymMOa,
3aracHble KOMIUICKTYIOIINE JIJIS
000pyTOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHTOBAS CTPYKTYPA JJUCHUILJIMHBI

3amura naopmanuu B Kubephru3nIecKux cucTeMax

(Ha3BaHME AUCIMILIMHBI)

8 cemecTp

ITepeyeHb KOHTPOJIBHBIX MEPONPHUATHI TEKYIIEr0 KOHTPOJIS yCIIeBAeMOCTH 10 JAMCIUILIHHE:
Kontposnbnslii onpoc Ne 1 mo remam 1 u 2 (IlepekpecTHblii onpoc)
KonTponsusiit onpoc Ne 2 o Temam 3 u 4 (IlepexpecTHslii onpoc)
Kontponbnslii onpoc Ne 3 o remam 5 u 6 (IlepekpecTHblii onpoc)
KonTponsusiii onpoc Ne 4 o temam 7 u 8 (IlepexpecTHblii orpoc)

KM-1
KM-2
KM-3
KM-4

Bujx npome:xyTo4HOI aTTecTalu — JK3aMeEH.

Wunekc KM- | KM- | KM- | KM-
Homep Pa3gen muciumiinHbl KM: 1 2 3 A
paszena Henens 4 8 12 15
KM:
1 OCHOBHBIE TIOJIOKEHHUSI, TEPMHUHBI U OTIPEICIICHUS
K1OepOe30IacCHOCTH HHAYCTPHAIIbHBIX CUCTEM.
11 OcHoBHbI€ OHATHA KMOepOe30I1aCHOCTH UHAYCTPUATIbHBIX +
' CHCTEM.
1.2 Orenka 6e30MacHOCTH KHOePPU3HIECKUX CHCTEM. +
5 OCHOBHBIEC METO/IbI 3aIIUTH HH(POPMAITHH OT 0a30BBIX yrpo3
B KnOep(u3nyeckon cucreme.
21 Konuenmuu, METoab! U CpeCTBAa IPUMEHEHUS + +
' KHOEPOPYKHSI.
2.2 Tunosble yrpo3bl U ySI3BUMOCTH B CUCTEMaX KUOEP3alUThI. + +
2.3 MeToap! BBISIBICHUS IPOTPAMMHBIX YSI3BUMOCTEH. + +
24 Obecnieuenne kuOepOE30MaCHOCTH KOHEYHBIX TOYEK CHCTEM + +
' MH(OPMallMOHHON HHPPACTPYKTYPHI OPraHU3al|H.
3 VYnpasienrne HHPOPMALMOHHON 6€30MaCHOCTHIO B
KHOepPU3NYECKUX CUCTEMAX.
31 Konueniuu, cTanaapThl 1 METOIbI OOECTIEYeHUS +
' KrOepOEe30MacHOCTH KPUTHIECKUX HHPPACTPYKTYD.
3.2 OcHOBHBIE HalnpaByieHUs obecrieueHus1 KuoepOe30nacHOCTH. +
Bec KM, %: | 25 25 25 25
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