MuHHCTEPCTBO HAYKH U BbICIIEro oopa3opanus PO
denepanbHOe roCyJapCcTBEeHHOE 010:KeTHOE 00pa3oBaTe/IbHOE YUpeKAeHne
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagiaenue noaroropku/cnenuaiabuocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh
HaumeHoBaHune 00pa3oBaTe/bHOI NporpaMMel: be3onacHoCTh aBTOMATH3UPOBAHHBIX CHCTEM
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yueHusi: OUHO-3204HAA

Pabouass nporpaMma QM CHUILIHHBI
BE3OIIACHOCTDB BECITPOBO/IHBIX CETEU IIEPEJAYHN

HHOOPMALUU

BJok:

Baok 1 «/Iucuyuniaunbl (MoOxyJam)»

Yacrp 00pa3zoBaTebLHOM
NpPOrpaMMBblI:

Yacrb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBLIX OTHOIIEH Uil

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.09

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

10 cemectp - 4,

Yacos (Bcero) no yueoHomy
IIAHY:

144 yaca

Jexnun

10 cemectp - 16 yacos;

IIpakTnyeckue 3aHATHSA

10 cemecTp - 24 yaca;

JlabopaTopHbie padoThI

10 cemecTp - 16 yacos;

Kouncynbranuu

MPOBOJIUTCHA B paMKaXxX 4aCo0B ayIUTOPHbIX 3aHSATHH

CamocTrosiTesibHasi padoTa

10 cemecTp - 87,7 uaca;

B ToM unciae Ha KIT/KP

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHasi padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ayIUTOPHbIX 3aHSATHH

BKJIIOYAs:
KontpoabsHas padora

IIpomeskyTouHast aTTecTALUS:

3ayer ¢ OLEHKOM

10 cemectp - 0,3 uaca;
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NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageneyu Monak P.W.
[IpenomaBaTelib NaerTbnratop Rbc0e923e-PoliakRI-10208dd2 P.U. ITonsax
(OIKHOCTR) (moamuce) (pacummgpoBka
TIO/AITUCH)

COI'ZTACOBAHO:

PykoBogurenn
00pa30BaTeIbHON MPOTrPaMMBbI

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

BaporoB O.P.

Waentuduratop

R90d76356-BaronovOR-7bf8fd7e

O.P. baponos

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

3aBenyIOLIMI BbIITyCKatOIeH
kadenpsl

(mozmuch)

%Mo ¢

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

HeBckui A.HO.

Waentuduratop

R4bc65573-NevskyAY-0b6ed493d

(pacmudpoBka
MIOJITIHUCH)

A YO. HeBckuit

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozmuch)

(pacmudpoBka
MOJITTHCH)



1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI
Heasb ocBoenusi aucuumiannbl: ChopMupoBaTh y OyaylMX CHELUAIUCTOB CHUCTEMY IMOHATHH,

3HaHUH, YMEHMI M HaBBIKOB B OOJIACTH JEATEIILHOCTH, CBSI3aHHOM C TOA00pOM, SKCIUTyaTalnued u

o0city’)kuBaHHEM 000py10BaHUs HUPPOBBIX OECIPOBOAHBIX IMINPOKOMOIOCHBIX CETEH CBA3H.

33[[3‘11/[ AUCHHUIIIMHBI

- U3y4yeHue (PU3N4YeCKrX OCHOB Nepeauu JaHHBIX 110 paJuoKaHally U 0a30BbIMU MPUHIIUIIAMU
OpraHu3aIyi 0ECIIPOBOIHBIX KOMITBIOTEPHBIX CETEH;;
- 3y4yeHuie 0CHOB HaCTPOMKHU U IKCILUTyaTallMy HU(POBBIX OECIIPOBOAHBIX KOMITBIOTEPHBIX

ceTeit;;

- [TonydeHre HaBBIKOB BBISBIICHUS YTPO3 U YSI3BUMOCTEH B OECIPOBOIHBIX KOMITBIOTEPHBIX CETSIX
Y TIPUMEHEHUSI METOJIOB M CITIOCOOOB 3aIUTHI HH()OPMAILIUY B HUX;
- @opMupyeMble y 00y4aIOLIerocsi KOMIETSHIIUU U 3aIUIAHUPOBAHHBIE PE3yJIbTaThl 00YUEeHHUS 110

NUCLUIIINHE: .

dopmupyembie y 00yJaronerocs KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yUYeHHs TI0
JUCIUIUIMHE, COOTHECEHHBIE C HHAMKATOPAMH JA0CTUKEHUs KOMIIeTeHINIi:

Koa n HanmMeHoBanue
KOMIIETeHI{UH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIEeTeHINHI

3amiaHNpPOBaHHbIE Pe3yJbTAThI 00yUeHHus

IIK-1 I'oroB obOecrieunBaTh
3aUTy HHGOPMAITHH B
ABTOMATHU3MPOBAHHBIX
CHUCTEMaX B IPOIECCE UX
IKCIUTyaTaI|H

ITK-1.1nk-1 AIMUHUCTPUPYET
CHCTEMBI 3aIUTHI
uH(popMauu
aBTOMAaTH3UPOBAHHbIX CHCTEM

3HATh:
- (pusmyeckre oCHOBBI PabOTHI
TEJIEKOMMYHUKAI[HOHHBIX CUCTEM U
BO3MOXKHBIE YTPO3bl HH(POPMAITHOHHOM
0€30IaCHOCTH;,.

YMETB!
- IPAKTUYECKHU PUMEHSATH TEOPETUYECKUE
3HaHU NPH PEILICHUH 3ajiay 3aIlUThI

nH(popMaluu B 6€CIPOBOJIHBIX CUCTEMAX;.

[TIK-2 I'oToB K BHEAPEHUIO
CHCTEM 3aIllUThI
uH(bopMauu
ABTOMAaTU3UPOBAHHBIX
CHCTEM

[MK-2.1nk-2 YcTanaBnuBaet U
HacTpaMBaeT CPe/ICTBA 3AIIUTHI
uH(popMaluu B
aBTOMAaTH3UPOBAHHBIX
cucTemax

3HaThb.
- CYHICCTBYIOIIUE CTAHAAPTHI JIOKAJIIbHBIX
6CCHpOBOI[HLIX KOMITBIOTCPHBIX CeTeH.

YMETh:
- HaBbIKaMU HaCTpOI\/'IKI/I CE€TCBbIX
uHTepdeiicoB 6ecpOBOIHBIX
KOMITBIOTCPHBIX CeTefI, METOdJaMU
MOBBILIEHUS 3AIIUIEHHOCTH
nepegaBaeMoi uepe3 HUX HHGopMaIuu;.

I1K-3 Cnocoben
aJIMUHUCTPUPOBATH
Cpe/CTBa 3aIIHUTHI
uHpopMaluu B
KOMITHIOTEPHBIX CUCTEMaX U
CeTsx

[1K-3.2nk-3 AIMHHUACTPUPYET
IpOorpaMMHO-aInapaTHbIe
Cpe/ICTBA 3aIIUTHI
uHpopMalnu B
KOMITHIOTEPHBIX CETSIX

3HATh:
- IPUHIIUIIBI TOCTPOEHUST OECTIPOBOTHBIX
KOMIIBIOTEPHBIX CETEMN C PA3JIUYHOU
peanu3anuen puznyeckoro KaHaia, a
TaK)Ke METOJIbI U CPEJICTBA OOECTIeUeHUs
MH(OPMaLMOHHON O€30MaCHOCTH;.

2. MECTO JUCIUILIVHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JucuuniamHa OTHOCHUTCS

K OCHOBHOM TmpoecCHOHATIbHOW 00pa3oBaTebHON Iporpamme

besomacHocth aBTOMatu3upoBaHHBIX cucteM (nanee — OIIOII), manpasnenuss moarotoBku 10.03.01
Nudopmarnmonnas 6€30macHOCTh, YPOBEHb 00pa30BaHMs: BBICIIEe 00pa3oBaHue - OaKagaBpHar.




Baszupyercst Ha ypoBHE cpeHEro o01ero oopa3oBaHus.

Pe3ynbraTel 00yueHHs, TOTydEHHBIE IPH OCBOCHUH JUCIUILIMHEL, HEOOXOANMBI TIPH BHIITOTHEHUH
BBIITYCKHON KBaTM(PHUKAIMOHHOHN pabOoTHI.



3. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHbI
3.1 CTpyKTypa THCHUNIHHBI

OO01as TPyI0eMKOCTh JUCHIUTUTMHBI COCTaBIISIET 4 3a4eTHBIX euHUIIbI, 144 yaca.

Pacnpenenenue Tpy1oeMKOCTH pasjena (B 4acax) 1o BuaaM y4eOHOM paboTh

Pasesb1/TeMbl 8| a
Ne JUCTIATUTHHBL/ (pOpMBI § % § KonrakTHas pa6ora cp CopneprkaHre CaMOCTOSTETFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8 g | © | Jlex Jla6 | Ip KIIP - VIKKI | TK A CeMECTDE aTTeCTalluu
/M P /KOHTPOJTb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Mopens ceTeBoi 64 10 8 8 12 - - - - - 36 - Iloozomoeka Kk radopamopuoi pavome: JIns
0e3omacHoCTH BBITIOJTHEHHS 33/IaHUH 110 JJa0OpaTopHO padoTte
KOMMYTHPYEMBIX HEOOXO0AMMO NPEBAPUTEIEHO U3YUHUTh TEMY U
0ecrpoBOTHBIX 3a71a4M BBITIOJIHEHHMS JTaOOpaTOpHOil paboThl, a
JIOKQJIbHBIX CETEH. TaK )K€ U3y4YHTh BONPOCHI BAPHAHTOB
ATaku Ha CETEeBYIO 00paboTKU pe3ysIbTaTOB 10 U3YYEHHOMY B
HHPOPMAINOHHYIO paszene "Mopenb ceTeBoit 0€30ITacHOCTH
UHPPACTPYKTYPY KOMMYTHPYEMBIX O€CTIPOBOAHBIX JIOKAJIBHBIX
OecrpoBOIHOI ceTeid. ATak Ha CeTeBYIO MH(POPMAMOHHYIO
KOMIBIOTEPHOHU CeTH UHPPACTPYKTYpy OeCrpoBOIHOI
1.1 ATaku Ha CETEBYIO 64 8 8 12 - - - - - 36 - KOMIBIOTEPHOH ceTH" MaTepHaity.

MH()OPMALMOHHYTO
HHQPACTPYKTYPY
0ecrpoBOTHON
KOMIIBIOTEPHOU CETH

Ilo020moeKka K ayounopHblv 3aHAMUAM:
IIpopaboTKa JISKIIHH, BBITOJIHEHHUE U
MOJITOTOBKA K 3aIIuTe 1ab. paboThI
Iloozomogeka domauinezo 3adanua:
[ToaroToBka JOMAITHETO 3aJaHUSI HAIIPABJICHA
Ha OTPabOTKY YMEHUIl pelieH s
npodeccHoHaNbHBIX 3a1a4. JloMalrHee 3a1aHue
BBIIACTCS CTYACHTAM IT0 U3YYEHHOMY B pa3Jiee
"Mouens ceTeBOoil 0E30IIaCHOCTH
KOMMYTHPYEMBIX OECIPOBOIHBIX JIOKATBHBIX
ceTell. ATaku Ha CETEBYIO HH(POPMAITMOHHYIO
nHdpacTpykTypy 6€CrpoBOHOM
KOMITBIOTEPHOU CETH" MaTepuay.
J1OTIOTHUTEIBHO CTYICHTY HE00X0ANMO
W3YYUTh JTUTEPATYPY U Pa300paTh MpUMEPHI
BBITIOJTHEHMSI TIOJ00HBIX 3aaanmid. [IpoBepka
JTOMAIITHETO 3aaHusI POBOIUTCSI 10
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NPE/ICTaBICHHBIM TUCEMEHHBIM paboTaMm.
IIodz0mogKa K npaKmMuyecKUM 3aHAMUAM:
W3y4yenue marepuana no paszaeny "Monens
ceTeBOl 0€30MaCHOCTH KOMMYTHPYEMBIX
OecripoBOIHBIX JOKAJIBHBIX CeTel. ATakd Ha
CeTeByI0 HH()OPMAIOHHYIO HHPPACTPYKTYpPy
OecripoBOIHON KOMITBIOTEPHOM ceTH"
MOATOTOBKA K BBITOJHEHHUIO 3aJaHUH Ha
MPaKTHYECKUX 3aHATHSIX
Camocmoamenvroe usyuenue
meopemuueckoz0 mamepuana: N3yuenue
JOIIOIHUTENBFHOTO MaTepyaa o pas3Jeny
"Mopenb ceTeBoi 0€30IMacHOCTH
KOMMYTHPYEMBIX OCCIPOBOIHBIX JIOKATBHBIX
cereil. ATaku Ha ceTeByI0 HHPOPMAIMOHHYIO
HHPPACTPYKTYPY OCCIIPOBOTHOM
KOMITBIOTEPHOU ceTH"

H3yuenue mamepuanog 1umepamypuoix
UCIOYHUKOG:

[2], 32-45
[3], 3-20

MexaHu3Mbl 1
cpencTBa obecrieueHus
0€30MacHOCTH CETEBOI

nHpopManoOHHOH
nHppacTpyKTyph
0ecrpoBOTHON
KOMIBIOTEPHOH CeTH

62

12

34

2.1

MexaHu3Mbl U
cpezncTBa odOecIieueHus
0€3011aCHOCTH CETEBOH

HHPOPMAIMOHHOM
nH}pacTpyKTypHI

OecrpoBOTHON

KOMITIBIOTEPHOU CETH

62

12

34

Iloozomogka domauinezo 3adanun:
[ToaroroBka JOMaIIHETo 33/1aHKs HAIIpaBIeHa
Ha 0TPabOTKY YMEHUIl pelieH s
npodeccroHaNbHbIX 3aaa4. JlomalHee 3a1aHne
BBIJIAETCS CTY/IEHTaM [0 U3Y4EHHOMY B pasjelie
"MexaHU3MBI U CPEJICTBA 00ECTICUSHHUS
6e3omacHoCcTH ceTeBOi HH(YOPMAaMOHHON
HHPPACTPYKTYpPHI OSCIIPOBOTHOM
KOMITBIOTEPHOM ceTH" MaTepuaiy.
JIONIOTHUTENBEHO CTYICHTY HEOOX0AMMO
W3Y4IHUTH JIUTEPATYpPy U pa3odparh NpUMeps
BBITIOJTHEHHS IOA00HBIX 3aanuil. [IpoBepka
JIOMAIITHETo 3aIaHusl IPOBOJIUTCSI MO
MPE/ICTABICHHBIM TUCBMEHHBIM paboTaMm.
Iodzomoeka kK npakmuyecKum 3aHAMUAM:
Wzyuenne maTepuana mo paszaeny "MexaHu3MBbI
U CpeaCcTBa obecrieueHus: 6e30MacHOCTH
ceTeBoi HH(OPMAITMOHHON HHPPACTPYKTYPHI
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0ecrpoBOTHOIM KOMITBIOTEPHOH ceTn"
MOATOTOBKA K BBIIOJIHEHUIO 3aJaHUI Ha
MPaKTHYECKUX 3aHIATUAX
Camocmoamenvnoe usyuenue
meopemuueckozo mamepuana: Vsydaenne
JIOTIOTHUTEIBHOTO MaTepHaia Mo pa3zieity
"MexaHU3MBI U CPEICTBa 00eCTICUeHHS
0e30IaCHOCTH CeTeBOI HHPOPMATMOHHOM
HHPPACTPYKTYpPHI OECIIPOBOTHOM
KOMIBIOTEpHOI! ceTu”

H3yuenue mamepuanoe 1umepamypHbix
UCHOYHUKOG:

[1], 225-245
[4], 5-15
[5], 33-40
3ayer ¢ OIeHKOH 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 144.0 16 16 24 0.3 70 17.7
HToro 3a cemecTp 144.0 16 16 24 - - 0.3 87.7

Ipumeuanue: Jlex — nexuuu; JIab — maboparopusie padboTsl; [Ip — npaktnyeckue 3ausatust; KIIP — aynuTopHble KOHCYIBTAUHU TI0 KyPCOBBIM
npoektam/padoram; MKKII — unauBuayansHbie KOHCYIBTAIIMU 0 KYPCOBBIM MpoekTam/padoram; ['K- rpymmnoBsie KOHCYIbTAIIUU 110 pa3aenam
mucturuael; CP — camoctosarensHas padorta cryaenta; MKP — nnas konraktHas padota; TK — Texkymumii koHTposb; [TA — nmpomexyTrouHas

aTTeCcTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Mooenv cemesoti 6e30nachocmu KOMMymupyembvlx 0ecnposoOHbIX JOKANbHbIX cemetl. Amaku
Ha cemesyo UHDOPMAYUOHHYVIO UHPPACMPYKIYDY Oecnpo80OHOU KOMNbIOMEPHOU cemu

1.1. Ataku Ha ceTeByI0 HH()OPMAIIMOHHYIO HHPPACTPYKTYPY OECIIPOBOAHON KOMITBIOTEPHON
ceTH

JlokanbHbIE O€CIPOBOHBIE KOMITBIOTEPHBIC CeTH. JIoKanpbHBIE OECIIPOBOIHBIC KOMITBIOTEPHBIC
ceru crangaproB IEEE 802.11, 802.15. ®usuyeckuil, KaHaJbHBII M CETEBOM YPOBHHU.
Kondurypanust OeCpOBOMHBIX JIOKATbHBIX KOMITBIOTEPHBIX ceTeld. KoMmbroTepHbIE CceTh
crangapra [EEE  802.11: TtexHumueckas peanusanuss u  KoHpurypupoBanue. CereBas
uHpOpMaLMOHHAs HHPPACTPYKTYpa OECIIPOBOAHON U KOMIIBIOTEpHOU ceTr. CriocoObl coeTMHEHHI.
Apxurektypa u o0OopynoBaHHe OeCIpOBOJHBIX ceTeil. becrnpoBogHbBIE NMEPCOHAIBHBIE CETU U
texHonoruu. Knaccudukanus 6ecnpoBoaHbIx ceTeil. CeTeBble TEXHOJIOTHU CEKTOpa OeCIIpOBOIHBIX
JOoKaIbHBIX HMHTepdeiicoB. TexHomornn wHbpakpacHo cBsizu. CereBas TexHosorus Bluetooth.
Texnonoruu ceHcopHbix ceteit ZigBee. Texnomnorus Wireless USB. 6.2 BecipoBoiHbIEC TIOKAIbHBIE
cetu u texHonoruu. Texnonorun WiFi u cranmaptel 802.11. OO6OOIIEHHBIN ClieHapUid aTak Ha
cereByl0  MH(OpPMAnMOHHYI0O  UHQPPACTPYKTYpy  OECHpOBOJHONH  KOMITBIOTEPHOM  CETH.
Knaccudukanus arak Ha ceTeByl0 HMHQOPMAIMOHHYIO HUHQOPACTPYKTYpy OECHpOoBOAHOMN
KOMITBIOTEPHOM CETH.

2. Mexanuszmol u cpedcmea obecneuerus 6€30nacHoCmuy cemesol UHDoOpMayuoHHOU
uHdpacmpykmypol 6ecnpo8oOHOU KOMNLIOMEPHOU cemu

2.1. MexaHu3MBbl U cpesicTBa obecrieueHus: 0€30IacCHOCTH CeTeBON MH(POPMALIMOHHON
UH(PacTpyKTYpbl OECIIPOBOIHON KOMITBIOTEPHON CETH

Kpunrorpadgus u cucremsl muppoBaHuss. OCHOBbI 0€30MAaCHOCTH M 3alllUThl JAHHBIX B
OecripoBoHBIX ceTsax. Kommbiorepubie cetu crapmapra IEEE 802.11: ocHoBbl 0Ge3omacHOCTH,
CrocoObl 3alUTHl JAaHHBIX M aaropuTMbl wmu¢poBanus. Crpykrypa mmdpoBanus Deiicrens.
AnropuT™bl  cTanaaptHoro 1udpoBanus. Pacnpenenenne kimoued.  OOmmMe MeEXaHU3MBI
oOecrieyeHHss 0€30MAaCHOCTH JIOKAJIbHBIX ceTel. OrpaHudyeHue KOJIMYECTBAa YIPaBIIAEMBIX
koMrbioTepoB. DunbsTparuss MAC anapecoB. Ponu ycrpoiictB. MeToasl KOHTpOJISI TOCTyIa B
OecIpoOBOJIHBIX CeTAX ImepeAaud HMHPOpMaluu. MeXaHH3Mbl MEXCeTeBOil 0e30ImacHOCTH.
Cocrosinue moptoB kommyraropa. Ceru Ha 06a3e mopToB. MexceTeBble 3KpaHbl CHCTEMBI
oOHapyxeHHil atak W BropxkeHuil. Kiaccudukarms mexaHu3moB OesomacHoctr cetd Wi-Fi.
Crneunduxanuss WPA. Cucremsl TyHenupoBanusi. BupryanbHble yacTHble ceTH. O630p mpoTokaiia
PPPoE. O630p npotokana PPP. Private Network, VPN). bezonacHocTs yJaneHHOro ynpaBjieHUs.
Aynut 6e3onacnoctu nporokosna SNMP. O630p npoTtokosna SSH..

3.3. TeMbl IpaAKTHYECKUX 3aHATHI
1. 7.Aynut 6€30macHOCTH IPOTOKOIIA CcBs3ytomero nepesa STP;
. 6.Mexanu3Msl obecrieyeHus1 0€30MacHOCTH KOMMYTHPYEMBIX JIOKAIbHBIX CETeH;
. 2.00HapyxeHue aTak B 0€CIIPOBOIHOMN CETH;
. 4. Kpunrorpadus u cucreMsl mudpoBaHUs;
. 1.06HapyxeHue 6ecpOBOIHON CETH U MOAKIIOUEHNE K HEH,
. 11.MexcereBble 3KpaHbl;
. 5. Kpunrorpadus u ayreHTH(DUKAIMS COOOIIEHUH HA OCHOBE OOIIETO KIIH0Ya;
. 3.Mopenb ceTeBoi 0€30I1aCHOCTH;
. 9.00mue MexaHu3Mbl 00eceueHrsI 0€30MMaCHOCTH JIOKAILHBIX CETEN;
10. 10.MexaHU3MBI MEKCETEBOM 0€30ITaCHOCTH;
11. 8.MexaHu3msl oOecrieueHus: 6€30MacCHOCTH OECITPOBOJIHBIX JIOKATBHBIX CETEH.

O 00 1 O\ D K~ Wi



3.4. TeMbl 1a00paTOPHBIX padoT
1. 1.Be3omacHocTh ceTet Ethernet;
2. 2.00HapyKXeHrEe HECAHKIIMOHUPOBAHHON TOUKH JJOCTYMA. AYTeHTUDUKAIHS
OecrpOBOIHBIX KJIMEHTOB HA OCHOBE YUETHBIX 3alKcel MOJIb30BaTeNe U anmnapaTHbIX
aJIpecoB KOMIIbIOTEPOB;
3. 3.11IucdpoBanue kaHayIa ¢ UCIOJIb30BaHUEM MPOTOKOJa WPA;
4. 6.Bupryansusie nokansubie cetu IEEE 802.1q;
5. 7.Aynut 6e3onacHOCTH npoTokosa SNMP;
6. 4.ba3oBbIe MEXaHU3MBbI 0€30IaCHOCTH KOMMYTATOPOB;
7. 5.be3omnacHocThk Ha ocHoBe npoTokosa IEEE 802.1x.

3.5 KoncyabTanum

I pynnosgvie koncyrbmayuu no pazoeiam oucyuniunol (I'K)

1. OOcyxneHue wMarepuajgoB IO KedcaM pazzaena "Mogenb ceTeBodl 0e30MMacHOCTH
KOMMYTHUPYEMBIX  OECHpOBOJHBIX  JIOKAJbHBIX  CeTel. ATakKM Ha  CETEBYIO

nH(OPMALIMOHHYIO HHDPACTPYKTYPY OECIIPOBOIHOI KOMITbIOTEPHOI ceTu"

2. OOcyxIeHHe MaTephalioB MO Kedcam pasfena "MexaHu3Mbl M CPelCTBa O0eCreUCHHUS
0e30macHOCTH  ceTeBOW  HMHGOPMAIMOHHOH  WHQPPACTPYKTypbl  OECHpOBOIHOU

KOMIIBIOTEPHOMU ceTn"
Texywui koumpoas (TK)

1. KoHcynpranuu HampasieHbl Ha MOJIyY€HUE MHAMBUAYAIBHOIO 33aJaHUS AJI BBIIOJHEHUS
KOHTPOJBHBIX ~ Mepompusituii 1o  pazzgeny "Monenb  ceTeBoil  06e30mMacHOCTH
KOMMYTUPYEMbIX  O€CHpPOBOJHBIX  JIOKAJIBHBIX  ceTel. ATakM Ha  CETEBYIO

nH(OPMALIMOHHYIO HH(PACTPYKTYPY OECIIPOBOIHOI KOMITbIOTEPHOI ceTu"

2. KOHCYJH)TEIHI/II/I HaIpaBJICHBI Ha IMOJYYCHHUEC MHAUBUAYAJIBHOI'O 3adaHWs JJIS BBIIIOJIHCHUSA
KOHTPOJIBHBIX MEpONpUsTHH 1o pazgeny "MexaHH3MbI W CpEACTBa 00eCHeUYCHUs
0e30macHOCTH  ceTeBOW  HMHGOPMAIMOHHOH  MHQPACTPYKTypbl  OecrnpOoBOIHON

KOMITBIOTEPHOU ceTH"

3.6 TemaTnka KypcoOBBIX MPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

Howmep paznena
JACIUILINHBI (B

OueHoYHOE CPEeICTBO
(TUII 1 HAUMEHOBAHUE)

3amaHupOBaHHBIE PE3yAbTaThl 00YUYEHHUS MO TUCIUIUINHE Kompt
COOTBETCTBUH C
(B COOTBETCTBHHM C pazneiiom 1) WHJIUKAaTOPOB n3.1)
1 | 2
3HaTh:
¢du3nyecKkre 0CHOBBI pabOThI TEIEKOMMYHUKAIIMOHHBIX CUCTEM U KonTponbnas pabora/KonTponbHas
BO3MOXKHBIE YIPO3bl HH(POPMAIIMOHHOW 0€30TIaCHOCTH; IMK-1.1nk-1 + pabota Ne 1; JTaboparopnast pabota Ne
1;
CYIIECTBYIOIINE CTAHIAPTHI JIOKATBHBIX O€CITPOBOIHBIX KOMITBIOTEPHBIX KonTtponsHast padora/KonTrponsHast
ceTel pabota Ne 1; JlaGoparopnas pabota Ne
1;
IMK-2.1nx-2 +
Kontponbnas padota/JlaboparopHas
pabota Ne 2; JlTaboparopnast padota Ne
3.
MIPUHLIMIIBI TOCTPOEHUS OECIIPOBOAHBIX KOMITBIOTEPHBIX CETEN C KonTtponsHas padora/JlabopaTopras
pa3nuYHON peanuzaiyei pu3ndeckoro KaHaia, a TaKKe METOMbI U IK-3.2nk-3 + pabota Ne 2; JlaGoparopnas pabota Ne
cpencTBa obecniedeHus HHOOPMAITMOHHOM 0€3011aCHOCTH; 3.
Ymern:
MPAKTUYECKH MPUMEHATH TEOPETUUECKUE 3HAHUS MPU PELICHUH 3a/1a4 KonTponsnas pabora/KonTponbHas
3amuThl HHQOPMAITUU B OECIIPOBOHBIX CUCTEMAX; MK-1.1mk-1 + paborta Ne 4; JlaGoparopHast pabota Ne
S5;
HaBbIKaMU HAaCTPOMKU CETEBBIX HHTEP(ECOB OECTIPOBOIHBIX KonTponsnas pabora/JlabopaTopHas
KOMITBIOTEPHBIX CETeH, METOaMHU MOBBIIIEHUS 3alIUIIEHHOCTH IK-2.1nk-2 + pabota Ne 6; JlabopaTopnas pabota Ne

nepeilaBaeMoil uepe3 HuX nHpopMaIuy;
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4. KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE OIIEHOYHEBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
10 cemecTp

dopma peanmuzanuu: [TuceMeHnHas padbota
1. KonTponbaas pabota Ne 1; Jlaboparopuas pabota Ne 1; (KonTposnbHas paboTa)
2. KontponbHas padota Ne 4; JlabopatopHas pabora Ne 5; (KonTposibHas pabota)
3. JTabopatopHas pabdota Ne 2; JTabopatopHas padora Ne 3. (KonTtponbHas padboTa)
4. JIaboparopnas padota Ne 6; JlabopartopHas padora Ne 7 (KoHTposbHas pabota)

banmibHO-peHTUHIOBasA CTPYKTYpa AUCLUILINHBI SBIISETCS NPUIOKEHUEM A.

4.2 TIIpoMe:KyTOYHASI ATTECTAIUSA MO AUCHHUIJINHE
3auem ¢ ouenkou (Cemecmp Nel()

B numiom BeicTaBisieTcs onenka 3a 10 cemectp.

IIpumeuyanue: OLeHOYHBIE MaTEpUAIbI 110 TUCIUIIIMHE IPUBEICHBI B (DOH/IE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

5.1 IleyaTHbIE H IJIEKTPOHHBIE H3IAHNS

1. bporr, P. be3onacHocTth ceteil : moiaHOE pyKOBOJCTBO : mep. ¢ auri. / P. bparr, M. Poac-Oyciu,
K. Crpaccoepr . — M. : DKOM : BUHOM. Jlaboparopwus 3nanwmii, 2006 . — 912 c. - ISBN 5-7163-
0132-0 .;

2. Baramantok, A. U. bectipoBoanas cets cBoumu pykamu / A. M. Baramaniok . — CII0. : TTutep,
2006 . — 192 c. - ISBN 5-469-01384-7 .;

3. HoBukos, 0. B. Annaparypa nokanbHbIx ceteil: @yHkunu,Boi00p,pazpadorka / 0. B. HoBukos,
. T'. Kapnienko . — M. : OKOM, 1998 . — 288 c. : 21.60 ;

4. llly6un, B. . becipoBoHbIe ceTu nepeaun JaHHbIX | yueOHOe TocoOue sl By30B IO
HanpasieHuto 210700 "MHpokoMMyHHKAIIMOHHBIE TEXHOIOTHHU U cucTeMsl cBsizu" / B. U. 1lly6un,
O. C. KpacunsaukoBa . — 2-¢ u3z . — M. : By3oBckas kaura, 2013 . — 104 c. - ISBN 978-5-9502-
0725-9 ,;

5. A. B. IIponerapckuii, U. B. backakos, /[. H. Yupkos, P. A. ®enotos, A. B. bookos, B. A.
[Tnatonos- "becnipoBoanbie cetn Wi-Fi", U3natenscrBo: "MHTepHET-Y HUBEpCUTET
Nudopmanmonnsix Texuonoruit (MHTYUT)|bunom. Jlaboparopus 3nanuit", Mocksa, 2007 - (216
c.)

https://biblioclub.ru/index.php?page=book&id=233207.

5.2 JIunieH3M0HHOE ¥ CBOOOHO pacnpocTpaHseMoe NPOrpaMMHoe odecrneyeHue:
1. CAO "IIpomereit";

2. Office / Poccuiickuii maket o(hpUCHBIX IPOrpamm;

3. Windows / OnepannonHas cuctema cemeiictpa Linux;

4. Maitan Buneokondepenuuu;

5. Windows Server / CepBepHas oniepalliOHHas CUCTeMa ceMmeicTBa Linux;
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6. Kali Linux.

5.3 UuTepHeT-pecypcsl, BKJAIOYas NpodeccHOHATbHBIE 0a3bl JaHHBIX U HH(POPMAIIHOHHO-

CIIPpaBOYHbIC CUCTEMBbI:

1. 3BC Jlans - https://e.lanbook.com/

2. 3BC "YHuBepcuTeTcKasi 0M0JMOTEKAa OHJIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunas s;1ekTpoHHas 0udamoreka - https://elibrary.ru/

4. JneKTPOHHBIE pecypchbl H3aaTesbeTBa Springer - https://link.springer.com/
5. ba3za nannbix Web of Science - http://webofscience.com/

6. ba3za mannbix Scopus - http://www.scopus.com
7. HanpoHanbHas 3JIeKTPOHHAs 0mdamoTeKa - https://rusneb.ru/

8. OBC "KoncyabTanT ctyaenra' - http://www.studentlibrary.ru/

9. Daexkrponnasi oudauoreka MOU (36 MDMN) - http://elib.mpei.ru/login.php
10. OrkpbITas yauBepcuTerckas nnpopmanuonnas cucrema «POCCHUSA» -

https://uisrussia.msu.ru

11. ®enepanbHblii moptaa "Poccuiickoe o6pazoBanme’ - hitp://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUITJIMHBI

Tun nomeneHust Homep aynuropun, OcHaenue
HAMMEHOBaHUe
Y4eOHble ayIUTOPUU AJIS K-601, Yuebnas rapTa co CKaMbei, CTOJI IIpernoaBaTelis,
MIPOBEACHUS ayIUTOPUS CTyJ, TpUOYHA, TOCKA MEJIOBas,

JIEKUMOHHBIX 3aHITHIA U
TEKYIIEro KOHTPOJIS

MYJIBTUMEAUMHBIN POEKTOP, IKpaH

A-300, YuebOnas
aynutopus "A"

Kpecio padoyee, mapTa, CTeJUIax, CTOJ
npernoaBaTess, CToJ y4eOHbIH, CTYI,
TpuOyHa, MUKPO(DOH, MyITbTUMEAUIMHBIN
IPOEKTOP, IKPaH, T0CKa MapKepHasi,
KOJIOHKH, TEXHUYECKas armaparypa,
KOHJIUITOHED, TEICBU30D

VY4eOHble ayAUTOPUH IS
IIPOBEICHUS
IIPaKTUYECKUX 3aHATUH,
KP u KII

M-510, YueOnas
naboparopus
UH(POPMAIMOHHO-
AHAJIMTUYECKUAN
TEXHOJIOTUH -
KOMITBIOTEPHBIN KJ1accC

CTYJI, CTOJI IUCbMEHHBIN,
MYJIbTUMEANMHBIN IPOEKTOP, IKPaH,
JI0CKa MapKepHasi, KOMIIBIOTED
IIEPCOHAIIbHBIN, KOHIUIUOHED

VY4eOHble ayAUTOPUH IS
[IPOBEICHUS
71a00paTOPHBIX 3aHATHH

M-510, YueOnas
naboparopus
UH(POPMAIMOHHO-
AHAJIMTUYECKUAN
TEXHOJIOTUH -
KOMITBIOTEPHBIN KJ1accC

CTYJI, CTOJI IUCbMEHHBIN,
MYJIbTUMEANMHBIA IPOEKTOP, IKPaH,
JI0CKa MapKepHasi, KOMIIBIOTED
IIEPCOHAIIbHBIN, KOHIULUOHED

VYyeOHble ayAUTOPUH IS

K-120, MamuHHBIN 3251

cepBep, KOHIULIMOHEP

IIPOBEICHUSA NBIJ
MIPOMEKYTOUHOMU A-317, YueOnas rapTra co CKaMbe, CTOJI MIPENOAaBaTENs,
aTTecTaruu ayIUTOPUS CTYJI, JOCKAa MEJOBast
ITomemenus s HTb-303, KomnerorepHslit CTOJI KOMIIBIOTEPHBIN, CTYJI, CTOJI
CaMOCTOSITEILHOMI YHTAJIFHBIN 3251 IMMCHbMEHHBIN, BEMIAJIKa OIS OJICKIbI,
paboThI KOMITbIOTEpHAs CETh C BBIXOJOM B

HHTepHeT, KOMIIBIOTED NMEPCOHAIBHBIN,
IIPUHTEDP, KOHIULIHOHED
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IMTomemenus misa

A-317, YuebOnas

napTa co CKaMbeH, CTOJI TPENoIaBaTes,

KOHCYJIbTUPOBAHUS ayJIUTOpUS CTYJI, JOCKa MEJIOBAst
IMTomermenus misa K-202/2, Ckman kadenpb CTeJUIaX Ui XpaHEHUS! MHBEHTaps,
XpaHeHHus 000pyJOBaHUS bUT CTOJI, CTYJI, IKa( AJIs JOKYMEHTOB,

1 y4eOHOro UHBEHTaps

mkad Uit XpaHeHUsT THBEHTaps1, TymMOa,
3armacHbIe KOMILIEKTYIOIIHE IS
000pyTOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHTOBAS CTPYKTYPA JJUCHUILJIMHBI

be3onacHocTh OecripoBOIHBIX ceTel nepenadn nHhopMauu

(Ha3BaHME AUCIMILIMHBI)
10 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUILTHHE:
KM-1 KontpoasHas paborta Ne 1; JlabopaTopnas padora Ne 1; (KorrponbHas paboTa)

KM-2 JlaGopatopHas pabora Ne 2; JlabopatopHas padora Ne 3. (KonTpoipHas pabota)

KM-3 KontpoasHnas paborta Ne 4; JlabopaTopnas padora Ne 5; (KortponbHas padoTa)

KM-4 JlaGopatopHas padora Ne 6; Jlabopatopnas padora Ne 7 (KonTponpHas pabota)

Buj npome:xyTo4HOI aTTecTanMu — 3a4€T C OLIEHKOM.

HNunexc KM- | KM- | KM- | KM-
Howep Paznen qucuumimHb KM: L 2 3 4
paszena AT et Henens 4 8 12 15
KM:

Mogenb ceTeBoi 6€301MacHOCTH KOMMYTHPYEMBIX
0ecIIpOBOIHBIX JIOKAJIBHBIX CeTe. ATaKH Ha CETEBYIO

! UH(POPMALMOHHYIO HHOPACTPYKTYPY OECIIPOBOTHOM
KOMIIbIOTEPHOM CETH
11 ATaku Ha ceTeByI0 HH(POPMAITMOHHYIO HHPPACTPYKTYPY + +

OECIIPOBOTHON KOMIIBIOTEPHOM CETH

MexaHu3MBblI U CpeACcTBa oOecreueHus: 6e30MacHOCTH
2 ceTeBoi HH(GOPMALIMOHHON HHPPACTPYKTYPHI OECTIPOBOTHOM
KOMITBIOTEPHOU CETH

MexaHU3MBI U cpesIcTBa obecrieueHus: 0€30MacHOCTH
2.1 ceTeBol MH(OPMALIMOHHON UHPPACTPYKTYPbI OECTIPOBOTHOM + +
KOMIIBIOTEPHOM CETH

Bec KM, %: | 25 25 25 | 25

14




