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1. IEJHA U 3AJJAYU TOCYJTAPCTBEHHOM UTOTOBOM ATTECTAIIMN

Heabio rocynapcTBeHHOI HTOrOBOM aTTeCTAIIMHU ABJISETCS OLIEHKA IOJITOTOBICHHOCTH
00y4aromerocs K pemeHuio 3aa1a4 npodheccCuoHaIbHON eI TeIbHOCTH.

3ajayaMu rocy1apCcTBeHHOI UTOTOBOM aTTeCTAIlUN:

- oueHKa c(OPMHPOBAHHOCTU BCEX KOMIIETECHLMH, YCTaHOBIIEHHBIX 00pa3oBaTeIbHOM
MIPOTpaMMOit

— OIEHKAa OCBOGHHS  pe3yabTaToB  OOydeHHs  TpeOoBaHMSIM  (enepaibHOro
TOCYy/IapCTBEHHOTO0 00pa30BaTeNbHOrO CTaHAapTa Mo HampasieHuto moarotoBku 10.03.01
Uudopmanmonnas 06e30MacHOCTh, YTBEPKIACHHBIM NpukazoM MunHoOpHayku Poccum ot
17.11.2020 1. Ne 1427, 3apeructpupoBanHbiM B Muntocre Poccun 18.02.2021 r.,
peructpanoHHbiii HoMep 62548, IIpodeccuonanpubiii crangapt 06.032 «Crnenmuanuct 1o
0€30MaCHOCTH KOMIIBIOTEPHBIX CHUCTEM MU CETEi», YTBEpXKACHHBIM NpHKazoM MuHHCTEpCTBa
TpyJAa U conuanbHbIX oTHOIIEHUH Poccuiickoit @enepanuu Ne 598u ot 01.11.2016 r., per.HOmep
842; Ilpodeccuonanpubii crangapt 06.033 «Cneumanuct 1o 3ammte WHGOPMAIUU B
ABTOMATHU3UPOBAHHBIX CHCTEMax», YTBEPXKICHHBIA MpukazoM MuUHUCTEpCTBA Tpylda U
conuanbHbIX oTHOomeHu Poccuiickoit ®eneparu Ne 5221 ot 15.09.2016 1., per.Homep 843;
[Tpodeccuonanbupiii ctangapt 06.034 «CrenuaaucT MO0 TEXHUYECKOHN 3aIuTe HHPOPMAILHH,
YTBEPKJICHHBIM IIpUKa30M MUHHCTEpCTBA TpyJa M COLMAJIBHBIX OTHOWEHMH Poccuiickoin
®enepaunn Ne 5991 ot 01.11.2016 r., per.HoMep 844.

2. OBIIEKYJIbTYPHBIE (YHUBEPCAJIbHBIE), OBLIIENIPO®ECCHOHAJIBHBIE U
IMMPO®ECCHUOHAJILHBIE KOMIIETEHLIH, YCTAHOBJIEHHBIE
OBPA30OBATEJLHOM MPOI'PAMMON

2.1. YHI/IBepcaﬂbele KOMIIETCHIIMHU BbIlIyCKHI/IKOB

CHCTEMHBII noaxona i pCliCHUs
IIOCTABJICHHBIX 3aJa4

Kareropus Koa u HauMeHOBaHHE Koa v HauMeHOBaHUe HHAMKATOPA
YHHBEpPCAJIbH YHHMBEPCAJbHON KOMIIEeTEHIIUN AOCTHKEHHSI YHHBEPCAJIbHOMN
bIX KOMIIeTeHIIMH
KOMIIeTeHIMii
CHUCTEMHOE u | YK-1. Cnocoben ocymectButTh | U-1y.s. Brinonuser IIOUCK
KPUTHUYECKOE MOMCK, KPUTHYECKUH aHanu3 U | HeoOxonumo  uHpopmanuu, €€
MBIIIJICHUE cuHTe3 HH(OpMAIMM, TPUMEHSTH | KPUTHYECKH aHamu3 u  00001aeT

pe3yabTaThl aHAIW3a ISl PEIICHUS
HOCTABJICHHOU 3a/1auK

NUJI-2yk:. HWcnosnp3yeT CHCTEMHBIN
HOAXO/ ISl PELICHUsI MOCTABICHHBIX
3a1a4

paspabotka u | YK-2. Cnocoben onpeaensats kpyr | U-1yk.. Popmynupyer B pamkax
peanuzanus 3a7ad B paMKax IIOCTaBJIEHHOW | MOCTaBJIEHHOMN Lenu MIPOEKTa
IIPOEKTa Held U BBIOMpPATh ONTHUMAJIbHBIE | COBOKYITHOCTb 3ajady,
CHOCOOBI MX pPELIeHUs, UCXOAS U3 | 00eCleUnBAIOIINX €€ TOCTHKEHNE
NeUCTBYIOIMX MNpaBOBBIX HOPM, | U-2yk-2. BeiOupaer  Hambozee
MMEIOIINXCSA pecypcoB u | 3pdexTuBHBIA  crnoco0  pelieHus
OTpaHUYEHUIN 3ajja4,  y4YUThIBas  JEUCTBYIOIIHE
NPaBOBbIE HOPMBI M WMEIOIIHECS
YCIIOBHSI, PECYPCHI M OTPaHHUYCHHSI
KOMaH/ THas VK-3. Cnocoben ocymectBisath | UI-1yks. Omnpenensier  cTpareruto
pabota U | COMAIbHOE B3aUMOJCUCTBUE U | COTPYAHUYECTBA JUIA JOCTHXKCHHS
JUAEPCTBO pealn30BbIBaTh  CBOIO  pOJIb B | OCTABJIEHHOM LI€TH
KOMaHe NJI-2yks. B3aumopeicTByer c

ApyruMn  4JICHaMMW KOMaHABbI  JJIA
JOCTHIXCHUA MMOCTaBJICHHOM 3aJa4uyun




kommyHukamus | YK-4. Cnocoben ocymectBisath | U/-1yks.  JleMOHCTpUpyeT ymeHHE
JIeNTIOBYIO0 KOMMYHHUKALIMIO B YCTHOW | BECTH OOMEH J1esIoBOM MH(popManuei
U  [HUCbMEHHOM  (¢opMax  Ha | B yCTHOM M MUCbMEHHOM (opmax Ha
roCy/1apCTBEHHOM SI3BIKE | TOCYJAPCTBEHHOM SI3BIKE
Poccuiickoi denepaunu u | U-2vks. JleMoHCTpUpYET yMeHHe
MHOCTPaHHOM(BIX) sI3bIKE(ax) BeCcTH OOMEH JeJIoBOM MHpopMarueit
B YCTHOM W NMUCBMEHHOW (dopmax He
MEHEE YeM Ha OJHOM HMHOCTPAaHHOM
S3BIKE
MexKyIbTypHO | YK-5. Cnocoben Bocnpunumath | M/1-1lyks. AHaNU3UpyeT COBpEMEHHOE
e MEXKYJIbTYpHOE pazHooOpas3ue | COCTOsIHME O0OIecTBa Ha OCHOBE
B3aMMOJEICTBY | oOLIecTBa B COLIMATILHO- | 3HAHUS UCTOPUU
e uctopuueckoM,  atudeckoM U | U1-2yks. UHTEpnpeTupyeT npobieMbl
buIocoPpcKoM KOHTEKCTaX COBPEMEHHOCTH C TMO3UIUN ITUKH U
bunocockux 3HaHUM
NJI-3yks. JleMoHCTpUpyeT MOHUMaHKE
o0miero 1 0CoOOCHHOTO B Pa3BUTUHU
UBHUIN3AIINH, pEIUTHUO3HO-
KYJIbTYPHBIX OTJIMYMM W IIEHHOCTEH
JIOKQJIbHBIX [TUBUIIN3AIUI
camoopranuzan; | YK-6. Cnocoben ynpapnsats cBouM | U/1-1yks. DddexktuBHO I1U1aHupyeT
Mg W CaMo | BpeMEHEM, BBICTPanBaTh U | cOOCTBEHHOE BpeMs
pa3BuTHE (B TOM | pEalIi30BhIBAThH tpaekToputo | U/1-2yke. I[lmanupyer TpaekTOpHIO
quclie CaMOpa3BUTHUS Ha OCHOBE | CBOETO Pa3BUTUS M TPEIIPHHUMACT
3/10poBbecOepe | MPUHIIUIIOB o0Opa3oBaHus B | LIArd Mo e€ peanu3anuu
KEHUE) TEUCHHE BCEU KU3HU
camoopranmuzan | YK-7. Cnocoben mnopnepxuBath | U-1yk.r. [Tonumaer BIIMSIHHE
Ui W caMo | JOJDKHBIA ypOBEHb (PU3UYECKOU | 030POBUTEIBHBIX CUCTEM
pa3BuTHE (B TOM | TOATOTOBJIEHHOCTH JUTSL | PU3UYECKOTO BOCITUTAHHUS Ha
qucle obecrnieueHus MOJIHOLIEHHOH | YKpeIIeHue 3/10pOBbBS,

3/10poBbecOepe | COLMaNbHOM M MpOo(EeCcCHOHAIbHON | MPOPHUIAKTUKY HPOo(dhecCHOHATBHBIX
KEeHHe) JeSITeIbHOCTH 3aboseBaHui
NJ1-2yk.. Beimonuser
WH/IMBUYaJIbHO noo0paHHbIe
KOMIUIEKCHI  03/I0POBUTEIHLHON WU
alanTUBHON (PU3MUECKON KYIbTYphl
0€301acHOCTh VK-8. Cnocoben coznaBate u | UJ[-1yks.  BbIsBIsSieT  BO3MOXKHBIE
KHU3HEIeATEeNbH | MOAJIEPKUBaTh B IOBCEJHEBHOHM | YIpo3bl JJIS JKU3HU M 3]I0POBbS
OCTH XKHU3HH M B Tpo(dhecCHOHAIBHOW | YeloBeKa, U IPUPOIHON CPEIbl, B TOM
JeSITeIbHOCTH Oe3omacHble | yucie npu BO3HUKHOBEHHUH
YCIIOBHS JKU3HEACATENBHOCTH JUIS | YPE3BBIYANHBIX CUTYAIlM U BOCHHBIX
COXpaHEHMsI NPUPOAHON cpelibl, | KOHQIUKTOB

oOecrnieyeHus YCTONYHMBOTO
pa3BUTHs OOIIECTBAa, B TOM 4YHCIE
Opu Yrpo3e U BO3HHKHOBEHUU
YpEe3BbIYANHBIX CUTyaluin u
BOCHHBIX KOH(IUKTOB

N]1-2yks. [ToHMMAaET, KaK co3/1aBaTh U
MOJJEPKUBaTh O€30TMacHbIC YCIOBHS
KHU3HEACITCILHOCTH, TOM YHCJIC MPHU

BO3HUKHOBECHHUH Ype3BbIYARHBIX
CUTYyalHit
NJI-3vks. JdeMoHCTpUpyeT 3HaHUE

IMPpUEMOB OKa3aHHA nepBoﬁ oMo
MOCTpadaBIICMYy




N1-4yxs. leMOHCTpUpYET MOHUMaHUE

BIIUSIHUS 00BEKTOB
npodeccCHOHATBHON 1eSTETBHOCTH Ha
COCTOSIHME IIPUPOJHOM Cpelapl U
YCTOWYMBOE Pa3BUTHE O0IIECTBA
skoHomuueckas | YK-9.  Cnocoben  mpunumath | UJ[-1yks. JleMOHCTpHpYET 3HAHHE
KyJIbTYpa, B TOM | OOOCHOBAaHHBIE  HKOHOMHYECKHE | OCHOBHBIX KOHOMHYECKHX
qHCIIe peUICHUS] B Pa3IMYHBIX OOJIACTSX | MPHHIUIIOB (GYHKIIMOHHPOBAHHUS
¢duHaHCOBas KHU3HEICATEIIEHOCTH oO1mecTBa
IpPaMOTHOCTh
rpa)kIaHcKas YK-10. Cnocoben dopmuposats | U-1yk.1o. JleMoHCTpHpYeT
TIO3HITHS HeTepruMoe OTHOIIICHHE K | CIOCOOHOCTB BBISIBIIATH
KOPPYINIUOHHOMY ITOBEICHHIO KOPPYIILUOHHOE TIOBE/ICHHE u

COJIEHCTBOBATb €r0 MIPECEUEHUIO
N-2vik10. AHaTH3UPYET NPUUYUHBI U
yCIIOBUSA CIOCOOCTBYIOIINE
KOPPYILIHOHHOMY ITIOBEICHHUIO

2.2. O0wenpogeccuoHaJbHbIe KOMIETEHIIMU BHIMYCKHUKOB

Kareropus
o0menpodeccu
OHAJILHBIX
KOMIIeTeHIH

Koa u naumenoBanue
obmenpodgeccnoHaIbHOM
KOMIIeTeHI[UN

Koa u HanMeHOBaHMe HHIMKATOpPA
MOCTHKEHUSI
odmenpodgeccunoHATbHOI
KOMIETeHIIHH

OIIK-1. CiocoGen onieHuBaTh POJIb
uHpopmanuu, WHPOPMAITMOHHBIX
TEXHOJOTM U HH(OPMALMOHHON
0C30MaCHOCTH B COBPEMEHHOM
o0lmecTBe, WX 3HAYEHUE IS
o0ecrieueHus 00BEKTUBHBIX
noTpeOHOCTEH JUYHOCTH,
o0111ecTBa U rocyapcTBa

N-1onks.  [lonmmaer — 3HaueHUE
uH(popManuu B pa3BUTUU
COBPEMEHHOTI'0 00IECTBA, IPUMEHSITh
MH(OPMALIMOHHBIE TEXHOJOTHH TS
noucka 1 00paboTku nHpopMaUU
N-20mic1. [Tonumaer  3HaueHHe
nH(pOpMaAIIMOHHON 6€30MacHOCTH ISt
obecrnieueHus 00BEKTHUBHBIX
MOTpeOHOCTEHN JTMYHOCTH, OOIIECTBA U
rocyJ1apcTBa

OIIK-2. Cnocoben
UH(POPMAaIMOHHO-
KOMMYHHKAIIHOHHBIE TEXHOJIOTHH,
porpaMMHBbIE cpeacTBa
CUCTEMHOTO W TIPUKJIATHOTO
Ha3HaueHWs, B  TOM  YHUCIe
OTEYECTBEHHOTO  TPOM3BOJICTBA,
ISt pereHus 3a1a4
PO eCCHOHAIBHON JEATENHHOCTH

IMPUMCHATH

N-1on-2.
UH(pOPMaIMOHHO-
KOMMYHHUKAIIHOHHBIE TEXHOJOTHH, B
TOM qucie OTEYECTBEHHOT'O
NPOMU3BOACTBA JUI pEIICHHUs 3ajgad
npodecCHOHAIBHOMN 1 TETbHOCTH
NUJI-20nk.. [IpumensieT mporpamMMHO-
anmapaTHble CpeICTBa U CPEJCTBA
CHCTEMHOTO Ha3HAYCHUS,
MHCTPYMEHTAJIbHBIE CPE/ICTBA, B TOM
YHCIIe OTEYECTBEHHOTO MTPOM3BO/ICTBA
JUIs  pemieHuss MpodecCHOHATBHBIX
3a1a4

N-3onk-2. IIpumensieT nmporpaMmHbIe
CpeCTBa MPUKJIIATHOTO HA3HAYCHHUS, B
TOM qucie OTEYECTBEHHOT'O

IIpumensier




MIPOM3BOJICTBA TUISt pelieHus
po(hecCHOHANBHBIX 3a1a4
OIIK-3. Cnocoben wucnonb3oBath | MJI-lonks. [Tpumenser
HEOOXO/JMMBIE ~ MaTeMaTUYECKHUE | COOTBETCTBYIOIME MaTeMaTHYECKHUE
METOJBl  JUIA  pelIeHUs  3a7ad | METOJbI JUIS peleHus
npoeCCHOHATILHOM NeATENPHOCTH | MPO(PECCHOHATBHBIX 3a/1a4
N-2onxk-s. [Tpumenser
COOTBETCTBYIOIIMM MAaTeMAaTHYECKUI
anmnapar TUIS pelieHus

npoeCCHOHATBHBIX 3a1a4

OIIK-4. CnocobeH TPUMEHSATH
HeoOXouMbIC (PU3NUECKHE 3aKOHBI
U MOJENH JUIsl peuleHus 3anad

N-lonks. AHanmu3upyet (u3nvecKue
SIBIICHUSI U TIPOLECCHI NIl PEIICHUS
npoeCCUOHATILHBIX 3a1a4

npodeccuonanbHoi nestenbHocTd | U-2onks.  Tlpumensier monosxeHus
AIIEKTPOTEXHUKU, DJIEKTPOHUKH U
CXEMOTEXHUKH TUTSE pelIeHus
npoecCHOHANBHBIX 3a1a4
0€3011acHOCTh OIIK-4.1. Cnocoben mnpoBoguth | U/I-lonk4:. [OTOBHT  TOKYMEHTHI,
ABTOMATHU3HPOB | OPraHU3AI[OHHBIE  MEPOMPUATHUS | OMPEIEIIAIONINe npaBuia u
AQHHBIX CUCTEM | 0 O00eCneueHuI0 O0e30MacHOCTH | MPOLEIYPHI, peanuzyemMble
uH(bopMauu B | omeparopoM s obecrnieueHus
ABTOMATH3UPOBAHHBIX CHCTEMAaX 3aIUTHI uHbOpMaITUN B
nH(OPMALIMOHHON CHCTEME B XOJIE €€
IKCILTyaTaI[uu
U-20nk41. TOTOBUT  HOKYMEHTHI,
OnpeeNsoIne IpaBuIIa "
pOLEAYPHI KOHTPOJIS
00€ecre4eHHOCTH YpOBHS
3aIUIIEHHOCTH uH(popMaIuy,

conepxamieiics B WHGOPMAIIMOHHON
cucTeMe

0€e30I1aCHOCTh
aBTOMAaTHU3HPOB
AHHBIX CUCTEM

OIIK-4.2. Cnocoben
aJIMHUHHUCTPUPOBATH OTMIEPALIMOHHBIC
CHCTEMBI, CHUCTCMBI ynpaBneHI/m

Oazamu JaHHBIX, BBIYMCIHUTCIbHBIC
CCTH

NJI-1onicas. VcranaBnuBaer u
HaCTpauBaeT OIepaIMOHHbIE
CHUCTEMBI, CUCTCMBbI YIIpaBJICHHUA

0azamMu JaHHBIX, KOMIIBIOTCPHBIC CECTU
U MIpOrpaMMHBIC CUCTEMBLI C YUCTOM

TpeboBaHU o 00eCTneueHUI0
3a1uThl HH(GOpMaLUu
0€301acHOCTb OIIK-4.3. Cnocoben BbmonHATh | U-lonkss. Ilpumenser  Tumossle
aBTOMATH3MPOB | pabOTHI IO YCTaHOBKE, HACTPOIKE, | MPOrpaMMHBIE cpeacTBa

AHHBIX CUCTEM

a/IMUHUCTPUPOBAHUIO,
OOCIyXUBAaHUIO M  IPOBEpKE
paboTOCIOCOOHOCTH  OTAENBHBIX
POTPaMMHBIX, MPOTPaMMHO-
anmapatHblx (B TOM  YHCIe
KpunTorpaguueckux) u
TEXHUYECKUX  CPEICTB  3aIHTHI
uH(popMalun

ABTOMATU3UPOBAHHBIX CUCTCM

pE3epBUPOBAHUS M BOCCTAaHOBIICHUS
nH(OPMAIINY B aBTOMATH3UPOBAHHBIX
cHCcTEMaxX

HI['ZQ]‘[K.;;,g. HpI/IMeHﬂeT
MpPOrpaMMHBIE CPEICTBA 0OECTICUCHHS
0€30I1acHOCTH JAHHBIX




0€30I1aCHOCTh
aBTOMaTI/ISI/IpOB
AHHBIX CUCTEM

OIIK-4.4. Ctoco6eH oCyIIeCTBIATh
I[I/IaFHOCTI/IKy nu MOHI/ITOpI/IHF
CHCTEM 3aIUTHI
aBTOMaTI/I3I/IpOBaHHbIX CUCTCEM

N -1onk-44. Bemmonuser ooHapyxeHue
u I/II[CHTI/I(bI/IKaI_[I/IIO HWHOUIACHTOB B

nporiecce OKCILTyaTaI[|iH
ABTOMATH3MPOBAHHOW CUCTEMBI
N1-20nk-4.4. OuenuBaer
3aUIIEHHOCTb
ABTOMATH3MPOBAHHBIX  CHCTEM  C
MOMOIIBI0 THUITOBBIX POTPAMMHBIX
CpeCTB

NJI-3onk-4.4. Beimosasiet
HHCTPYMEHTAIBHBIN KOHTPOJIb

nokasareneit 3(peKTUBHOCTH 3aIIUTHI
uHdopmanuu, oOpabaTeiBaeMOl B
ABTOMATHU3HPOBAHHBIX CHCTEMAX

OIIK-5. CnocobeH TpPUMEHSATH
HOPMATHUBHBIE TIPAaBOBBIE  AKTHI,
HOpPMAaTUBHbIE M METOAMYECKUE
JOKYMEHTBI, PErJIaMEHTHPYIOIIHE
JESITEIbHOCTD o 3aIuTe
uHpOpMaLUN B chepe

poecCuOHANBHOM NesTeNbHOCTH

U-lonks.  HMcmomb3yer  OCHOBBI
IIPAaBOBBIX 3HAHUM B  Pa3INYHBIX
cdepax AesTeTbHOCTH

N-2onks. iconp3yeT HOpMaTHBHBIE
MIPABOBBIE aKThI B MPOQeccrOHaIbHON
JIeSITEIIbHOCTH

OIIK-6. CriocobeH mpu pelieHuu

npodeccuoHaIbHbIX 3aja4
OpraHU30BbIBaTh 3allUTy
uH(pOpMaIUu OTPAaHUYEHHOTO
JOCTylla B COOTBETCTBHM €
HOPMAaTHUBHBIMHU MIPaBOBBIMH
aKTaMH, HOPMAaTUBHBIMU "
METOAUYECKUMU JTIOKyMEHTaMu
®denepanbHOU CITY>KOBI
0e301macHOCTH Poccutickoit
®Denepannu, denepanbHOU

CIyKXObl 1O TEXHUYECKOMY U
HKCHOPTHOMY KOHTPOJIIO

U-lonke. Odopmisier  pabouyro
TEXHUYECKYI0  JIOKyMEHTAIlMI0  C
YYETOM JICUCTBYIOLIMX HOPMATHUBHBIX
¥ METOJIMYECKUX JIOKyMEHTOB
N-2onks. YdacTByeT B paboTax Io
peanu3am TIOJIUTUKA
HH(pOpMaAITMOHHOM 0€30MacHOCTH,
NPUMEHSET KOMIUIEKCHBIN IMOAX0J K
00ecrneyeHnIo UH(POPMALMOHHOM
0€30MacHOCTH 00BEKTa 3aLIUTHI

N-3onk-e. Opranuszyer
TEXHOJIOTUYECKAN TIPOILIECC 3aIIUThI
uHpopMauu OrpPaHUYEHHOI'0
JOCTyma B COOTBETCTBHH  C
HOPMAaTHBHBIMU MPABOBBIMH aKTaMH U
HOPMAaTHBHBIMA METOAMYECKUMH

nokyMeHTaMu DenepanbHOR CITyKObI
Oe3onacHocTH Poccuniickoii
@enepanun, DenepanbHOR  CiIyXObI
[0 TEXHUYECKOMY M DSKCIOPTHOMY
KOHTPOJIIO

OIIK-7. CrmocobeH HCIIOIL30BaTh

S3bIKH  IPOTPAMMHUPOBAHUS |
TE€XHOJIOTHH pa3paboTku
IPOTPaMMHBIX CpeAcCTB ISt
peneHus 3amaq

pohecCHOHANBEHOM e TeNbHOCTH

N-lonks. IlpumensieT mporpaMMHbIE
CpelcTBa CIELHUAIBHOIO HA3HAYCHUS,
MHCTPYMEHTAJIBHBIE CPEJICTBA, S3BIKU
U CUCTEMBI IIPOIPaMMHUPOBAHUS IS
penieHus npodeccCuoHaNbHBIX 3aa4

N-2onk7. IIpuMeHsieT TEXHOIOTUU U
METOJIbl Ppa3pabOTKU U BHEAPEHUS
ITPUKJIATHOTO IIPOrPaMMHOTO




obecrieueHuss Ui pEIICHUS 3aja4
po(heCcCHOHATLHOM e TEILHOCTH

OIIK-8. CrocoOeH OCyYIIECTBIATh
noaoop, H3ydYeHue u oOIIeHHe
Hay4YHO-TEXHUYECKOW JUTEPATYPHI,
HOPMAaTUBHBIX H METOJUYECKHUX
JOKYMEHTOB B IEIAX peIIeHUs

N T-1onks. Beimonasier  moabop,
u3yuyeHue © 000O0IIeHHe Hay4YHO-
TEXHUYECKOMH JUTEPATYPBI,
HOPMATUBHBIX U METOJUYECCKHX
MaTEpUajIOB, COCTABJIIET 0030p IO

3a1a4 npodeccCHoHALHOM | BopocaM obecrnieueHus

JeSATEIbHOCTH UH(GOPMAIIMOHHON 0E30IaCHOCTH 10
npoduto cBoeit npodeccruoHaIbHON
JICSATEIbHOCTH

OIIK-9. Cmnocoben mnpumensts | U-1omko. HacrpauBaer

cpeicTBa  KpUNTOrpadUuecKod | | MPOrpaMMHbIC u arnmapaTHbIC

TEXHUYECKON 3alIUThI | CPEACTBA [IOCTPOCHUS

uHGOpMAIMK I PEUICHUS 3a/1a4 | KOMIBIOTEPHBIX cereid,

po(heCcCHOHATTLHOM e TEIIbHOCTH

UCIIOJIBE3YIONINX KPUMTOTPaAQUIECKYIO
3amuTy uHhOpMaluu

OIIK-10. CoocobeH B KayecTBe

TEXHUYECKOTO CHelHamucTa
MPUHUMATH ydacTtue B
dbopMupoBaHUU MOJIUTUKU

WH(OPMAIIMOHHOKH 0€30IacHOCTH,
OpPraHU30BBIBATh U MOJICPKUBATH
BBINIOJIHEHHE KOMILJIEKCAa MeEp TI0
obecrieueHn0  MHGOPMAIIMOHHON
0e30MacHOCTH, yIPaBJIsATh
IOpOIECCOM WX pealn3allud  Ha
00BEKTE 3aIUTHI

N/I-1lonk1o. YdacTByeT B paborax IO
peanu3anuu MIOJIUTHKH
UH(OPMATMOHHON 0e30IacHOCTH,
NPUMEHSET KOMIUICKCHBIN IMOAX0J K
0o0ecre4eHuno UH(POPMALMOHHOM
0€301acHOCTH 00BEKTa 3aIIUThI

N-20mk10. I[lpuHuMaer yuactue B
dbopMHpOBaHUHU, OpraHU3alUUd |
oJIIePIKaHU U BBITTOJTHCHHSI
KOMILIEKCa Mep M0 OOECICUCHHIO
UH(OPMATMOHHON 0e30IacHOCTH,
YIIPABJISET MPOIECCOM UX peaIn3aluu

OIIK-11. Cnocoben mnpoBoguts | MI-lonk1. IIpoBoaut sxcnepumMeHThI
OKCHEPUMEHTHl 10  3aJIaHHOU | MO 3aJJaHHOM MeToauKe, 00paboTKY,
METOIUKE U 00pabOTKy  HX | OLIEHKY MOTPEUTHOCTH u
pe3yiIbTaToB JIOCTOBEPHOCTH UX PE3YJIbTAaTOB
N-2omk.1. [lpuHuMmaer ydactie B
IPOBEIEHUU  DKCIEPUMEHTAIbHBIX
HCCIEA0OBAHUM  CUCTEMBI  3aIlMTHI
uHpopMauu
OIIK-12. Cnocobern mnpoBoauth | U-1omk1o. [TpoBoauT aHaIIN3
HOJrOTOBKY UCXOJIHBIX JAHHBIX ISl | UCXOJIHBIX JTAaHHBIX Ui
IPOEKTHPOBAHUS MOJICKICTEM, | IPOCKTUPOBAHUS  TOJACUCTEM U
CpeACTB oOOecredyeHus 3alluThl | CPEACTB obecrieyeHus

uHbpopMalMud MW JUISI  TEXHHUKO-

WH(POPMAIMOHHON OE€30MacHOCTH U

KOHOMHYECKOTO 00OCHOBaHHMSA | y4aCTBYeT B TPOBEICHHH TEXHHKO-

COOTBETCTBYIOILIHX MPOEKTHBIX | YKOHOMHUYECKOT0 000CHOBaHHUS

pelIeHui COOTBETCTBYIOLINX IPOEKTHBIX
peleHnit

OIIK-13. Cnoco0es | U/I-lomcis. AHamu3HpyeT OCHOBHBIE

AHAJM3UPOBATh OCHOBHBIC ATAIBI U | ATAIIBI u 3aKOHOMEPHOCTH

3aKOHOMEPHOCTH  MCTOPHYECKOTO | HCTOpUYECKoro pa3Butusi Poccum, e€

pa3zsutus Poccnn, ee MecTo u poib
B KOHTEKCTE BceoOIIel UCTOpuH, B
TOM uyucie aius (GOopMUPOBAHUS

MECTO U POJb B COBPEMEHHOM MHpE
uis  (GOPMHUPOBAHUSA  TPAKIAHCKOM
MO3UIMH U PAa3BUTHUS NATPUOTH3MA




aTpUOTHU3MA

IpaXXAaHCKOW MO3UIMH U Pa3BUTHUS

2.3. IIpodeccuoHaIbHBbIE KOMIIETEHIIMU BHITYCKHUKOB

Kon u HaumenoBanue
npo¢ecCHOHATbHOH KOMIETEHINH

Ko 1 HauMeHOBaHHe HHAMKATOPA
AOCTHKEHUS NPO(PecCHOHATLHOI
KOMIIETCHIIUH

I[IK-1. ToroB oOecneunBaTh  3aIIUTY
nHpOpMallMMd B aBTOMATH3UPOBAHHBIX
CUCTEMaXx B MPOIIECCE UX IKCILTyaTallun

ITK-1.1nc1. AAMMHUCTPUPYET CUCTEMBI 3aLUTHI
UH(pOpPMAaLIUU aBTOMAaTU3UPOBAHHBIX CUCTEM
[MK-1.2px1. YHpaBisieT 3amuroi nHPOpMaIiy B
ABTOMATU3UPOBAHHBIX CUCTEMAX

ITK-1.3mk1. Beinonuser MOHUTOPUHT
3aIUILEHHOCTH UHpOpMaLUU B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX

[1K-1.41x1. BpimonHser ayauT 3aliMIIEHHOCTH
nH(pOpMalMy B aBTOMAaTU3HPOBAHHBIX CHUCTEMAX

[1K-2. I'oToB k BHeApenuto cucteM 3amuThl | [IK-2.1k,. YcraHaBnuBaeT ¥  HacTpauBaeT
uHpOpMaIU aBTOMATH3MPOBAHHBIX | CPE/ICTBA 3aIUTHI uHpOpMaLUn B
CHCTEM ABTOMAaTU3UPOBAHHBIX CHCTEMaX
[MK-2.2x,. Pa3pabarbiBaeT OpraHu3allioOHHO-
pacnopsiIUTENbHbIE JOKYMEHTHI 110 3alluTe
MH(POpPMALIUU B aBTOMATU3UPOBAHHBIX CUCTEMAX
[1K-2.3/x.. BHenpsier oprann3anyioHHbIE MepbI
1o 3aIIATe uH(pOpMaITUU B
ABTOMATU3UPOBAHHBIX CHCTEMaX
IIK-3. Cmnocoben  agmunuctpupoBath | [IK-3.1rks.  AIMHHUCTpUPYET  HOJCHCTEMBI
cpenctBa  3amyThl  MHGOpMAUWMM B | 3aUTHl  MHPOPMAIMM B OINEPAIMOHHBIX
KOMITBIOTEPHBIX CUCTEMaX U CEeTAX cucreMax
[MIK-3.2nks.  AZMUHUCTPUpPYET MPOTrPaMMHO-

anmapaTHble CpeICTBa 3alIUThl WH(GOpPMAIUU B
KOMITBIOTEPHBIX CETSIX

[TK-3.31x3. AIMUHHCTPHUPYET CPEICTBA 3AIIUTHI
uHGOpPMALlUM  TPUKIATHOTO U CHCTEMHOIO
MIPOrpaMMHOTO 00ecTieueHus

I1K-4. CnocobeH mnpoBOAUTH KOHTPOJb
3alUIIEHHOCTH HH(OpMaLuu

ITK-4.11x4. CriocobeH NMpoBOAUTH CIIELUANIbHBIE
MCCIIEIOBAHHSI Ha TIOOOYHBIE SJIEKTPOMAarHUTHBIC
U3IY4YEeHUST M HABOJKHM TEXHHYECKHX CpEJICTB
00paboTku nHGoOpMauu

[1K-4.21x4. CrnocoOeH TNpOBOAUTH KOHTPOJIb
3aIIMIEHHOCTH WHPOPMALIUU OT YTEUKH 33 CUET
NOOOYHBIX 3JEKTPOMATHUTHBIX HW3IY4eHUH U
HABOJIOK

[1K-4.3nk4. CrnocoOeH TNpOBOAUTH KOHTPOIIb
3alIUIIEHHOCTH aKyCTUYECKOU peueBoi
uHpOpMALlUM OT YTEUYKH MO TEXHUYECKUM
KaHaJIaM

3. ®OPMA, CPOKH U TPYJOEMKOCTh T'OCYJAPCTBEHHOH HTOI'OBOM

ATTECTAIIMUN

061_[1351 TPYAOCMKOCTb TOcyHapCTBeHHOﬁ HUTOTOBOM aTTeCTallMid COCTaBJISIET 6 3a4CTHBIX

enuHuIl, 216 gacos.




locymapcTBeHHass ~ WTOrOBas — arTeCTalUsl  SIBISETCS  3aBEpIIAlONIed  YacThiO
00pa3oBaTeLHOW MPOTPaMMbI M MPOBOJUTCS B 8 CEMECTpe MOCJE YCIEUTHOTO MPOXOKIACHUS
MIPOMEKYTOUYHOM aTTECTAIH 110 BCEM JAUCIHUILTUHAM (MOAYIISIM) U MTPaKTUKaM 00pa30oBaTeIbHOM
POTPaMMBI.

locynmapcTBeHHass WTOTOBasi aTTECTAlMsl MPOBOJUTCS B (HOpME 3alIUThl BBITYCKHOU
KBATH(UKAIIMOHHON PabOTHI.

B rocygapcTBeHHYIO UTOTOBYIO aTTECTAIMIO BXOIUT MOJATOTOBKA K MPOIIEYPE 3alTUTHI U
npoIielypa 3aiUThl BBITYCKHOH KBATM(UKAITMOHHON PaOOTHI.

4. KPATKOE COJEPXAHHUE PA3JEJIOB JACHUILIMH, BK/IIOYEHHBIX B
I'OCYJAPCTBEHHbBIN DK3AMEH

['ocynapcTBeHHbIN 5K3aMeH y4eOHbBIM IJIAaHOM HE MPEyCMOTpPEH.

5. IPUMEPHAS TEMATUKA BbIITYCKHbBIX KBAJIMO®OUKAIIUOHHBIX PABOT
6. 3ammra nepcoHaNbHBIX JaHHBIX (PMHAHCOBO-KPEAUTHON OpraHu3aluu
7. 3ammMra nepcoHaJIbHBIX JaHHBIX B KOMMEPUYECKON OpraHu3aluu
8. 3ammra nNepcoHaJbHBIX JAHHBIX B OpraHu3alMM C y4yacTHEM TOCYAapcTBa

(MyHUIIMIIAJIBHOM 00pa30BaHUN)

9. 3ammra nepcoHaIbHBIX JAHHBIX B MEIULIMHCKUX YUPEKIACHUAX

10. 3ammTa 3IeKTPOHHOTO TOKYMEHTOO000pOTa HA IPEAIPUSTHH

11. nBenTapu3anys HHPOPMALMOHHBIX AKTUBOB OPraHU3aIH

12. 3amura wapopmanmu B KoHmenmuu crtanmapra [OCT P 27001-2006 (ma mpumepe
OpraHu3aIy Majoro (CpeaHero) OusHeca)

13. 3amura waPOpManmu B KoHmenmuu crtanmapra [OCT P 27001-2006 (ma mpumepe
(MHAHCOBO-KPEIUTHOTO YUPEKACHNUA)

14. 3anuTa KOMMEpYECKOM TallHbI B OPraHU3aluN

15. 3amura undpopmanuu B KoHuenuuu crtanpapra [OCT P 27001-2006 (ma npumepe
0OLIECTBEHHON OpraHU3aliH)

16. 3ammra nnpopmanuu B koHuenuu ctangapra COBIT 5.0 (Ha npumepe HeKOMMepUYecKon
OpraHH3aliH)

17. 3amura ciy>keOHOi TaliHbI B OpraHu3alun

18. 3amuTa MHTEIICKTyaTbHOW COOCTBEHHOCTH B OpTraHU3aI[uN

19. Ceptudukanus CMUD no crannapry FOCT P UCO/M3K 27001

20. Atrectanst  cucteMbl  MH(QOPMAIMOHHOW  0E30MacHOCTH  TOCYAapCTBEHHOM
UH(POPMALIMOHHOM CUCTEMBI

21. PazpaboTka mMozaenu yrpo3 WHPOPMAIMOHHON 0€30MacHOCTH B (PMHAHCOBO-KPETUTHOM
YUPEKAECHUU

22. PazpaboTka Mozienu HapymuTesns HHGOpMaIMOHHONW O€30MaCHOCTH B OPTaHU3AIIH

23. PazpaboTka Mozenu HapymuTens HH(MOPMAIMOHHOW O€30MacHOCTH B OpraHU3aluH,
OTHOCSIIIIENUCS K KpUTHUECKON MH(DOPMAITMOHHOM HHPPACTPYKTYpE

24. PazpaboTka MpOrpaMMHOr0 oOecreueHHs! BbIIEJICHUs arperaroB PUCKOB IO OOIIUM
yrpo3aMm, ysI3BUMOCTSIM M aKTHBaM

25. IMuTaninoHHOE MOJICIMPOBAaHUE CLIEHAPUEB PUCKOB HH(POPMAIIMOHHOHN 0€301MacHOCTH

26. AHaM3 pHCKOB WH(OPMAIMOHHOW 0e30MacHOCTH B WH(MOPMAIIMOHHOH CHCTEME
NEePCOHATBHBIX JAHHBIX

27. MOHUTOPHHT COCTOSTHUSI 00BEKTa Ha OCHOBE OIICHKH PHCKOB

28. ABTOMaTHU3UPOBAHHBII BHIOOP MEp M CPEICTB KOHTPOJSI U YIPABIECHUS 1O 3aJaHHBIM
PHUCKaM C UCTIOJIb30BAHUEM HEMPOHHBIX CETEU



29.

30.

31.
32.

33.

34.
35.

36.
37.
38.
39.
40.
41.

42.
43.

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

MopenupoBanie pHCKOB HWHGOPMAIMOHHON 0€30MacHOCTH B MH(OPMAIMOHHBIX
cucTeMax, IOCTPOCHHBIX 110 TEXHOJIOTUU OJIOKUYEHH

WuBentapu3anusa U Kiaccupukanuss WHPOPMAIMOHHBIX AaKTHBOB OPraHU3alUU IPH
OLIEHKE PUCKOB

OreHKa 1 aHaIM3 PUCKOB C UCIOJIb30BaHUEM IporpammHoro obecrneueHuss CORAS
Opranu3anus pexuma 3aluThl KOHPUICHUMANbHONH HH(OpManuu Ha OPEANpUATHU
roCy/1apCTBEHHOT'O CEKTOPAa SKOHOMMKH

PazpaboTka KOMIUIEKTa JOKYMEHTAllMM [0 pe3yjabTaTaM aTTecTaluu OObEeKTa
uHpopMaTH3auy (AaBTOMAaTH3UPOBAHHOMN CHCTEMBI)

Pa3paboTka noauTuky HHGOPMALMOHHOMN 6€301MacCHOCTH OpraHU3aluu

Pa3paboTka KoMIIIEKCa MEPOTIPUATUH T10 JIMIEH3UPOBAHUIO JCATEIILHOCTH MPEIIPUSTHS
10 TEXHUYECKOMH 3a1uTe KOHPUIeHIIMaIbHON HH(OpMaIK

PazpaboTka KOMIUIEKCa MEpPONPHUATHIA 1O CcepTUUKANUH CpeacTBa 00pabOTKH
KoH(puaeHIIMaIbHON HHDOpMaIuu

Pa3paboTka KoMIUIeKCa MEPOTIPHUATHI 1O CePTU(UKALIMU CPEICTBA 3aIUTH HH(pOpMaIIH
Opranu3anus pexuma KOMMEpPUECKOH TallHbl Ha NpeANpUATHH

Pa3paboTka yacTHBIX MOJIUTUK UH(POPMALIMOHHONW O€30MaCHOCTH JIJIsl OPraHu3aLun
MozenupoBaHue yrpo3 HepCOHAIBHBIM JaHHBIM B OpraHU3aluH

Obecneuenne 6e30macHOCTH MHPOPMATUN Ha OOBEKTaX KPUTUIECKON MHPOPMAITUOHHON
UHPPACTPYKTYPbI

JlokyMeHTanbHOEe 00ecrieueHne pexxumMa KOMMEPUYECKON TallHbI IPEANIPUSATUS
dopmupoBaHue TpeOOBaHUNM K COTPYIHHMKY CIIykObl MH(OPMAIMOHHON 0€30ImacHOCTU
IpY BHEIPEHUHU TPO(ECCHOHATBHBIX CTaHIApTOB

Pa3zpaGoTka M peanuzainusi NporpaMMbl MOBBILIEHUS OCBEJOMJIEHHOCTH COTPYIHHMKOB
npeanpusTHs (OpraHu3alym) B 00J1acTi HHPOPMALMOHHON O€30MacCHOCTH

Opranu3anus OPOBEPKM U OLEHKM YPOBHS TNOATOTOBKM II€pCOHANA NPEANPUATHS,
y4acTBYIOUIETO B 00paboTKe KOH(PHUACHIINATLHON HH(DOpMAITUH

VYnpaBieHue MOBEACHUEM IIE€pCOHaja IpU OpraHu3aluu Oe3omacHoi paboThl B
UH(POPMALIMOHHON CUCTEME OpTraHU3aIHH

HHcTpyMeHTanbHbIE MPOBEPKU IIEpCOHANa OPraHMU3aLUH, HCHOJB3YIOLIEro B paboTe
KOH(UICHIMATBHYIO HH(pOpMaILIHIO

[ToaroToBka mepcoHana OpraHu3allM, UCIOJB3YIOMIET0 B paboTe KOH(HUIECHINATLHYIO
MH(OPMALIMIO C UCTIOIB30BAaHUEM JIMCTAHIIMOHHBIX 00pa30BaTEeNbHbIX TEXHOIOTUN
OpraHu3anus paccieJOoBaHUS HWHIMJCHTOB HMH()OPMALMOHHOW O€30MacHOCTH Ha
NPEIIPUSTHH

Obecneuenne pexuMa KOH(MUACHUMAIBHOCTH B OpraHM3allud IpU  YBOJbHEHHUHU
COTPYAHHUKOB

Opranu3anus  CleUUalbHBIX ~ MHCTPYMEHTAIbHBIX  IPOBEPOK  IMepcoHala  JUis
NPOTHBOACHUCTBUSl WHCAWIEPCTBY B (UHAHCOBOM YYPESKICHHHM (HA MPEIIPUSTHH
DHEPrEeTHKH )

Pa3paboTka mnpoekTa TEXHMYECKOM 3aliuThl KOH(QUISHIHAIbHOM WH(pOpMalnuu Ha
OPEANPUATHH OT €€ YTeUKH MO (KOHKPETHBINA BU) KaHATTY

PazpaboTka mpoeKkTa TEXHWYECKOW 3amuThl MHQOPMAIMU Ha aBTOMATH3HPOBAHHOM
pabouem MecTe OT ee YTeUKH Mo (KOHKPETHbIM BUJ) KaHATY

[IpoexkTupoBaHME€  CHCTEMBl  OXpPAHHOTO  BUJCOHAONIOJIEHUS  OpPraHU3allUd  C
UCIIOJIb30BaHUEM MTPO(PECCUOHATBHBIX IPaUUeCKUX HHCTPYMEHTOB

Pa3zpaboTka mporpammbl crenuaibHOIO OOCIEIOBAHUS TO BBISBICHUIO 3JIEKTPOHHBIX
YCTPOMCTB HETJIACHOTO TOJIyYeHHs HMHQOpPMaluy B 3alMIIAeMOM IOMEIIEHUH
TPEIPUSTHS

PazpaboTka mnporpammbsl CHeUUaIBHOTO O0OCIEOBaHUS IO BBIABICHUIO BPEMEHHO
OTKITIOYCHHBIX OJIEKTPOHHBIX YCTPOHCTB HETJACHOTO TONy4YeHHs HH(popManuum B
3aLUIAEMOM TTOMEIEHUH MTPETPUATHS



o7.

58.

59.
60.

61.

62.

63.
64.

65.

66.

67.

68.

69.
70.
71.
72.
73.
74.
75.
76.
77.
78.

79.
80.

81.

PazpaboTka mnporpamMmbpl CHEHUANTBHOTO OOCIEIOBAHUS 3alIMIAEMOTO ITOMEIICHHS
(kabuHeTa, TEpPEeroBOPHOM KOMHATHI, KOH(pepeHI-3aJla W T.J.) NPEAIPHATHS
(opranuzanun)

BHenpenue MeToq0B M CIIOCOOOB OpraHM3allid ABTOMAaTHU3UPOBAHHOI'O IPOIYCKHOIO
peXHUMa Ha NPEAIpUITUN

Pa3zpaboTka TEXHHYECKOT0 MPOEKTa CO3JaHMs 3allMIAeMOr0 IOMELEHHs B OpraHUu3aliu
Pa3zpaboTka TEXHUYECKOTO TPOEKTAa CHUCTEMBI 3aIUTHl MH(POPMALUU OPTaHU3ALMH OT
YTEUKH 110 MOCTOSHHO ACHCTBYIOLIMM KaHalaM CBS3U

Pa3paboTtka nporpammsl MPOBEACHUSl CIELUATBHOTO O0CIeIOBaHUSA IOMEIICHUS
OpraHU3alUM 10 BBISBICHUIO aKyCTOIIApaMEeTPUYECKOro KaHalla yTeUuKd HHPOpMaLUU
OrneHka 3allMIIEHHOCTH IUIAHIIETHBIX KOMIBIOTEPOB OT YTEUKH KOH(UACHIUATBLHOU
nHpopmanuu o kanany [IDMU

Pa3paboTka mpoekTa CUCTEMBI 3aIIUThHI KOH(PUICHINATBHON HHPOPMALIUU B OPTaHU3ALHH
Pa3paboTka npeanoxeHui o MOBIIEHUIO 3aIUILEHHOCTH BEIYMCIUTEIbHON TEXHUKH 10
ka"aiy [IDMU naccuBHbIMH MeTOjaMU

Pa3paboTka pekomMeHIanui o 3amure KoHQUASHIMaIbHOH HHYOPMAMK OT YTEUKH IO
aKyCTMUECKOMY KaHaJly U3 3allMIIaeMOr0 IOMEIEHUs TaCCUBHBIMU METOJaMU
Pa3zpaGoTka anropurMa MOMCKa CHUTHAJIOB CO CIIOKHBIMH CTPYKTypaMH B IIpolecce
PaAMOMOHUTOPHUHIA

Pa3pa0oTka TeXHUYECKOI0O 3aJJaHHsl Ha IPOBEJCHUE OUCKOBBIX pabOT IO 0OHAPYKEHUIO
CKPBITBHIX HEU3ITYJAIOUINX YCTPOUCTB yTEUKH WH(GOpMAIUU

ABToMaTu3anus Ipolecca IOJTOTOBKM OTYETHBIX JOKYMEHTOB IO pe3ylbTaTam
IPOBEJCHUS UHCTPYMEHTAJIBHOTO KOHTPOJIS YPOBHS 3alUIIEHHOCTH
aBTOMAaTH3UPOBAHHOTO pabouero Mecra

AJMUHUCTPUPOBAHUE CHCTEM O€30MACHOCTH CETEBOIO B3aMMOJEHUCTBHUS HA OCHOBE
TexHojoruu VPN

Pa3paboTrka kommiiekca IpaBWwi, MPOUEAYP M NPAKTUYECKUX IPUEMOB 3aIIUThI
UH(pOPMAaLIUU B MOOUJIBHBIX YCTPOICTBAaX

[IporpamMmHas  3ammra HWHQOPMALIMOHHOW CHUCTEMBl OpraHM3allMM Ha OCHOBE
BO3MOYKHOCTEH ONepaniMoHHON CUCTEMBbI

Opranuzanys OporpaMMHON 3aIllMTHI CepBepa C HMCMOJb30BaHMEM Bo3MoxkHOcTell OC
Microsoft Windows

Pa3paboTtka u BHeIpEeHNE IIEKTPOHHON MOJIUCH B IOKYMEHTOOOOPOT OpraHu3alun
AHanu3 ysa3BUMOCTEH CUCTEM yJaJIeHHOTO BUACOHAOIIOIEHUS Ha IPEANPUATHH
ObecnieueHne 6€30MaCHOCTH CETEBOTO B3aMMOJEHUCTBUS C MCIOIb30BAaHUEM TEXHOJIOTHH
OpenVPN

AJMUHUCTPUPOBAHUE CPEACTB MEXKCETEBOTO SKPAaHUPOBAaHUS B CHUCTEME 3aIlMUThI
UH(pOpPMalLIUU OpraHU3aluu

[IpMeHeHnEe MEXCEeTeBbIX JKPAHOB HKCHEPTHOTO YPOBHSA Ui 3allUThl PECYypCOB
JIOKaJIbHOM BBIYMCIMTENBHOMN CETH B OpraHU3aluu

AJIMUHUCTPUPOBAHWE  CHUCTEMBl  PE3EPBHOTO  KONUPOBAaHUS Ui 3aIUTHI
UH(POPMALIMOHHBIX aKTUBOB OPraHU3aIUH

Buenpenue B opraHu3aluu CUCTEMbI pE3€PBHOTO KOMMMPOBAHUS

Obecneuenne 6€30MaCHOCTH CETEBOTO B3aMMOAEUCTBUS C MCIIOJIb30BAaHHUEM TEXHOJIOTHU
IPSec

3amuTa cereBoro xpanwimma cpeacrsaMu QNAP NAS oT HeCaHKIIMOHMPOBAHHOTO
JIOCTYyTa U HapyIIEHUsI LIEJIOCTHOCTH JaHHBIX

82. 3ammra cereBoro xpaHuiuia cpeacrsamu Synology NAS oT HecaHKIIMOHMPOBAHHOTO

JIOCTYTIa ¥ HApYIIEHUS LIEJIOCTHOCTH JTAHHBIX

83. Opranuszanus npOrpaMMHON 3amUThl  (ailloBOro cepBepa € HCIOJIb30BAHUEM

BO3MOYKHOCTEH OmepannoHHo# cuctembl Astral.inux



84. Opranuzanus mporpaMMHON 3aIIUTHl BeO-CepBepa C MCHOIB30BAHUEM BO3MOXKHOCTEH
oIepannoHHOM cucTeMbl Astralinux

85. Opranm3zanus NpPOrpaMMHON 3amUTHl  (AIOBOrO cepBepa € HCIOJIb30BAHUEM
BO3MOYKHOCTEH ornepannoHHo# cuctembl ALT Linux

86. Opranm3anus MporpaMMHON 3alIUTHI BeO-CepBepa ¢ UCIOIb30BAHUEM BO3MOXKHOCTEH
onepanuronHoi cuctembl ALT Linux

87. AAMHUHUCTPUpPOBAHHE IPOrPAMMHO-AIIAPATHOrO KoMmIuiekca «Cobomb» Ha paboumx
CTaHIIMSIX B OpraHU3aIuu

88. 3ammrTa JIOKAJIbHOW BBIYMCIUTEIBHON CETH OpraHu3aluu ¢ ucnojib3oBanuem IDS/IPS
CUCTEM

89. lmarHocTHKa CTeraHorpagMuecKux BO3MOXKHOCTEH M MPOTHBOACUCTBHE UM IpU
peanu3anuy HHGOOPMALMOHHBIX MTPOLIECCOB B OPraHU3allU

90. Pa3paboTka cpeacTB aBTOMATU3ALUH JJIsi HACTPOWKH CPEICTB 3alUTHl HHPOPMALIUU OT
HECaHKI[MOHUPOBAHHOI'O JOCTYIIa

91. Pa3pabotka CpEICTB aBTOMATH3AIAH TUTS KOHTPOJIS 3alIUIIIEHHOCTH
ABTOMATHU3MPOBAHHBIX CHCTEM O TpeOOBaHUSAM O€30MacHOCTH HH(OPMALIUN

92. PazpaboTka cpencTB aBTOMATH3AIMH JUISI HCCIIEJOBAHUS TPOTPAMMHOTO 00ECIIEYeHUS IO
TpeOOBaHUAM OE30ITACHOCTH MH(GOPMAITIH

93. PazpaboTka CHCTEMBl JHAarHOCTHKH HAJIWYUS  BPEJAOHOCHOTO  IPOTPAMMHOTO
obecrnieueHus («B JIOKAJTbHOM CeTH OpraHu3anuu» Uiy «Ha cetsax loT-ycrpolicTB» min «B
IPOMBIIIJICHHON CETH OpraHu3aInm

94. ObecneveHre 0€30MaCHOTO MOAKIIOYCHHUS pad0OUnUX CTAHIMK (Ha3BaHUE OPTaHHU3alINHN),
o0OpabaTpIBarOIInX KOHGUACHINATBHYIO HHPOpPMaLHIo, K cetn MHTepHeT

95. IIpumeHeHHE CUCTEM KOHTPOJIS M YIpaBleHUs MpolieccaMu («BbIBO/IA HA MEYaThy» WIH
«BBIBOJIA HAa BHEITHUE HOCUTENIN HH(OPMAITUI HITH «OTHPAaBKH (HAHIIOB yepe3 HHTEPHET
WIH «OTIpaBKHU (aiiiIoB MO 3JIEKTPOHHOM 1MouTe») B (Ha3BaHKWE OPraHU3AIIIH )

96. 3ammTa OT HECAHKIMOHHWPOBAHHBIX IMPOBOJIHBIX IOJAKIIOYCHUN K JIOKAJIBHOW CETH
(Ha3BaHKE OpPTaHMU3aAIIHN)

97. Oprammszamus  ayaura  WHOOpPMANMOHHOW  OC30MACHOCTH  OpraHu3alud ¢
HCIOJIb30BaHUEM CIEIMATBLHOTO MPOTPAMMHOI0 00ecieueHus

98. [lpuMeHeHHE TEXHOJOTHH aKTHBHOTO aynuTa  WH(OPMAIMOHHON O€30macHOCTH B
OpraHu3aIuu

99. Pa3paboTka mporpaMMbl TPOBEACHHS ayauTa WHGOPMAIMOHHON OC30MacHOCTH B
OpraHu3aIu

100.Pa3paboTka mporpaMMbl TPOBEIEHUS BHYTPEHHETOo ayauTa HH()OpMaImoHHON
0€30I1aCHOCTH OpTaHU3aLuN

101.Buenperne cUCTEMbl MEHEIKMEHTa WHIMICHTOB WH(OPMAIIMOHHON 0€30MacHOCTH B
KOMMEpUYECKOM OaHKe

102.Opranu3anyss MOHUTOPHHTA JICMCTBUI TEepCOHANIa OpPTraHW3allMy C LEIbI0 BBISTBICHUS
MHIIMJIEHTOB HH(POPMALIMOHHON 6€3011aCHOCTH

103.Buenpenne TeXHONOTHH mpenoTBpamieHust yredku uHpopmanuu (DLP-cucremsl) B
OpraHu3aIuu

104.BHenperre TEXHOJOTMH YIpaBlIeHHS HWHPOpPManuedl W COOBITHSIMH O€30MacHOCTH
(SIEM-cuctembl) B opraHu3aIidm

105.ABTOMaTH3aMA TPOIECCOB MEHEHKMEHTa HWH(POPMAIMOHHOW OE€301MacHOCTH B
OpraHu3aIu

106.Buenpenne cucTeMbl IPEOTBPAICHHS YTeUKH HH(POpMaIui B (HUHAHCOBO-KPEIUTHOM
YUPEKAECHUU

107.Brenpenne cucTeMbl cOOpa U KOPPEIISAIUK COOBITHI HH(POPMAIIMOHHONW OS30TaCHOCTH B
(MHAHCOBO-KPEIUTHOM YUPEKICHUN

108.Opranuzanusi 1ieHTpa yrpaBicHUS WHPOPMAITMOHHONH 0e30MacHOCThI0 B (DMHAHCOBO-

KPEIUTHOM YUPEeXKJICHUH



109. Buenpenue cucTeMbl MOHUTOPMHIa MH(POPMALMOHHON Oe3omacHOCTH B (hpUHAHCOBO-
KPEAUTHOM YUPEXKJACHUU

110. PaccnenoBaHve MHITMACHTOB HHPOPMAIIMOHHON 0€30MaCHOCTU B OPTaHU3AINH

111. TIpoBenenue ayauta WHGOPMAITMOHHOW OE30MACHOCTH OPTraHU3AIMU C HUCIIOJIH30BAHUEM
ckaHepa 0e30macHOCTH

112. Aypaut 6e30MacHOCTH JIOKAIbHON BHIYMCIUTENIBHOM CETH OPraHU3allH C UCTIOJIb30BaHUEM
ckaHepa 0e30macHOCTH

113. 3amwmra wuHPOpMALMM C KCIOIB30BAHUEM METOJOB M TEXHOJIOTUHA YHPOIIEHHON
Kpunrorpadguu B opraHu3aiiu

114. Kpunrorpaduueckue criocoObl KOHTPOJIS LETOCTHOCTH U UX MPaKTUYECKas peann3arus

115. AcuMMeTpuYHBIE KPUITOCHUCTEMBI U METO bl O0ECTIeYeHUS KOH(PUICHIIMATBHOCTH TIPH UX
HCIOJIb30BaHUU

116. MopenupoBaHue yI3BUMOCTEH MPOTOKOJIOB 3amuThl TLS

117. MopenupoBaHue ySI3BUMOCTEH MTPOTOKOJIOB 3aluThl SSL

118. MogenupoBaHHe yS3BUMOCTEH MPOTOKOJIOB 3aIIUTHI HHPOpManuu B ceTsix Kerberos

119. TexHomorusi 3amMTHl aBTOPCKUX MpPaB MYJbTUMEIUIHBIX (DailyloB ¢ MCHOIB30BaHUEM
IU(POBBIX BOISHBIX 3HAKOB

120. OGecneuenue wuHboOpMalMOHHONW Oe3omacHocTn WHTepHera Bemieil B 1UGPOBOI
HYKOHOMHKE

121. HccnenoBanue MEXaHU3MOB IEIOCTHOCTU U JIOCTYMHOCTH MH(popManuu Ha miuatdopme
0JIOKYEIH.

122. Ananu3 TeXHOJOTHH pa3pabOTKU CMapT-KOHTPAKTOB U BBISIBICHUE X YSI3BUMOCTEH

123. Meronvka WHBEHTApH3AlHMU, KIACCU(PHUKAIMH W aHaIH3a HWH()OPMAIMOHHBIX AKTHBOB
OpraHH3aIiH.

124. Meronuka reHepanuy CIICHApUEB IEJICBBIX aTaK Ha WH()OPMAIMOHHBIC CHCTEMBI

125. Meronuka OOOCHOBaHHUS CTPYKTYpbl CIY>KObl HMHQOPMAIIMOHHON 0€30MacHOCTH,
(GYHKIMOHATIBHOTO pa3/ieNieHus 00s3aHHOCTEH IepcoHa U CTETICHH UX TyOJIMpOBaHMUSL.

6. YYEBHO-METOIMYECKOE OBECHEYEHUE T'OCYJAPCTBEHHOM
UTOI'OBOU ATTECTALIUU
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7 MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHHME TOCYJIAPCTBEHHOH
HUTOTOBOM ATTECTAIIUH

Jy1st TpoBeiCHUS TOCYTAPCTBEHHON UTOTOBOM aTTECTAIIMM HEOOXOUMO HATHMYHE yIeOHOM
ayJUTOPUU U TIOMEIICHUE JJII CAMOCTOSTENIbHON pabOThI 00YJarOIIHUXCSI.



