MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
denepanbHOe roCyJapCcTBEeHHOE 010:KeTHOE 00pa3oBaTe/IbHOE YUpeKAeHne
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagsaenune noarorosku/cnenuanbHocth: 10.03.01 UudopmaunonHast 6€30nacHOCTH
HaumenoBanue o0pa3zoBare/ibHOMH NPorpaMmMbl: be30nacHOCThL KOMIIBIOTEPHBIX CHCTEM
YpoBeHb 00pa3oBaHus: Beiciiee 00pa3oBaHue - 0aKaJaBpuaT

®opma o0yuenusi: Ounas

Pabouass nporpaMma QM CHUILIHHBI
IMPOI'PAMMHO-AIIIIAPATHBIE CPEJCTBA 3AIIATHBI UTHOOPMAILIUA

Baok: Baok 1 «/Iucuuniaunbt (MoxyJam)»
Yacrp 00pa3zoBaTebLHOM
Obsi3aTenbHas
MPOrpaMMBblL:
Ne qucumnIMHbI 10 yyeOHOM
Auett y y 51.0.30
ILUIAHY:

5 cemectp - 4;
6 cemecTp - 5;
Bcero - 9

TpyaoeMKOCTb B 3a4eTHBIX
eIMHHIIAX:

Yacos (Bcero) no yueoHomy
IJIAHY:

324 yaca

5 cemectp - 32 yaca;
Jlekuuu 6 cemecTp - 28 yaca;
Bcero - 60 yacon

5 cemectp - 32 yaca;
IIpakTHyeckue 3aHATHSA 6 cemecTp - 42 yaca;
Bcero - 74 yaca

JladopaTopHbie padoThI 6 cemecTp - 28 yaca;

KoncyabTanum 6 cemecTp - 2 yaca;

5 cemectp - 79,7 yaca;
CamocrosiTesibHasi padora 6 cemectp - 79,5 yaca;
Bcero - 159,2 yaca

B ToM ynciae Ha KII/KP He MPe1yCMOTPeHO Y4eOHbIM MJIaHOM
WHas koHTaKkTHasi padoTa NPOBOANTCS B PAMKAX YaCOB ayANTOPHBIX 3aHATHI
BKJIIOYas:

KontpoabsHas padora

IIpome:kyTouHast aTTecTALUS:

3a4er ¢ OLEHKOI 5 cemectp - 0,3 uaca;
JK3aMeH 6 cemectp - 0,5 yaca;
Bcero - 0,8 yaca
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TIO/AITUCH)
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PykoBogutens Braaenen Baporos O.P.
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(1OIKHOCTB, ydeHast CTENEHb, yIEHOE 3BaHKE) (moanuce) (pacudpoBka
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MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

3aBelyIOLIMH BBITyCKarOIIEH ] Sranere BapoHos O.P.
Ka(be JIPBI * Mol ¢ WaeHTMMKaTOD RO0d76356-BaronovOR-7bf8fd7e O.P. BapOHOB
(1OIKHOCTB, ydeHast CTENEHb, yIEHOE 3BaHKE) (moanuce) (pacuudpoBka

MOJITTHCH)



1. HEJIX 1 3AJAYHN OCBOEHUA JUCIIUITJIMHbI

Leab ocBOeHHS THCHMIJIMHBI. OCBOCHHE MPO(PECCHOHATBHBIX KOMIIETCHIIUN 0 ()OPMHUPOBAHUIO
TOTOBHOCTH CTYJICHTOB pa3pabaThlBaTh CUCTEMBI 3allUThl MH(POPMALIUU HA OCHOBE IPUMEHEHHSI METOJI0B
U CPEJICTB MPOTrPaMMHO-ANIapaTHOM 3alUThl HH)OPMAIHH

33[{3‘11/1 AUCHHUITIMHbI

- C(bOpMI/IpOBaTb Y CTYACHTOB CUCTCMHBIC TCOPCTHYCCKUC 3HAHUA U ITPAKTUYCCKHUEC HABBIKU 110
opraHu3ali U TEXHOJIOTIUU nporpaMMHo-annapaTHoﬁ 3alllMThI I/IH(bOpMaI_[I/II/I.

dopmupyembie y 00y4aronierocs KOMNneTeHIHH U 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JMCHUIIIIMHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUS KOMIIeTEeHIHIi !

Koa u HamMeHOBaHHUe
KOMIIeTeHIIHH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIIeTeHIMH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHUs

OIIK-1.3 cnocoben
o0OecnieunBaTh 3aIUTy
uHpopmaruu pu pabdote ¢
0a3amMu JaHHBIX, IpU
nepeaaye mo
KOMITBIOTEPHBIM CETSIM

NJI-1omk-1.3 Pa3pabarsiBaet
MOPSITOK TIPUMEHEHUS
IIPOrPaMMHOT0 00CSCIICUEHUS C
LEJIBI0 COOJTIOICHUS
TpeOOBaHUH 110 3aIUTE
uH(popManuu

3HATh:
- TUMoBBIE IPOTPAMMHBIEC U TIPOTPAMMHO-
anrmaparHble CpPEACTBa PE3ePBUPOBAHUS U
BOCCTaHOBJICHHS WH(POPMALIUU B
aBTOMATH3MPOBAHHBIX CHCTEMAX;

- Crioco6bl OOHApYXKEHUS U
UACHTU(DUKAIHA UHIIHICHTOB
nH(pOpMaIMOHHOM 0€30MaCHOCTH B
nporecce IKCILTyaTauu
ABTOMATH3MPOBAHHOW CUCTEMBI.

YMETh:
- [IpoBOANTH YCTaHOBKY M HaCTPOUKY
IIPOrPaMMHBIX U IPOTPaMMHO-
anmapaTHbIX CPEICTBA PE3EPBUPOBAHUS U
BOCCTaHOBJIEHUS MH(POPMALIUU B
aBTOMAaTU3UPOBAHHBIX CHCTEMAX;

- AIMUHUCTPUPOBATH CUCTEMBI
OoOHapyXeHHs U UICHTUPUKAUU
MHIMJIEHTOB MH()OPMAIMOHHON
0€30I1aCHOCTH B IIPOLIECCE IKCIITyaTalluy
aBTOMAaTU3UPOBAHHON CUCTEMBI.

OIIK-1.4 cnocoben
OILIEHUBATh YPOBEHD
0e30IMacHOCTH
KOMITHIOTEPHBIX CHCTEM M
CEeTel, B TOM YHCIE B
COOTBETCTBUU C
HOPMATHUBHBIMH U
KOPITOPATHBHBIMH
TpeOOBaHUSIMU

N-1onk-1.4 KonTponupyer
KOPPEKTHOCTb
GyHKIMOHUPOBAHUSI
IIPOrPaMMHO-AIIAPATHBIX
CPEJICTB 3aIUThl HHPOPMAIUK
B KOMITHIOTEPHBIX CHCTEMAX U
CETSAX B COOTBETCTBHH C
HOPMATUBHBIMH U
KOPIIOPATHBHBIMU
TpeOOBaHUSIMHU

3HATh:
- OcobGeHHOCTH POBeIeHUs paboT 1Mo
YCTaHOBKE, HACTPOUKE,
aJIMUHUCTPUPOBAHHUIO, OOCITYKUBAHUIO U
MPOBEpPKE pabOTOCTIOCOOHOCTH
IPOrpaMMHO-aNapaTHBIX U TEXHUYECKUX
CPEJICTB 3alIUThl HUHOPMAIUU B
aBTOMAaTU3MPOBAHHBIX CUCTEMAX;

- CrtocoObI OCYIIECTBICHUS JUATHOCTUKHI
Y MOHUTOPHHTA CUCTEM 3aIUTHI
ABTOMATU3HWPOBAHHBIX CUCTEM.

YMETB:
- [IpuMeHATh TUIIOBBIE TPOTPAMMHO-

amnmapaTHbIe CPEICTBA 3aTUTHI
nH(pOpMaIMK B aBTOMATU3UPOBAHHBIX
crucTemMax M 0a3ax JJaHHBIX;




Koa u HaumeHoBaHMe
KOMIIETCHIINH

Koa u HaumeHoBaHMe
HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

3amiaHupoBaHHbIE Pe3YabTATHI 00yYeHUsI

- BBITIONTHATE OIIEHKY 3alUIIIEHHOCTH
uHpopMmanuu, uACHTUPUKAIUIO U
JTUKBHJIAIUIO UHITUICHTOB
nH(popManMOHHOM 0€30MacCHOCTH B
MPOILIECCE IKCILTyaTalun
ABTOMATH3HPOBAHHBIX CHCTEM.

2. MECTO JUCHHUILIMHBI B CTPYKTYPE OBPA3OBATEJILHOM NPOT'PAMMBI BO

JMcuuiuiiHa OTHOCHTCS K OCHOBHOM INpO()eCCHOHAIBHOW 00pa3oBaTeNbHON IporpaMme
besomacHocth kommbroTepHBIX cucteM (mamee — OIIOII), wanpaenenuss moarorosku 10.03.01
WNudopmanmonHas 6€301acHOCTb, yPOBEHb 00pa30BaHMsI: BBICIIEE 0Opa30BaHKE - OaKalaBpHAT.

bazupyetcst Ha ypoBHE cpeHero o01ero oopa3oBaHus.

Pe3ynbraThl 00y4eHus, MOJTy4YE€HHbIE P OCBOCHUH TUCLUILIMHBI, HEOOXOAMMBI IIPU BBIITOJHEHUN
BBIITYCKHOM KBaJU(UKALMOHHON PabOTBHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OOm1as TpyI0EMKOCTh JUCIUTLTMHEI COCTABIISET 9 3a4eTHBIX euHUIL, 324 Jaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Paznenbl/Tembl § 5| & X
Ne JUCTIATUTHHBL/ (pOpMBI g 2| 8 OHTaKTHaA paboTa cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/1 IIPOMEKYTOIHOM o &| 3 Koncyubranms NKP PaGora s | LOATOTOBKA K METONYECKUE yKa3aHMUs
ATTECTALHH 8 g | © |Jlex | Jlab | Ip A cemectpe | ATTECTALMH
o KITP 'K HKKIT | TK P /KOHTPOITS
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Baenenne 34 5 8 - 8 - - - - - 18 - CamocmosamensHoe usyuenue
11 KonnenryanpHbIe 16 4 - 4 - - - - - 8 - meopemuuecko2o mamepuana: V1syuenue
OCHOBBI JIOTIOJTHUTENBHOTO MaTepHaia o pa3zieiny
HHPOPMATMOHHOM "BBenenue"
0e30macHOCTH Il0020mo6Ka K npaKmu4eckum 3auAmuam:
1.2 OCHOBHBIE TIOHATHUS 18 4 - 4 - - - - - 10 - Nzyyenne matepuana no pazaeny "Beenenue"
MPOTPaMMHO- MOJrOTOBKA K BBITIOJIHEHUIO 3aJaHUil Ha
annapaTHOW 3aIUTHI MPaKTHYECKUX 3aHITUSIX
nHpopmanuu H3yuenue mamepuanog iumepamypHyix
UCMOYHUKOG:
[4],1-48
2 ObecnieueHne 54 14 - 14 - - - - - 26 - Ilo0zomoeka K npaKmuuecKum 3aHAMUAM:
JOCTYITHOCTH N3y4yenne marepuasa 1o pasaeny
nHpopmannu "ObecrieueHne TOCTYITHOCTH HH(POPMAIUN
NPUMEHEHHEM CPEJICTB MIPUMEHEHNEM CPEACTB ITPOTrPaMMHO-
MPOrpaMMHO- arnmnapaTHoOM 3allUThl" TOArOTOBKA K
annapaTHOM 3aIINThI BBITIOJTHEHHIO 33/IaHUH HA PaKTHIECKUX
2.1 ObecnieueHne 16 4 - 4 - - - - - 8 - 3aHATHIX
JIOCTYITHOCTH Camocmoamenvroe usyuenue
nHpopmanuu meopemuyuecko20 mamepuana: Mzyuenue
cpeicTBaMu JIOTIOJTHUTEIBHOTO MaTepHaja Mo pasaeiny
OTIepaIOHHON "ObecriedyeHne JOCTYITHOCTH HHPOPMaUN

CUCTEMBI YTIpaBJICHUE
IIpaBaMM JOCTyna K
pecypcam B
OIEPALUOHHBIX
CUCTEMaX CeMENCTBa
MS Windows.

MIPUMEHEHHEM CPEJICTB IPOTPaMMHO-
arnmnapaTHoi 3auThl"

H3yuenue mamepuanos 1umepamypHslx
UCMOUYHUKOG:

[2], 14-88




Y4yeTHBIC 3aITHCH
MOJIB30BaTEICH U
rpyni. YmpasJieHue
JIOCTYIIOM U
ra00aJIbHBEIMU
napaMmeTpamu.
OCHOBHEIE CBEICHHS 00
YUETHBIX 3aMUCAX
rpymi. OcHacTKa

"JlokanbHBIC
MIOJIb30BATENH U
rpynns!"
2.2 Oo6pabotka 16 4 4 8
HHPOPMALINH HA
paboUMX CTAaHIMAX U
obecrieueHue ee
JIOCTYITHOCTH
2.3 Obecneuenue 22 6 6 10
JOCTYITHOCTH
nHpopmanum B
JIOKJIBHBIX CETX
3 Obecnieuenue 38 10 10 18 Camocmoamensnoe uzyuenue
LETOCTHOCTH meopemuyueckozo mamepuana: Vzyaenne
nHpopmanmu ¢ JIOTIOJTHUTENBHOTO MaTepHaa o paszierny
MHOMOIIBIO "ObecriedeHne MeIOCTHOCTH HH)OPMAITHH C
MIPOTPaMMHBIX U TIOMOIIBIO TIPOTPAMMHBIX H alllapaTHBIX
annapaTHbIX CPEJICTB cpenacts"”
3.1 TepMunonorus 16 4 4 8 Ilodzomoexa kK npaKmuyecKkum 3aHAMUAM:
pe3epBUPOBAHHSI. W3y4yenue marepuaina 1o pasieny
OmnepaTtuBHOE U "OOecrieuyeHne 11eI0CTHOCTH HH(POPMAIHH C
ABTOHOMHOE MOMOUIBIO TIPOTPAMMHBIX U allNapaTHbIX

pe3epBupoBanue. Turbl

pe3epBupoBaHusi. Bubl
RAID-maccuBoB.
WcxoaHbie THITBI
RAID-maccuBos.

RAID-koHTpOILIEPHI.
OCHOBEI

pe3epBUPOBAHUS

cpencTB" MOATrOTOBKA K BBIMOJTHEHUIO 3aIaHu i
Ha TPaKTHYECKUX 3aHATHUIX

H3yuenue mamepuanog numepamypusix
UCHIOUHUKOB:

[1], 112-201




JlaHHBIX. BapuaHTsI
pe3epBUPOBAHUS
JIAHHBIX

3.2

ObecnicucHue
LEJIOCTHOCTH MPH
nepeaaye uHpopMaIuu
0 CETSIM

22

10

3aueT ¢ oLEeHKOI

18.0

0.3

17.7

Bcero 3a ceMecTp

144.0

32

32

0.3

62

17.7

HToro 3a cemecTp

144.0

32

32

0.3

79.7

ObecneueHne
KOH()MACHIIMAILHOCTH
JOCTyTIa K
“HpOpPMALUH
CpeAcTBaMHU
OTICPAIIMOHHBIX CHCTEM
U MOJIb30BATEIbCKUX
NIPWIOKECHUN

58

12

12

16

18

4.1

MexaHu3MBbI
obecrieueHust
KOH(HICHIIMATBHOCTH
JOCTyTIa K
HHPOPMALINU Ha
YpOBHE OTIepPalHOHHBIX
CHCTEM

12

4.2

MexaHu3MBI
obecnieueHus
KOH(HICHIIHATHHOCTH
JOCTYTIA K
nHpOPMALNHU HA
YPOBHE NPUIIOKEHUHN

12

4.3

IIporpammuo-
anmnapaTHbIE CPEJICTBA
KpHunrorpaduaeckoit
3anuThl HHPOPMALIUH

16

4.4

ObecnieueHne
KOH(UIEHITHATEHOCTH
nHdopmannu B IP-
CeTsIX

18

Camocmoamesibnoe usyuenue
meopemuyueckozo mamepuana: VI3yienue
JIOTIONTHUTEIHHOTO MaTepralia o pasaeiry
"ObecriedeHne KOHPUACHIINATHLHOCTH OCTYIA
K HH(POPMAILIUU CPEICTBAMH OTIEPAIMOHHBIX
CHUCTEM U I0JIb30BATEIBCKUX MPUIOKEHUN"
IIoozomosKka K npaKkmuuecKum 3auamusim:
N3yuenne marepuana no pasaeny
"OobecneueHne KOHPHUICHINAIBHOCTH JOCTYTIa
K HH(POPMAIIUU CPEICTBAMH OTICPALIUMOHHBIX
CHCTEM | ITOJIb30BATEIbCKUX MPHUIIOXKEHUN"
IIOJIOTOBKA K BBHIIIOJIHEHUIO 3aJaHUHA Ha
MPAKTUIECKHUX 3aHATUIX

H3yuenue mamepuanoe a1umepamypHslx
UCMOUHUKOG:

[4], 76-154
[5], 38-91




5 KommekcHbIe cHCTeMBI 42 8 8 12 - 14 - CamocmosamensHnoe usyuenue
3aIUThl HHPOPMAIHU meopemuyueckoz0 mamepuana: Vzyaeane
5.1 Obecneuenmne 12 2 2 4 - 4 - JIOTIOJIHUTEIBHOTO MaTepuaa o pasjery
QHTUBUPYCHOH 3aIINTHI "KOMIUIEKCHBIE CHCTEMBI 3aIUTHI
nH(pOpMaMOHHBIX nHdopmanmu”
cucTeM Ilo020mo6Ka K npaKkmu4eckum 3auamuam:
5.2 IIpenoTrsparenue 12 2 2 4 - 4 - W3yuenne maTepuaa 1o pasaeiy
yTedek HHpopMaLu "KoMIIeKCHBIE CUCTEMBI 3alLUThI
(DLP) u y4er pabouero nH(popManuu" MOArOTOBKA K BEITOTHEHHIO
BpPEMEHHU 3a7aHUi Ha IPAaKTHIECKUX 3aHATHIX
5.3 | Cucrembl 0OHapyKeHUs 18 4 4 4 - 6 - Hzyuenue mamepuanog 1umepamypHsix
Y NIPEAOTBPAICHUS UCIOYHUKOG:
BTOPI)KCHUIA [3], 5-46
6 OCHOBHI Be0- 44 8 8 14 - 14 - H3yuenue mamepuanog 1umepamypHsix
0e30macHOCTH UCIOYHUKOB:
6.1 Llenu ataku Ha BeO- 12 2 2 4 - 4 - [3], 69-115
pecypchl IpeApUsATHS
6.2 Merons! u 12 2 2 4 - 4 -
MHCTPYMEHTEI
37I0yMBIIIJICHHUKA IS
aTaku Ha BeO-pecypchl
6.3 Knaccudukarus 20 4 4 6 - 6 -
CETEBBIX aTak.
Ok3ameH 36.0 - - - 0.5 - 335
Bcero 3a cemectp 180.0 28 28 42 0.5 46 335
Hroro 3a cemecTp 180.0 28 28 42 2 - 0.5 79.5
UTOrOo 324.0 - 60 28 74 2 - 0.8 159.2

IIpumeuanue: Jlex — nexuuu; JIab — nabopatopusie pabotsl; [1p — npaktuueckue 3ausatust; KIIP — ayautopHble KOHCYIbTAIMK 110 KYPCOBBIM
npoekTtam/padotam; MKKII — nnauBHTyanbHbIe KOHCYIBTALUH 110 KypCOBBIM IpoekTaM/pabotam; I'K- rpymnmnoBsie KOHCYIbTallMK MO pa3/ienaM
mucturuael; CP — camoctosarensHas padorta cryaenta; MKP — nunas konraktHas padota; TK — Texkymumii koHTposb; [TA — nmpomexyTrouHas
aTTecranus




3.2 KpaTkoe coaep:kaHue pa3ieaoB
1. Beeoenue

1.1. KoHuenTyanbHble OCHOBBI HH(POPMAIIMOHHON 0€3011acHOCTH
OcHOBHBIE TNOHATHA M omnpeneneHuss B chepe HMHGOPMAMOHHONW O€30MacHOCTU. YTPO3bl
uH(popMaIuu. AHAIN3 METOJIOB M CPEJICTB 3aIUThI MH(OOPMAIIUY. .

1.2. OCHOBHBIC MMOHATHS MPOTPAMMHO-AIIAPATHOHN 3alTUTHI HHPOPMALIUH

[Ipeamer u 3amauM MPOrpaMMHO-ANIApPaTHOW 3amuThl WH(popManuu. OCHOBHBIE KPUTEPUHU
olieHKH Oe3omacHocTu cucteM. CHucTeMa OpraHU3allMOHHBIX U PYKOBOJSIIUX JOKYyMEHTOB P®D B
00J1aCTH IPOrPaMMHO-AINIAPATHON 3aIUTHI HH(OPMAIIHH. .

2. Obecneuenue KoHduoeHyuaibHocmu 00Cmyna K un@dopmauuu cpeocmeamu onepauuoOHHbIX
cucmem U NoAb306AMeNbCKUX NPULOHCEHUU

2.1. Mexanu3mbl obecriedeHus: KOHPHUICHINATBFHOCTH I0CTYIAa K UH(POPMAIK Ha yPOBHE
OTIEPALIMOHHBIX CHCTEM

[Tonatus ayreHtudukanuu u aBropuzauuu. OOmMEe NPUHUMIBL. 3a7ayd  MPOTOKOJA
ayreHTu(ukanuu. JlokanpHas U qoMeHHast peructpanus. [Iporokonsr ayreHTudukanun Windows.
ABTOMaTH4YECKas TeHepalus U Ha3HaueHue CI0XKHbIX naposeit B MS Windows.

2.2. MexaHu3Mbl 00ecTIedeHIS] KOHPHUICHITMATBHOCTH IOCTYIa K MHPOPMAITUU Ha YPOBHE
MIPUITOKEHU I

ObGecrieueHne  KOH(MUICHIMAILHOCTH  JJIGKTPOHHBIX  JIOKYMEHTOB C  HCIOJIb30BaHUEM
Bo3MOXkHOCTeH mpuioxenuit MS Office. 3amurta nokymentoB MS Word u MS Excel. 3amura
VBA-makpocos. [Ipumenenne naponeir MS Access 1 MS Outlook. AHanu3 ysI3BUMOCTEH CHCTEMBI
3alUThl JOKYMEHTOB B npuioxenusx MS Office.

2.3. IlporpammHO-anmnapaTHble CpeJICTBa KpUNTOrpaduueckoil 3amuThl HHGOpMaLUK

[ToHOCTBIO KOHTPOJIMPYEMbIE KOMIIBIOTEpHBIE CHCTEeMBbI. [IporpaMmmHas peanuzanus QyHKIUHA
KpunTorpaduueckoit 3aIUTHI nH(pOpMaLUH. AnmnapartHas peanu3anus GyHKIMMA
KpUnrorpaguueckoi 3amuTbl MHGOpMauu. YCcTpoicTBa KpUNTOrpaduyeckoil 3aliuThl JaHHBIX:
IPOrpaMMHO-aINapaTHBI KOMIUIEKC «AKKOpPI», MEPCOHAIbHOE CPEACTBO KpUNTOrpapuueckoi
3anuthl uHGopmarmu (IICK3M) HIUTIKA.

2.4. OGecneuenne KoHpUACHIMATLHOCTH HH(popMaluu B [P-ceTsax

OcHoBbl mocTpoeHust |IP-cereii u obecreyeHuss 0e30MacHOCTH WHPOPMALMKM B HHX.
Oco0Gennoctu nporokosna TCP/IP. Bupryansubie yactHbie cetu (VPN). IIpotokonst PPTP u L2TP.
AHanu3 BO3MOXHBIX ysi3BUMocTel mpotokona PPTP B peanuzanuu Micrsoft. [Ipotokonst SSL u
TLS. IIporokonsr IPSEC u pacnpenenenue xmouei. [Ipotokonsr [PSec u TpaHCmsius ceTeBbIX
anpecoB. O630p nporpamMmHo-anmnapaTHoro kommiekca ViPNet CUSTOM.

3. Obecneuenue ()ocmynHocmu qu)opMauuu npumeHeHuem cpe()cme NPO2PAMMHO-ANNAPAMHOLU
3auiumoal

3.1. Obecnieuenne TOCTYMHOCTA HH(DOPMAITUU CPEICTBAMH OTIEPAIIMOHHON CUCTEMBI
VYmpasieHue nmpaBaMu JOCTYIA K pecypcaM B ONEPaIlMOHHBIX cUcTeMax cemeiictBa MS Windows.
YueTHbI€ 3aNTMCH TTOJIB30BATENCH U TPYII. Y IpaBieHUEe JOCTYIIOM U II100aJbHBIMU TTapaMeTPaMH.
OcHoBHbIE CBeIeHHS 00 yueTHBIX 3anucsax rpynm. OcHactka "JIokanbHbIE TONB30BATENN U

rpynnsl"



3.2. O6paboTka HHPOpPMAIIH HA PAOOYNX CTAHIIUAX M 00ECIICUCHHE €€ JOCTYITHOCTH
brokupoBanue paboueil cTaHIIMM HA amlapaTHOM ypPOBHE. AMMapaTHBIE CPEICTBA JOBEPCHHOM
3arpy3ku. OCHOBHBIE KOHIENIIMY U peau3aisl ayTeHTU(PHUKAIMHA. DTarbl TOBEPEHHOH 3arpy3Ku.

3.3. OGecnieueHue NOCTYMHOCTH HH(OOPMALIUU B JIOKAJBHBIX CETSIX

MesxceTeBble 3KpaHbl U HX Kiaccupukanus. OnpeneneHue THIIOB MEKCETEBBIX SKPAHOB.
MesxceTeBble 3KpaHbl MPHUKIAJHOTO YpPOBHsS. MeKCeTeBble SKpaHbl C MaKeTHOW (QHIbTpaluen.
['uOpunHbIe MEXKCETeBBIC dKpaHbl. Pa3paboTka KoHpUTypauu MexceTeBoro 3kpana. Ilocrpoenue
Habopa MpaBUJI MEKCETEBOT'O SKpaHa C UCIIOJIb30BAHUEM BO3MOXKHOCTeH OpannmMayspa Windows.

4. Obecneuenue yerocmuocmu UHGOPMAUUU ¢ NOMOULLIO RPOZDAMMHBIX U ANNADATNHBIX
cpeocme

4.1. Tepmunosiorus pe3epBupoBanus. OnepaTuBHOE U ABTOHOMHOE pe3epBupoBaHue. Turbl
pesepBupoBanusi. Buabsl RAID-maccuBoB. Mcxonnsie Tunbsl RAID-maccuBoB. RAID-KOHTpOLIEpHI.
OCHOBBI pe3epBUPOBAHMS JTAHHBIX. BapuaHThl pe3epBUPOBAHUS TAHHBIX

4.2. O6ecrieuenune eIOCTHOCTH MPH Niepeaade HHHOPMAIHH MO CETSIM
3amumienssle npoTokoibl. [Iporokon HTTPS. bezonacHocTs npu MCHOIB30BaHUM TEXHOJIOTHH

nepenaun JaHHbIXx Wi-Fi. Bo3moxnoctn mpocnymmBanus tpaduka agmuHuctpatopom Wi-Fi.
WPA/WEP.

5. KomniiekcHole cucmembvl 3auiumbol qu)ODMCluMM

5.1. ObecnieueHre aHTUBUPYCHON 3alUThI HH(OPMAIIMOHHBIX CUCTEM

ObecrieueHne aHTUBUPYCHOM 3aIllMTHl CETEBOM HHQPPACTPYKTYpbl HAa OCHOBE MPHIIOKEHUN
komnanuu «Jlaboparopus Kacnepckoro». Kaspersky® Administration Kit. Pa3BepTreiBanue
AQHTHBHUPYCHOM 3aIIUTHI B CETH MPEIIPHUSITHSL.

5.2. IlpenoTBpamienue yredek nHpopmanuu (DLP) u yuer paGouero BpemeHu

Koutpoinb cnyxxeOHOM mepenucku B moute U Meccenmkepax (Outlook, Annexc.Iloura, Skype,
Mail.Agent). KonTpons cbeMHBIX HOcuTenei wuHpopmarnuu. IlepexBar BBoOAa ¢ KJIaBHATYpHI.
Oukcarnusi Bcex (HaWIoOBBIX oOmepanuii (YTEeHWE, 3aluch, pEJAKTUPOBAHUE, KOMUPOBAHUE),
npoiieccoB 3amycka 1 yctaHoBkd [10. Yuer pabouero BpemMeHH, BKJIOYasi MOHUTOPUHT aKTUBHOCTH
B IIPUJIOKEHUSX. .

5.3. Cuctembl 0OHapyXEeHUS U MIPEIOTBPAILLICHHUS BTOP)KEHUH
Apxurekrypa u TexHonorus IDS. Bunet IDS no mecty ycranoBku. CeTeBble CHCTEMBI
oOHapy>xenust Bropxenus (NIDS). XocroBast cuctema o6HapysxeHus Bropxkenuit (HIDS).

6. OcHosbl 8eb-bezonacHocmu

6.1. Llenu ataku Ha BeO-pecypChl MPEaIPUATHS
OcHOBHbBIE 1I€TH, MpeciieyeMble 3JOYMBIIUIEHHUKOM B TMpolecce araku. [loxuiieHue
uHpopManuu, MoauduKaus HHGopMaIy, HapyleHne JOCTYITHOCTH HH(POPMAIIMOHHOTO pecypca.
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6.2. MeToibl 1 HHCTPYMEHTHI 3JI0YMBIIIJIEHHUKA JIJIs1 aTaKW Ha BEO-pecypcChl

[MpocnymmuBanue ceru (sniffing), ARP spoofing, CkanupoBanue. ['eHepammsi maKeToB.

TpositHcKue mporpaMmbl. IKCILIOUTHI.

6.3. Knaccudukanus ceTeBbIX aTak.

KJ'IaCCI/I(bI/IKaI_[I/IH II0 TUITY aTaKH. KJ'IaCCI/I(i)I/IKaHI/Iﬂ 10 MECTOIOJOKECHUIO 3JIOYMBIIIJICHHHUKA U

aTakyemoro oowsekra. Kimaccuduxamnus no ypossio mogenmu OSIATaku tuna spoofing.

3.3. Tembl NpaKTHYECKUX 3AHATHI
1. AHanu3 peiHKa OMOMETPUYECKUX CUCTEM AocTyna Kk APM;
2. Ob6ecnieueHne TOCTYTHOCTA HH(OPMALIUK IPOrpaMMHO-aINAPATHBIMU CPEACTBAMHU
3allUTHI;
3. OO01IMe NPUHIIUIIBI TAPOJILHOM 3alUTHI JOKYMEHTOB;
4. IlepcoHanbHbBIE CPEACTBA KPUNTOrPAPUIECKON 3aIUTHI HH(OPMAIINH;
5. ObecrnieueHue 11€I0CTHOCTH HH(OPMALIUK TPOrPAMMHO-AIIAPATHBIMU CPEACTBAMHU
3alllUTHI;
6. ABTOMAaTU3MPOBAHHBIE CUCTEMBI B 3AIIUIIEHHOM UCIIOJIHEHUH;
7. KondunenumansHocts uHpopManuu B IP-cersx;
8. Mexanu3Mbl obecrieueHus: KoHpHUAeHInaIbHOCTH Ha ypoBHE OC;
9. IToTHOCTBIO KOHTPOJIUPYEMBIE KOMIIBIOTEPHBIE CUCTEMBI;
10. I[IpoBenenue paccienoBanusi HHIUIEHTOB 1b.

3.4. Tembl 1a60paTOPHBIX padoT

1. JlTabopaTtopHnast pabota Ne 7: CrucreMbl aHaJIM3a 3alUIIEHHOCTH KopriopaTuBHO# cetr u OC

Ha mpuMepe nporpammbl XSpider;
2. JJaboparopnast pabora Ne 10: Ananu3 ys3BUMOCTEH BeO-CalTOB HA IPUMEpE caiTa
6a3oBoil kadenpsr MOU;

3. JlabopaTtopHas pabota Ne 8: Ananu3 Tpaduka ceTd Ha HAIMYNUE YyBCTBUTEIBHBIX K KPaKe

JAHHBIX;
4. JIaboparopnas padota Ne 6. KopriopaTiuBHasi aHTUBUpYCHAs 3aIMTA;

5. JTaboparopnas pabota Nel: Ananus ys3Bumocteit nocryna k OC Microsoft Windows;
6. JlabopaTtopHas padota Ne 4: «/cronp30BaHrE TPOrpaMMHO-AIIapaTHOrO KOMILIEKca
«AKKOpIY;

7. JlJabopaTtopHas padota Ne 3. «M3yuenune ouomerpudeckoro komriekca (I1O BioLink
Authentication Center u ckanep Biolink U-Match)»;

8. Jlabopatopnas padota Ne2: Jlornueckuii Bxoq B OC Microsoft Windows ¢ momoiiibio
anmapaTHBIX KII0Ye;

9. JlabopaTtopHas padota Ne 5: CpenctBo Kpuntorpaguieckoit 3anuTel nHGopMauu
CryptoPro;

10. Jlabopatopnast pabora Ne 9: Ataka Ha ceTeBoe 000pyAOBaHHE C IIEJIbIO OTKAa3a B
00CITyKUBaHUU.

3.5 Koncyabranumn

AyoumopHbvie KOHCYAbmauuy no Kkypcogomy npoekmy/pabome (KIIP)

KoHcynbTanum HampaBieHbl Ha BBINOJHEHHE PA3AelioB KYpPCOBOIO MPOEKTa MOJ
PYKOBOJCTBOM HacTaBHHKa (mpemojaBarensi). B pamMkax dYacoB Ha TPYNIOBBIC
KOHCYJbTAllMM pa30uparoTcs HauOoliee BaXKHBIE YAaCTH PACUETHBIX 3aJaHUil paszjena
"BBenenne"
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2. KoHcynbramuu HampaBieHbl Ha BBINOJHEHHE pa3elioB KYpCOBOTO TPOEKTa IO
PYKOBOJCTBOM HacTaBHHMKa (mpemogaBarensi). B pamMkax 4YacoB Ha TpPYNIOBBIE
KOHCYJIbTAIIMU pa3OuparoTcsi Hauboyiee Ba)KHBIE YacCTH PACUETHBIX 3aJaHUN paszelia
"Obecrieuenue  KOH(PUICHIMAIBHOCTH  JIOCTyNa K  HMH(OpMamuu  CpeacTBaMHU
OTIEPAIIMOHHBIX CUCTEM M IOJIb30BATEIbCKUX MPUIOKEHUN"

3. KoHcynbpramuu HampaBJIeHbl Ha BBIIOJHEHHWE PAa3AelioB KypCOBOTO TIPOEKTa TOJ
PYKOBOJCTBOM HacTaBHMKa (mpemojaBareis). B pamMkax dYacoB Ha TpYNIOBBIC
KOHCYJbTallUM pa30mparoTcs HamboJiee BaKHBIC YAaCTH PACUYCTHBIX 3aJaHWil pasjena
"OOGecrieueHne JOCTYIMHOCTH HH(pOpManUu TNPUMEHEHHEM CpPEJCTB  MPOrPaMMHO-
anmnapaTHOM 3aruTs"

4, KoHcynbTalluu HaNpaBieHbl Ha BBINOJIHEHHE PAa3/CIOB KYPCOBOTO MPOEKTAa IO
PYKOBOJCTBOM HacTaBHHMKa (mpemogaBaTelnis). B paMkax dYacoB Ha TPYNIOBBIE
KOHCYJIbTAIIMU pa3OuparoTcsi Hauboyiee Ba)KHbIE YacCTH PACUETHBIX 3aJaHUN paszelia
"ObecrieueHue METOCTHOCTH HH(POPMAIMU C TOMOUIBIO HMPOTPAMMHBIX M amlapaTHBIX
cpeacTt"

5. KoHcymbranuu HampaBlieHBI HA BBINIOJHEHUE PAa3JIeJIOB KYPCOBOTO TPOCKTA O]
PYKOBOJCTBOM HacTaBHHMKa (mpemogaBarensi). B pamkax 4YacoB Ha TIpYyNIOBBIE
KOHCYJbTAIlMM pa30mparoTcs HamboJiee BaXKHBIC YAaCTH PACUYCTHBIX 3aJaHWil pasjena
"KoMruiekcHbIe CHCTEMBI 3aIuThl HHQOopMaruu'"

Hnousuoyanvhvie koncyibmayuu no Kypcosomy npoemy /pabome (MKKII)

=

Koncynpranuum npoBoasrcs no paszgeny "Beenenue"

2. Koncynpramuu mpoBoastcs mo pasaeny "OOecrnieueHre KOHPUISHIMATLHOCTH JOCTYIA K
nH(OpMaLIUY CPEICTBAMU ONEPAIIMOHHBIX CUCTEM U MOJIB30BaTEIbCKUX MPUIOKEHUH"

3. Koncymprammu mpoBoasrcs 1o pazgeny "OOecredeHHe MOCTYIMTHOCTH HH(POPMAIHH
MPUMEHEHHUEM CPEJICTB IPOrpaMMHO-aINapaTHOMN 3alIUThHI"

4. KoHncynpTamuu mnpoBoJsATCA 1Mo pazgeny "OOecrneueHue LETOCTHOCTH HH(OpManuud ¢
MIOMOIIBIO TPOTPAMMHBIX U aliapaTHbIX CPeaAcTB"

5. Koncynpranuu npoBoasrcs no pasaeny "KoMIuiekCHble CUCTEMBI 3alMThl HHPopMaIuun'"

Texywuti konmpoas (TK)

1. KoHcynpranuu HampasieHbl Ha MOJIyY€HUE UHAMBUAYAIBHOTO 33aJaHUS JJIS BBIIOJHEHUS
KOHTPOJIbHBIX MEPONIPUATHI 110 pa3neny "Beenenue”

2. KoHcynbranuu HampaBieHBl Ha MOJyYeHHE WHIWBHIYaIbHOTO 3aaHUS JJISl BHITOIHEHHS
KOHTPOJIbHBIX MEpOIpUITUH 1o pazneny "ObecredeHne KOHPUAESHIMATLHOCTH AOCTYNA K
MH(pOpPMaLIUU CPECTBAMU ONEPALIMOHHBIX CUCTEM U MOJIb30BaTEIbCKUX MPUIIOKEHUI"

3. Koncynpranum HampasieHbl Ha MOJIyY€HHE WHIAMBHYaIbHOIO 33JaHUS JUIS BBIMOJIHEHUS
KOHTPOJBbHBIX MeponpusiTui 1o pasaeny "OOGecnedyeHue AOCTYNHOCTH HH(POpMAIUU
IIPUMEHEHHUEM CPEJICTB IIPOrPaMMHO-AIIIAPATHOMN 3aIUThI"

4. KoHCynbTallUM HaIpaBJIEHbl Ha MOJTYYEHHE WHIUBUIYATbHOTO 3a/aHUs JUIsSl BHITOJIHEHUS
KOHTPOJIbHBIX MeponpuaATuil mo paszaeny "OOecneueHue LEIOCTHOCTH HH(OpPMaLUHM C
MTOMOLUIBIO IPOrPaMMHBIX U anapaTHbIX cpeacTB”

5. KoHcynbranuu HampapieHbl Ha MOJyYeHHE WHAWBUIYAIBHOTO 3a/aHUs /ISl BHIIIOJHEHHUS
KOHTPOJBbHBIX MEPOTIPUATHIL 110 pazneny "KommiuekcHble cucTteMsbl 3auThl HHGOopManun"

3.6 TemaTnka KypcOBBIX POEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ paboTa He MPEayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

Howmep paznena

OneHoyHoe CpeaCcCTBO

3arutaHMPOBaHHbBIE PE3YIBTATHI O0YYEHHS M0 AUCHUILTHHE Kopbt JUCLUIUIMHEI (B (THII 1 HAUMEHOBAHME)
(B cOOTBETCTBUHU C pazjesioM 1) WHMNKATOPOB | COOTBETCTBMM C 11.3.1)
112]3[4]5]6
3HaTh:
CriocoObl 0OHapyXeHUS U UACHTU(DUKALIMY UHIIUJICHTOB KontposnbHas
MH(POPMAIIMOHHOM 0€30MaCHOCTH B MPOLECCE IKCIUTyaTaI[H pabota/KonTponsHoe
aBTOMAaTU3UPOBAHHOM CUCTEMBI meponpusitue Ne 1
N-lonk-13 +
Kontponbnas
pabota/KoHTpoabHOE
Meponpusitue Ne 5
Tumnossle mporpaMMHbI€ U IPOrPaMMHO-ANIapaTHbIE CPEICTBA KonrtposnbHas
pe3epBUPOBAHUS U BOCCTAHOBJICHUS WH(POPMAITUU B paborta/KoHTposIBEHOE
aBTOMAaTU3MPOBAHHBIX CUCTEMAX meponpusitue Ne 2
N-lonk-13 +
Kontponbnas
pabota/KonTponsHOE
Meponpusitie Ne 6
CriocoObl OCYIIECTBIEHUS TUarHOCTUKA U MOHUTOPUHTA CUCTEM 3aIlUThI KonTtpomnbHas
ABTOMATU3UPOBAHHBIX CUCTEM pabota/KoHTpoasHOE
Meponpustie Ne 4
N-lonk-1.4 +
KoHntponbHas
pabota/KonTponsHOE
Meponpusitie Ne 8
OcobeHHocTH npoBeieHHs padoT MO yCTaHOBKE, HACTPOMKE, KonTtpomnbHas
aJIMMHHUCTPUPOBAHUIO, OOCITY’)KUBAaHUIO U ITPOBEPKE pabOTOCIIOCOOHOCTH pabota/KoHTposbHOE
IPOrpaMMHO-aNNapaTHBIX U TEXHUYECKUX CPEACTB 3alUThl HH(POpMALUU mepomnpusitie Ne 3
B aBTOMAaTH3UPOBAHHBIX CUCTEMAX W/T-Tonk-14 ot KoHTponsHas
pabota/KonTponsHoe

Meponpusitue Ne 7

YMeTh:
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AJIMHHHCTPUPOBATH CUCTEMbI OOHAPYKECHUS U UJICHTU(DUKAUT KonTponbHas
MHIUJIEHTOB MH(MOPMALIMOHHON 6€30I1aCHOCTH B IPOIIEcCe SKCILTyaTalluu pabota/KonTponbHOE
ABTOMAaTU3UPOBAHHON CUCTEMBI Mmeponpustue Ne 1
W-lomk-13
KonTponbhas
pabota/KonTponsHoe
Mepornpusarue Ne 5
IIpoBOANTH YCTAaHOBKY U HACTPOMKY IIPOTPAMMHBIX U IIPOIPAMMHO- KoHntposbHas
annapaTHbIX CPE/ICTBA PE3€PBUPOBAHUS M BOCCTAHOBIIEHHS HH(OpMALUU pabota/KonTponbHOE
B aBTOMAaTU3UPOBAHHBIX CUCTEMAX Mepornpusitie Ne 2
WJ-lonk-1.3
KonTponbhas
pabota/KonTponsHoe
Mepornpusarre Ne 6
BEIMONHATE OLIEHKY 3alIUIIEHHOCTH WH(POPMALNY, HACHTU(OUKALTUIO 1 KonTponbHas
JMKBUAALMIO MHIUJEHTOB UH()OPMAIIMOHHOM 0€30IacHOCTHU B MpolLiecce pabota/KonTponbsHOE
9KCIUTyaTaly aBTOMaTU3UPOBAHHBIX CUCTEM Mmeponpusitue Ne 3
W-lonk-1.4
KonTponbhas
pabota/KoHTposibHOE
Meponpusitue Ne 7
[IpuMeHsTh TUIIOBBIE TPOrPaMMHO-aIIIIapaTHBIE CPEACTBA 3aIUThI KonTponbHas
uHpOpMalUY B aBTOMATU3UPOBAHHBIX CUCTEMaxX U 06a3ax JaHHBIX pabota/KoHTponsHOE
Mmepornpusitie Ne 4
W-lonk-1.4
KonTponbHas
pabota/KoHTposibHOE

Meponpusitae Ne 8
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4. KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE OLIEHOUYHBIE CPEJCTBA JJIsI
KOHTPO.JISI OCBOEHHUS PE3YJIbTATOB OBYUYEHUSI IO JJUCUUIIIUHE
(TEKYIMI KOHTPOJIb YCIIEBAEMOCTH, IPOMEJKYTOUYHASI ATTECTALIUS
O JUCLIUILJINHE)

4.1. Tekymuii KOHTPOJIb yCIIEBAEMOCTH
5 cemecTp

Dopma peanuzanuu: [TucemenHas padora
1. KorrponbpHoe meponpusitie Ne 1 (KortponpHas padoTa)
2. KontponsHoe meponpusatue Ne 3 (KontposnbHas padbora)
3. Konrponbaoe meponpusitue Ne 5 (KortponpHas padoTa)
4. KourponsHoe meponpusitue Ne 7 (KonrponbHas padorta)

6 cemecTp

Popma peanmzanuu: [TucemenHas padora
1. KorrponbHoe Meponpusitre Ne 2 (KonTtponpHas paboTa)
2. KontponbsHoe meponpusitue Ne 4 (KontponsHas padota)
3. Konrponbaoe meponpusitre Ne 6 (KontponbpHas padoTa)
4. KourponbsHoe meponpusitue Ne 8 (KonrposnbHas paborta)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 IIlpomMe:KyTOYHAS aTTeCTALMS 110 JUCHUIIIMHE
3auem ¢ oyenkou (Cemecmp No5)

xzamen (Cemecmp Nob)
J171st OIIEHKHM MCTOIB3YeTCs TOJNBKO Pe3yabTaThl IPOMEXKYTOUHOM aTTECTAIlMK U DK3aMEHa

IIpumeuanue: OrieHOYHBIE MaTEpUAbI IO AUCHUILIMHE MPUBEIEHBI B (DOH/IE OLIEHOYHBIX
matepuanos OITOII.

5. YYEBHO-METOANYECKOE OBECIHEYEHUE JUCIHUITJINHBI

5.1 ITeyaTHbIE U IJIEKTPOHHbIE H3IAHNS

1. bopucos, M. A. OcCHOBBI MpOrpaMMHO-aNIapaTHOM 3aIKThl HH(OpMaLKy : yuebHOe nocodue
Juis By30B 1o HanpasieHusM BIIO "Ilpuknannas maremaTtuka u MHGpopMmaruka',
"®yHnameHTanpHas nHopMaTHuKa U HHPopMalmonHble TexHoiorun" / M. A. bopucos, 1. B.
3aBopues, M. B. Unxkos . — 4-e uza., nepepad. u gon . — M. : Dautopuan YPCC, 2016 . —416 c. —
(OcHoBsl 3amuTel nHGOpManun) . - ISBN 978-5-9710-2586-3 .;

2. 3ammTa mporpaMm U JaHHbIX : [I[porpaMMHO-anmapaTHbIE CPEACTBA OOECIICUEHUS
UH(POPMALIMOHHOM 6e30MacHOCTH : YuebHoe mocodue A By30B MO CHEHUATbHOCTIM
"3anuuieHHbIe TEIEKOMMYHUKAIIMOHHBIE CUCTEMBI"," OpraHu3anus ¥ TEXHOJIOTUS 3al[UThI
unpopmanun","KommnekcHoe odbecnieuenre nHpOpMaMOHHON 0€30MacHOCTH
aBTomMatm3upoBaHHbIX cucteM" / [1. FO. benkun, u qp. — M. : Paawo u cBs3b, 2000 . — 168 c. - ISBN
5-256-01533-8 : 50.00 .;

3. Ilnaronos, B. B. [IporpamMMHo-anmnapaTHble CpeJCTBa 3alIUThl HUHPOPMALIUY : YYeOHUK IS
BY30B 10 HanpasieHuto "MupopmarronHas 6e30macHOCTh" MO MporpaMMam MoAroTOBKU
OaxanaBpoB, MarucTpos, cnenuanuctos / B. B. Ilnaronos, M. A. [lonraBuesa . — Mockaa :

Axanemus, 2020 . — 288 c. — (Boicmiee npodeccronansnoe odpasoBanue . bakanaspuar) . - ISBN
978-5-4468-9702-5 ;
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4. Iymikun A. B., bapcykos O. M., Kpasos E. B., CnaBuoB K. B.- "[IporpammHo-anmnapatabie
cpencTBa obecniedueHus nHpopManoHHou 6e3omacHoctu", U3garenscTBo: "T'opsiuas uHMS-
Tenexom", Mocksa, 2018 - (248 c.)

https://e.lanbook.com/book/111053;

5. 10. 1O. I'pomos, O. I'. IBanoga, K. B. Crapony6os, A. A. Kagsikos- "[IporpamMMHo-anmnapaTHbie
CpEeJCTBA 3aIUTH HHPOPMAITMOHHBIX cucTeM", M3narenscTBo: "TaMOOBCKHIA rOCY1apCTBEHHBIH
texundyeckuit yausepcuteT (TT'TY)", Tambos, 2017 - (194 c.)
https://biblioclub.ru/index.php?page=book&id=499013.

5.2 JIuueH3MoHHOE U CBOOO/IHO pacnpocTpaHsieMoe MPOrpaMMHoOe odecneyeHue:
1. CO "TIpomereit";

2. Office;

3. Windows;

4. Maitna BuneokondepeHuu.

5.3 UnTepHeT-pecypchl, BKIKYas NpodeccunoHaIbHble 0a3bl JAHHBIX H HH(POPMAITMOHHO-
CIIpaBOYHbIE CHCTEMBI:

1. 3BC Jlans - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 6u0JM0TEeKA OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3siekTpoHHasi oubauoreka - https://elibrary.ru/

4. ba3za nannbix Web of Science - http://webofscience.com/

5. ba3za nannbix Scopus - http://www.scopus.com

6. 9BC "Koncyabrant cryaenra' - http://www.studentlibrary.ru/

7. Kypnaa Science - https://www.sciencemag.org/

8. DnexTponnas 6udmorexka MOU (36 MOMH) - http://elib.mpei.ru/login.php

9. Undopmanmonno-cnpaBounas cucrema «Komexc/Texakenept» - Http:\\proinfosoft.ru;
http://docs.cntd.ru/

10. HauMoHaIbHBII MOpTAaJI OHJIAlH 00yueHusi «OTKpbITOE 0O6pa3oBanue» - https://openedu.ru
11. OrkpbITasi yHuBepcuTerckasi nHpopmannonnas cucrema «POCCHUSA» -
https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHHUE JUCHUIIJIMHBI

Tun nomeneHus Homep ayauropun, OcHamenue
HauMCHOBaHue
VYyeOHble ayAUTOPUH IS H-204, Yuebnas napTa co CKaMb€i, CTOJI IpenoaBaress, CTy,
IPOBEJCHUS JIEKIIMOHHBIX ayJuTopus TpuOyHa, J0OCKa MeJIoBasi, KOJJOHKH 3BYKOBBIE,
3aHATUN U TEKYILIETO MYJIbTUMEANIHBIN IPOEKTOP, IKPaH
KOHTPOJIA K-601, YueOuas MapTa co CKaMbe, CTOJI MPENoIaBaTes, CTyJl,
ayIUTOpUs TpuOyHa, JOCKa MEJIOBast, MyJIbTUMEINITHBIN
MIPOEKTOP, IKpaH
VY4eOHble ayAUTOpUH IS M-503, Yuebnas rapTa, CTOJ MPEernogaBarTens, CTyl, 10CKa
IIPOBEICHUS ayuTopus MeJoBast
MPAKTUYECKUX 3aHITUH,
KP u KII
VY4eOHble ayIUuTOpUH 1JIs M-503, Yuebnas rapTa, CTOJ MPEernogaBarTens, CTyl, 10CKa
IIPOBEICHUS ayuTopus MeJoBast
71a00paTOPHBIX 3aHATUN
VYyeOHble ayIUTOPUH IS M-503, Yuebnas napra, CTOJ PENoIaBaTes, CTyJ, JOCKa
MIPOBEICHUS ayJuTopus MeJoBast
MIPOMEKYTOUHOMU 2K-120, MamuHHbIN cepBep, KOHIUIMOHED
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arTecTaluu 3an1 UBI]
[Momermenus mst HTB-303, CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ
KomrnbrorepHblit MHUCHMCHHBIN, BETATKA JIUIST OJICKIbI,

CaMOCTOSITENIbHON PabOTHI

YUTAJILHBIN 341

KOMIIBIOTEPHAsI CEThb C BBIXOIOM B IHTEpHET,
KOMIIBIOTEP MEPCOHAIBHBIN, IPUHTED,
KOHAMIIMOHED

ITomemntenus miis
KOHCYJbTUPOBaHUSA

A-300, YuebHas
ayautopus "A"

Kpecio pabouee, mapra, CTeIUIax, CTOJ
IpernoJiaBaTess, CToa yueOHblH, cTy, TpuOyHa,
MHUKPO(DOH, MYITbTUMEAUHHBIA TIPOESKTOD,
JKpaH, J0CKa MapKepHasi, KOJIOHKH,
TEXHUYECKas aIlaparypa, KOHIULUOHED,
TEJIEBU30D

[TomemeHust st XpaHEHUS
o0opyIoBaHUs U y4€OHOTO
WHBEHTapS

K-202/2, Cxinan
kadeapsr BUT

CTeIUTaX MJIs XpaHEHUs MHBEHTAps, CTO,
CTyJI, mKad sl JOKYMEHTOB, IIKad 1y
XpaHeHUs] UHBEHTAps1, TyMOa, 3aracHbIe

KOMILIEKTYIOIIHE JUIsi 000pYJOBaHUS
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IIpuio:xkenue A

BAJJIBHO-PEUTUHIOBAS CTPYKTYPA JJUCHOUILJIMHBI

[IporpammMHo-anmnapaTHbie CpPeCTBA 3aIIUTH HTHHOPMALIUH

(Ha3BaHME AUCIUILINHBI)
S cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONPUITHI TEKYIIEr0 KOHTPOJISl yCII€eBAeMOCTH 10 JHCIUILTHHE:
KM-1 Konrpoasaoe mepompusrue Ne 1 (Kontponbnas padota)
KM-2 Kontpoasnoe meponpustue Ne 5 (KontpoasHas pabora)
KM-3 Konrpoasaoe mepomnpusrue Ne 3 (KontponsHas padota)
KM-4 Kontpoasnoe meponpusitue Ne 7 (KontpoasHas pabora)

Buja npomexyTouHOi aTTecTanMu — 3a4€T C OLICHKOM.

Nunexc KM- | KM- | KM- | KM-
Howmep Pasgen nucHumiMHel KM: 1 2 3 4
pasjena AT e Henens 4 8 12 15
KM:
1 Bsenenue
1.1 KonnenryanbHble OCHOBBI HH(DOPMALIMOHHOW O€30MaCHOCTH + +
19 OCHOBHBIE TOHATHS TTPOTrPAMMHO-AIITAPATHOMN 3aIUThI + +
' uHpOpMaun
5 Ob6ecnieueHne 1OCTYNHOCTH HHGOPMAIIUU TPUMEHEHUEM

CPEJICTB MPOrPaMMHO-AIAPATHOMN 3alTUTHI

ObecnieueHne TOCTYTHOCTH MH(OPMALIUU CPEICTBAMHU
OTIEpALIMOHHOM CUCTeMbI YTIpaBIeHHE IpaBaMH JIOCTYIIA K
pecypcam B OIepalmoOHHbIX cUCcTeMax cemencTBa MS

2.1 Windows. YueTHble 3amucH 1oJjib30BaTeNei u rpym. + +
VYrpasieHne J0CTYIIOM U I100aJIbHBIMU ITapaMeTpaMHu.
OcHOBHBIE CBeJleHUs 00 yueTHbIX 3anucsx rpymnmn. OcHacTka
"JIoKaJIbHBIE MOJIH30BATENN U IpynIbl"

O6paboTtka nH(popMaly Ha pabouuX CTAHLHUAX U

2.2 + +
obecrieueHne ee JOCTYITHOCTH
23 Obecneuenne JOCTYTHOCTH HH(OPMAINK B JTOKAIbHBIX 4 +
CETAX
3 ObecneueHne LEIOCTHOCTH HH(POPMALIUHU C TOMOIIIBIO

IMPOrpaMMHBIX U allllapaTHBIX CPEACTB

Tepmunonorus pe3epBupoBanusi. OnepaTUBHOE U
ABTOHOMHO€ pe3epBUpPOBAaHKE. THUIIBI pe3epBUPOBAHMS. Brbl
3.1 RAID-maccuBoB. Ucxoausie Tumsl RAID-maccuBoB. RAID- + +
KoHTpouTepbl. OCHOBBI pe3epBUPOBAHUS JaHHBIX. BapuaHThI
pe3epBUPOBAHUS JAHHBIX

ObecrnieueHne 11€TOCTHOCTH MPH Nepeaaye HHPOpMAIUH 110
CETSM

3.2

Bec KM, %: | 25 25 25 | 25
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6 cemecTp

IlepeyeHb KOHTPOJIbHBIX MEPONPHUATHII TEKYIIIEr0 KOHTPOJS YCIIeBAeMOCTH 110 JHCIUILIHHE:
KM-1 Kontpoasnoe meponpusitue Ne 2 (KontpoasHas pabora)
KM-2 Konrpoasaoe mepompusrue Ne 6 (KontponsHas padota)
KM-3 Kontpoasnoe meponpusitue Ne 4 (KontpoasHas pabora)
KM-4 KontposbHoe meponpusitue Ne 8 (KontposbHas padoTta)

Buj npome:xyTo4HOI aTTecTalMu — JK3aMeEH.

Nunekc KM- | KM- | KM- | KM-
Howmep Pa3gen nucuuINInHbL KM: 1 2 3 4
paszaena Henens 4 8 12 15
KM:
O6ecneyeHne KOH(UICHITUATEHOCTH JOCTYIA K
1 nH(OPMAIIUN CPECTBAMH ONEPANIMOHHBIX CHCTEM U
10JIb30BATEIBCKUX MTPHIIOKCHUIN
11 Mexaau3mbl obecriedeHrust KOH(PHUIEHITMAIEHOCTH JJOCTYTIA K + +
' nH(pOpMaIlMK Ha YPOBHE ONEPAIIMOHHBIX CUCTEM
19 Mexaau3mbl obecriedeHrust KOH(PHUIEHITMAIEHOCTH JJOCTYTIA K + +
' nH(pOpMallMK Ha YPOBHE MPHUIIOKEHUHN
13 [TporpamMMHO-anmapaTHBIE CPEACTBA KPUITOTPAPUIECKOM + +
' 3aIUTHl THHOPMAITUU
14 O6ecnedyeHne KOHGUISHITUATLHOCTH HHGOopMaryu B IP- + +
' CeTsIx
2 KoMIuiekcHbIe CUCTEMBI 3l Thl HHPOPMAITUN
21 ObecnieueHne aHTUBUPYCHOM 3aIIUTHI HHPOPMAITTOHHBIX + +
' CHCTEM
29 [TpenotBparienue yreuek nuapopmanuu (DLP) u yuer + +
' pabouero BpeMeHU
2.3 CucreMbl 0OHApY>KEHUS U MPEJOTBPAIICHUS BTOPKEHUI + +
3 OcHOBEI Be€0-0€30I1aCHOCTH
3.1 Llenu ataku Ha BeG-pecypcChl PeANpUATUS + +
39 MeTo1bl ¥ MHCTPYMEHTHI 3JI0YMBIIUICHHUKA JIJISI aTaKH Ha + +
' BeO-pecypcChl
3.3 Knaccudukanus ceTeBbIX aTak. + +
Bec KM, %: | 25 25 25 25
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