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HaumenoBanue o0pa3zoBare/ibHOMH NPorpaMmMbl: be30nacHOCThL KOMIIBIOTEPHBIX CHCTEM
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Pabouass nporpaMma QM CHUILIHHBI
TEXHOJIOI'MM 3AHIUTHBI UTHOOPMAILIMOHHBLIX CUCTEM OT

KHUBEPATAK

BJok:

Baok 1 «/Iucuyuniaunbl (MoOxyJam)»

Yacrp 00pa3zoBaTebLHOM
NPOrpaMmblI:

Yacrsb, popmMupyemMas ydyacTHUKAaMHU 00pa30BaTe/IbHbIX OTHOLIEHUI

Ne qucumnInHbI 10 yyeOHOMY
TJIaHY:

b1.4.10

TpyaoeMKOCTh B 3a4eTHBIX
e/IMHHIIAX:

6 cemecTp - 6;

Yacos (Bcero) no yueGHomy
TJIaHY:

216 yacoB

Jlekuuu

6 cemecTp - 28 yaca;

IIpakTnyeckue 3aHATHSA

6 cemectp - 28 yaca;

JlabopaTopHble pa6oThl

6 cemectp - 28 yaca;

Koncynbranumn

6 cemecTp - 16 yacos;

CamocrosiTesibHasi padora

6 cemectp - 111,2 yacos;

B ToM unciae Ha KII/KP

6 cemectp - 10 yacos;

HNnas koHTakTHas padora

6 cemecTp - 4 yaca;

BKJIIOYAS:
KonrpoJsbHas pa6ora

HpOMe)KyTO‘{Haﬂ aTTrecrauus:

3amura KypcoBoii padoThl
IK3aMeH

6 cemectp - 0,4 yaca;
6 cemectp - 0,4 yaca;
Bcero - (0,8 yaca
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1. HEJIN U 3AJAYU OCBOEHUSA JUCHUITJIMHBbI
Ilenb ocBOeHMS TMCHUIIMHBI. OCBOEHUE KOMIIETEHINH, CBA3aHHBIX C U3yYEHHUEM COBPEMEHHOIO
COCTOSIHUSI M aKTyaJIbHOCTH MpobieM kubepOe3omacHocth B Poccunm m mupe. M3yueHue OCHOBHBIX
HaNpaBJICHUH JEATETBHOCTH MO 00ECIeUCHHIO 0€30MacCHOCTH CUCTEMHBIX M MPUKIIAJAHBIX MPOTPAMMHBIX
MIPOJIYKTOB, a TAKXKE Web-TIpUIIOKeHUH 1 pecypcoB cetu "MuTepHeT" 0T Knbepyrpos
3agaum QU CHUIIITHHbBI
- OCHOBaHHE MPUHIIUIIOB aIMUHUCTPUPOBAHUS MPOTPAaMMHO-ANIaAPATHBIX CPEJCTB 3AIUTHI
UH(POPMALIMU B KOMITBIOTEPHBIX CETSAX IS 3alIMTHI OT KuOepaTak Ha MHPOPMAITUOHHBIE CHCTEMBI;
- 00yueHue pa3zpaboTke TpeOOBAHUN K CUCTEME 3aIUThl ABTOMAaTU3UPOBAHHBIX CUCTEM U
UH(POPMALIMOHHBIX PECYpPCOB KOMITAHUU OT KHOepaTax;
- IpHOOpETEeHNE HABBIKOB 10 HACTPOUKE U aIMUHUCTPUPOBAHUIO CPEJICTB 3aIIUTHI OT KHOEepaTak
Ha UH(OPMAIIMOHHBIE PECYPCHI XO3SIMCTBYIOMIETO CYOBEKTA.

dopmupyembie y 00y4aromerocss KOMIeTeHIUH 1 3aIUIaHUPOBAaHHbBIC Pe3y/IbTaThl 00y4eHUsl 110
JUCLHUIUIMHE, COOTHECEHHBIE C MHAMKATOPAMH A0CTHKEHHs KOMIIETEHIMI ;

KOI[ U HAMMEHOBaHUC KOI{ U HAMUMECHOBAaHUC 3al'lJIaHI/Ip0BaHHI)Ie pe3yJabTaThl oﬁyqemm
KOMIIETEeHL MU HHAUKATOPA JOCTUKEHUsI
KOMIICTCHIIUU
[IK-3 Cniocoben [1K-3.2nk-3 AnmuancTpupyer | 3HATh.
aMUHUCTPUPOBATH MIporpaMMHO-arnapaTHhIe - KIaccuuKauio kubepyrpos
CpeJICTBA 3aILHUTHI CpeZICTBA 3aIUThI MH(pOPMALMOHHON 6€30I1aCHOCTH B
I/IH(I)OpMaLII/II/I B I/IHq)OpMaHI/H/I B COOTBETCTBUH HOPMATHBHBIMU
KOMITBIOTEPHBIX CUCTEMAX U | KOMIIBIOTEPHBIX CETAX AOKYMCHTAMHU PCTYIIATOPOB,
CeTSIX - TUTIOBBIC AJITOPUTMBI aTaKH U

MEXaHHM3MBI 3alUTHI OT KHOepaTak Ha
MH(OPMAaLIOHHBIE CUCTEMBI;

- IPOTPaMMHBIE U IPOrPAMMHO-
annapaTHbIe CPEICTBA 3AIUThHI
KOMIIBIOTEPHBIX CUCTEM OT KHOepaTax.

YMETh:
- IPOBOJUTH aHATU3 YIrpo3 0€3011aCHOCTU
MH(POPMALIMOHHBIX CHCTEM B
COOTBETCTBUU C MEXKIYHAPOJHBIMU U
OTEYEeCTBEHHBIMU 0a3aMU TaHHBIX
YS3BUMOCTEM;

- IPUMEHATh KOMIUIEKCHBIE TIPOTPAMMHBIE
pelieHus 1 TECTUPOBaHUS,
OoOHapy>KeHHsI U JIMKBUJIALMHA KHOepyrpo3
B MH(OPMALIMOHHBIX CHCTEMAX;

- pa3pabaThIBaTh PEKOMEHIAILUH T10
MIPUMEHEHHUIO TPOTPAMMHBIX U
IIPOrpaMMHO-aINAPAaTHBIX PEIIEHUH 1S
3aILUThl CUCTEMHBIX U MPUKIIATHBIX
IPOTPaMMHBIX IPOIYKTOB, a TaKXke web-
MIPUJIOKEHUH U pecypcoB cetH "MHTepHeT"
0T KHbepyrpos.




2. MECTO JUCIUILINHBI B CTPYKTYPE OBPA30OBATEJBHOM ITIPOT'PAMMBI BO

JluctumiimHa OTHOCHUTCS K OCHOBHOW TPO(eCCHOHANbHOW 00pa3oBaTeNbHOW IMpOrpaMMme
be3onacHocth kommbrloTepHbIX cuctem (mainee — OIIOIN), nampaBnenus moaroroku 10.03.01
Nudopmannonnas 6e30macHOCTh, ypOBEHb 00pa30BaHUS: BBICIIEE 00pa30BaHueE - OaKanaBpuar.

baszupyercs Ha ypoBHE cpeiHET0 0011ero 00pa3oBaHMUsl.

PesynbTarel 00yueHus1, MOTYYCHHBIE IPU OCBOCHUU JTUCHUTUIHHBI, HEOOXOIUMBI IPU BBIMTOJTHEHUN
BBIMTYCKHOM KBaTU(UKALMOHHON PadOTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OOm1ast TpyI0EMKOCTh JUCIUILIHBI COCTABISAET 6 3aUETHBIX eUHUIL, 216 gacos.

Paznensl/TeMbl

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

m
S = | =
Ne JUCTIATUTHHBL/ (pOpMBI § % § KonrakrHas pabora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/1 IIPOMEKYTOIHOM o &| 3 Koncyubranms NKP PaGora s | LOATOTOBKA K METONYECKUE yKa3aHMUs
ATTECTALHH 8 g | © |Jlex | Jlab | Ip KIIP - VIKKI | TK A cemectpe | ATTECTALMH
/M P /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OCHOBBI 3aIINTHI 22 6 4 4 4 - - - - - 10 - Iloozomogka doxnada, gvicmynienus:
UH(OPMALMOHHBIX 3amaHue CBS3aHO C YrIyOJIeHHBIM H3yYeHHEM
CHCTEM OT KHOepaTak pa3aesoB AUCUUILIMHBI U CAMOCTOSTEIbHBIM
1.1 | BsencHwue B 3amUTY OT 11 2 2 2 - - - - - 5 - MOUCKOM MaTEPHUAIIOB [UIS PACKPBITHS TEMBI
Kkubeparax JoKJIaza. MaTepuasbl BBIIOJHEHHON paboTh
1.2 Mopgens yrpo3 u 11 2 2 2 - - - - - 5 - NPEACTABIIAIOTCS B 3JICKTPOHHOM BHJIE UJIN B

MOJICJTb HAPYIIUTEIS
nHpopMaMOHHOH
6e30macHOCTH B
THUITOBBIX
nH(pOpMaMOHHBIX
cucreMax

(opMe pacriedaTaHHbIX PE3eHTAHOHHBIX
caiiioB. B kauecTBe T€M NOKIAA0B CTyIEHTaM
IIpeUIaraloTCs CIeyIoIe BApHAHTHI:
Ilodzomoska Kypcosoit padomul: Kypcopas
paboTa npezacTaBiIeHa B BHJE KPYITHOM 3a1aun
o yueOHOMY Keiicy, OXBaThIBAIOMICH
HECKOJIBKO PACUYETHBIX BOIIPOCOB M BBIOOD
BapuaHTa IIPOEKTHOTO pemenus. [Ipumep
3a7aHus:

I10020mo6Ka K npaKmu4eckum 3aHAMUAM:
Wzyuenne maTepuana mo paszaeny "OCHOBBI
3aIIUThl HHPOPMALMOHHBIX CUCTEM OT
kubepatak" MoAroTOBKA K BBITIOJTHEHUIO
3aJaHUi Ha MPAKTUYECKUX 3aHATHIX
Camocmoamenvroe usyuenue
meopemuyuecko20 mamepuana: Vzyuenue
JIOTIOJTHUTEBHOTO MaTepHaa o pa3jieiny
"OCHOBBI 3aIIUTH HHPOPMAIIMOHHBIX CHCTEM
ot kubeparak”

H3yuenue mamepuanog 1umepamypHsix
UCMOUHUKOB:

[3], 21-51




[4], 5-89

2 CrpykTypa KubepaTaku 65 12 12 | 12 29 Iloozomoeka doknada, eblcmynieHuA:

Ha HH)OPMAITMOHHYIO 3amaHue CBSA3aHO C YIIyOIeHHBIM H3YICHUEM
cucreMy o0beKTa pa3/iesioB AUCIMIUIMHBI X CAMOCTOSITEIbHBIM
nHpopmaTuzaumu MIOUCKOM MaTEpHaJIOB JUIsl PACKPBITHS TEMBI

2.1 Artaku Ha 15 4 2 4 5 JI0KJIaaa. MaTepuaibl BBIOJIHEHHOH paboThI
KOpHOpPaTHBHBIE MIPE/ICTABISIFOTCS B QJIEKTPOHHOM BHZIE HIIH B
nH(OpMaLMOHHbIE (opMe pacriedaTaHHbIX PE3EHTAHOHHBIX
CHCTEMBI KOMITaHUH cnaiifioB. B xauecTBe TeM JOKIaNOB CTyI€HTaM
(KHC) NIPEAJIAraoTCs CAEAyOIINE BAPUAHThI:
2.2 ATaku Ha 12 2 2 2 6 Ilodzomoeka Kypcosoit padomui: Kypcoas
TIPOMBIIIJICHHBIE paborta npeacTaBiIeHa B BUAE KPYITHOHN 3a1a9u
npennpustas (ACY 10 y4eOHOMY KelCy, OXBaThIBAIOIIEH
TII) HECKOJIBKO PACUYETHBIX BOIIPOCOB M BBIOOD
2.3 OO0HapyXeHHE aTak Ha 12 2 2 2 6 BapuaHTa MpPOeKTHOro peweHus. [Ipumep
nucC 3aJlaHusA:
2.4 Ataky Ha UC. 12 2 2 2 6 I10020mogKa K npaKmuu4ecKum 3aHAMuAM:
DoS/DDoS Nzyyenne matepuana no pazaeny "Ctpykrypa
25 Ataxu xa VIC. 14 2 4 2 6 KkubOepaTaky Ha HHOOPMALMOHHYIO CUCTEMY
ConnanbHas o0ObekTa nHpopMaTuzayu" HOATOTOBKA K
MHKCHEpHUS BBITIOJTHEHHIO 33/1aHUH Ha MPAKTUIECKUX
3aHATHAX
Camocmoamenvhoe usyuenue
meopemuyueckozo mamepuana: Vzyaenne
JIOTIOJTHUTENBHOTO MaTepHaia o paszierny
"CtpykTypa KubepaTaky Ha HH(QOPMAIIHOHHYIO
cucreMy o0BbeKTa nHpOpMaTu3auu'”
H3yuenue mamepuanog 1umepamypHbix
UCMOYHUKOG:
[1], 33-94
[2], 489-513
[4],117-184
3 Crpykrypa kubeparaku | 64.7 12 12 | 12 28.7 IToozomoska doknada, gvicmynienus:
Ha BeO-TIPUIIOKEHUS 1 3ajaHue CBSI3aHO C YIIIyOJICHHBIM H3yYeHUEM
pecypchl ceTn pasesIoB AUCIMIUINHBL U CAMOCTOSI TEIbHBIM
"UnTeprer” IIOMCKOM MAaT€pHUAJIOB JJIsl PACKPBITHS TEMBI
3.1 BrisBnenue u 15 4 2 4 5 JIoKJIa1a. MaTepuaibl BBIOJTHEHHOH paboThI

skcruryatanus SQL-
WHBEKIHH B

MpeACTaBJIAIOTCA B DJICKTPOHHOM BUAC UJIN B
q)OpMC pacrnecvyaTaHHbIX MPE3CHTAIMOHHBIX

6




MIPUIIOKCHUIX cnaiizioB. B xauecTBe TeM JOKIAIOB CTyIEHTaM
3.2 3ammra BeO- 11 2 2 2 - - 5 - MPEJIaraloTCsl CIEAYIOINE BAPUAHTBI:
MIPWIOKEHUHN OT Ilodzomogxa Kypcosou padomei: Kypcopas
WHDBEKIUN KOMaH]l paboTa mpejcTaBiICHa B BUJIE KPYITHOM 3a1aun
3.3 3amura BeO- 12 2 2 2 - - 6 - o y4eOHOMY Keiicy, OXBaThIBAIOMICH
MPWIOKEHUHN OT aTak HECKOJIBKO PAaCUETHBIX BOIIPOCOB M BBIOOD
tuna XSS BapUaHTa IPOEKTHOro pemenus. [Ipumep
3.4 Mepsl 12 2 2 2 - - 6 - 3aJaHus:
MIPeI0TBPALLCHUS Ilo0z0mo6Ka K NPAKMUYECKUM 3AHAMUAM:
stored u reflected XSS. Wzyuenne matepuana mo pasaeny "Crtpykrypa
CSRF. SSRF. KnOepaTaky Ha BEO-TIPHIIOKEHUS U PECYPChI
35 [IpuMeHeHue moaxoaa 14.7 2 4 2 - - 6.7 - cetd "UHTEpHET"" MOATOTOBKA K BBHIIIOJHEHHUIO
DevSecOps B 3aJaHUl Ha MIPAKTUICCKUAX 3aHATUIX
COBPEMCHHBIX CamocmoamensHoe usyuenue
CHUCTEMAX pagpa60T}(H meopemuuecKo2o mamepuaia. I/ISy‘IeHI/Ie
IIPOTrpaMMHOI0 JONOJIHUTEJIBHOTO MaT€puasia 1o pasaciy
obecrieyeHns "CTpykTypa KuOepaTaky Ha BEO-TIPUIOKEHUS U
pecypcesl cetu "MHTEpHET"
H3yuenue mamepuanog 1umepamypHsix
UCHIOUHUKOB:
[4], 241-375
OKk3aMeH 35.9 - - - - 0.4 - 335
Kypcosas pabota (KP) 28.4 - - - 14 0.4 10 -
Bcero 3a cemectp 216.0 28 28 28 14 0.8 7.7 335
Hroro 3a cemecTp 216.0 28 28 28 16 4 0.8 111.2

IIpumeuanue: Jlex — nexuuu; JIab — naboparopHsie padboTsl; [Ip — npaktuueckue 3ausatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoektam/padoram; MKKII — naanBuyanbHble KOHCYIbTAlMU 0 KYpCOBBIM MpoekTam/padoram; ['K- rpymnnoBsie KOHCYIbTAlUU 110 pa3aeaam
mucuuruinHel; CP — camocrostenbHas paborta crynenTa; UKP — unas konraktHas padora; TK — Texymmii KoHTpodb; [TA — npomexyrouHas
aTTecTanus




3.2 KpaTkoe coaep:kaHue pa3ieaoB
1. OcHosbi 3auumol UHGOPMAUUOHHBIX CUCEM Om Kubepamax

1.1. BBenenue B 3amuTy OT KHOEpaTak

[TonaTne araku Ha KoMIbloTepHble cucteMbl. Kiaccudukauus ys3Bumoctedl u kubepaTak.
[Tpumeprl arak Ha KoMmmbloTepHble cuctembl. baza ganusix CVE u CWE. PerpocnexrtuBa
kubepuHIMIeHTOB B Poccum m mupe.  OnucaHue pealbHBIX peanu3auuil kuOeparak 3a
npeecTByomuid ro. BBoanas uHpoOpMaius mo TemMam npeAcTosmux aoknanos: WannaCry,
Stuxnet, NonPetya, Mirai, BEC, Zeus, Lazarus (araku rpynmupoBku), Industroyer, Cobalt, Dark
Hotel, Turla (aTaxu rpynnupoBku), DarkVishnya, KoffeyMaker u gpyras tema mpokiana Ha BEIOOp
CTyZAEHTa (10 COIIACOBAHMIO C IIPENOJaBaTEIeM).

1.2. Moaens yrpo3 U MoJIeib HAPYIIUTEINs HH(HOPMAIIMOHHON OE30IMaCHOCTH B TUTTOBBIX
MH()OPMAIIMOHHBIX CUCTEMAx

Mognens yrpo3 ®CTOKa Poccun. Llenu 3noymbiniennrnka. Kpanugukanys 3710yMbIIUIEHHUKA.
OCHOBHOW HMHCTPYMEHTapHH. BBoanas uH(opManus Mo TeMaM MpPeICTOSALIMX JIOKJIAJIOB:
CO3aHME MOJENM HApyIIUTENAs Ha KOHKPETHBIX TPUMEpPE THIIOBOW  KOPIOPATUBHOU

UH(GPACTPYKTYPBHL..

2. Cmpykmypa Ku6epamai<u Ha qu)ODMCluMOHHVIO cucmemy obvexma qubopmamus’auuu

2.1. Araku Ha KopriopatuBHble HHGOpMaImonHble cucteMbl koMmnanuit (KHUC)

Tunosas crpykrypa KMC ¢ Ttouku 3penust 6e3onacHoctu. [Ipumepsr atak Ha KHUC. Tunossie
3anuTHBIe Mepbl OT kubOepatak Ha KMC. Bpoanas uHdopMmamuss mo TemaM MPEACTOSIINX
JOKJIQJIOB: C YY€TOM CO3JaHHOW MOJETH HapYyLIMTEIs MOA00paTh NMEepeueHb 3alIMTHBIX Mep U
000CHOBATH €ro..

2.2. Araku Ha mpoMmbinieHHsle npeanpuarus (ACY TII)

TunoBas crpykrypa ACY TII ¢ Touku 3penust 6ezomacHoctu. [Ipumeps! atak Ha ACY TII.
Tunosble 3amUTHBIE Mepbl.  BBomHas wuHQopmanus Mo TemMaM MNPEACTOSANIMX JOKJIAIO0B:
Pa3zpaGorka 3ammtHeIx Mep ans mnpeanpustus ACY TII Ha ocHOBe cO3JaHHON Mojenu
Hapymurens. Paznuuus ACY TII u kopnopatusHoii UC..

2.3. O6napyxenue arak Ha 1IC

Texnonorust ananuza atak Ha MC. Metoasl oOHapyxeHUs aTak (MPU3HAKK KOMIIPOMETALUU
cucreM). CpencrBa oOHapyxkeHMs arTak (cucTeMbl OOHapyKeHHs BTOp)KeHui).  BBonHas
uHpOpPMALKS IO TEMaM TMPEICTOSIINX TOKIanoB: [loapoOHbI pa3dop TEXHOIOTHHN aHAIHM3a aTak
(9Tamel, HeoOXoMUMAas HHPOPMAIIHS, CPEICTBA U T.11.).

2.4. Araku Ha UC. DoS/DDoS

[Tonsstue DoS/DDoS ataku, UX O0COOEHHOCTb. TexXHOJOorus oOHapyXeHus aTaku. MeToabl H
cpeactBa 3amuThl or DDoS. BBomnas wuwHbopMamms 1o TemMaMm MPEACTOSANINX JOKIAI0B:
JletanbHbIi pa360op METOAOB U CpesICTB OOHApYk eHUs U 3amuThl oT DoS/DDoS atak.

2.5. Araku Ha UC. ConnanbHas HHXKEHepus

[TonsTHE colMaNbHONW WH)KEHEpUHU, NMpUMeEpbl. TeXHOIOTHsl OOHapyXeHHs aTaku. MeTonabl H
CpEICTBa 3alIUTHl OT COIMAbHON HMHXeHepuu. BBoaHas mHpopManus Mo TeMaM MPeaCTOSIIUX
noknanoB:  IlogpoOHOe M3ydeHHE METO/A0B COLUATbHOW MH)KEHEpUH ((HUILUHT, TPETEeKCTUHT U

T.J.).



3. Cmpyxkmypa kubepamaxu Ha eeb-npuiodcenus u pecypceol cemu "Humepnem"”

3.1. BoisBnenue u skcrryaranus SQL-MHBEKIMN B IPUIIOKEHUSIX
[Ipuurnabl BO3HUKHOBEHHS SQL-uHbekuuii. TeXHUKH, NpUMEHSEMbIE MPU SKCIUTyaTalluu
SQLunbexuuit. [Ipouecc odHapyxenus u skcruryarauuu SQL-uHbeKIuni.

3.2. 3amuTa BeO-PHIIOKEHUH OT HHBEKIIMH KOMaH ]
XapakTepucTuka OCHOB BHEJIPEHHUS OMAacHBIX KoMaHA. MeToasl OOHapyXeHUs BHEAPECHUS
onacHbix koMaua. OWASP CheatSheet.

3.3. 3amuTa BeO-npuIIoKeHUH oT atak Tumna XSS
O6mee morstre XSS. Buner XSS. Konrekcrs! Beimonaennss. Common Weakness Enumeration.

3.4. Meps! npenotspanienus stored u reflected XSS. CSRF. SSRF.
Mepsr npenotepainerus stored u reflected XSS. Mepsi npenotsparienust DOM-based XSS.
Hcnonws3oBanue CSP..

3.5. [Ipumenenne noaxonaa DevSecOps B COBpeMEHHBIX CUCTEMAaX pa3padOTKH MPOTPAaMMHOTO
oOecrnieueHus
[Tonsitue DevSecOps. Opranuzanus asz3unra ucxogHoro koga. CpaBHeHne HeKOTOpbIX SCA.

3.3. TeMbl NIPaKTHYECKUX 3aHATHH
1. 1 Beenenue B 3alIMTY OT KUOEparak;
2. 2 Mopenb yrpo3 v MOJIEINb HapyImHuTes st HHQOPMAIIMOHHON 0€301aCHOCTH B THITOBBIX
MH(OPMALIMOHHBIX CHCTEMAX;
3. 3 ATtaku Ha KopriopatuBHbIe HHpopManroHHbIe cucteMbl komnanuii (K1C);
4. 4 Araku Ha npomblnuieHHbIe peanpusatus (ACY TII);
5. 5 Obnapyxenue atak Ha UC;
6. 6 Ataxu Ha IC. DoS/DDoS;
7.7 Araku Ha UC. ConnanbHas HHKEHEpUs;
8. 8 BrusiBnenue u sxcruryarauus SQL-MHBEKINIA B IPUTTIOKEHUSIX;
9. 9 3amuTa BEO-IPIIIOKECHHI OT HHBEKIIUNA KOMaHT,
10. 10 3amura BeO-pUIIOKEHHH OT aTak Tumna XSS;
11. 11 Meps! npenotBpamienus stored u reflected XSS. CSRF. SSRF.;
12. 12 Ilpumenenue noaxona DevSecOps B COBpeMEHHBIX CUCTEMAaX pa3pabOTKU
MIPOrpaMMHOTO 00eCTIeUeHU .

3.4. Tembl 1a60paTOPHBIX PadoT
1. 1. MccnenoBanue cepBUCOB ysA3BUMOW BUPTYallbHOW MaIIuHbI ¢ mpuMeHeHneM CVE;
2. 2. O3HaKOMJIEHUE C OCHOBHBIM MHCTPYMEHTapHEM 3JI0yMbIIIJIEHHUKa Ha npuMmepe Kali
Linux;
3. 3. Uzyuenue Bo3MoxkHOCTeH npumeHeHunst uHctpyMenTa Responder B OC Kali Linux st
BBITOJIHEHUS! aTaKU YEJIOBEK-TIOCEPEANHE B OTHOLIEHUH METO/I0B ayTeHTU(UKAIIUH B
Windows;
4. 4. Ycranoska u Hactpoiika IDS/IPS-cucremsl Suricata u ELK;
5. 5. Apmunuctpupoanue IDS/IPS-cucrembl Snort B 11esIX MpOTUBOAECHCTBUS KMOEpaTakam
Ha aBTOMAaTU3HPOBAHHYIO CUCTEMY;
6. 6. 3HAKOMCTBO C MHCTPYMEHTaMH COollMaibHON MHXeHepuu Ha npumepe SET;
7. 7. llpenoTBpallieHHe aTak, cBA3aHHBIX ¢ SQL-uHbeKIMIMY;
8. 8. IIpenoTBpalieHue aTak, CBI3aHHBIX C UHbEKIMSIMUA KOMaH/T;



9. 9. IlpenoTBpanieHue atak, cBsizaHHbIX ¢ XSS. Yactsb 1;

10. 10. IIpenoTBpanieHue atak, cBa3anHbix ¢ XSS. Yacts 1;

11. 11. IlpenotBpaiienue atak, cBazanubix ¢ CSRF;

12. 12. IlpenotBpamenue Path/Directory Traversal u Open Redirect;

13. 13. IIpenoTBparieHue BCTpanBaHus BeO-TIPUIIOKEHUS B iframe Ha caiiTax
3JIOYMBILIJICHHUKA.

3.5 Koncyabranumn

HUnousuoyanvuovie KoHcyIbmauuy no Kypcogomy npoemy /pabome (MKKII)

1. Koncynpranmmu mpoBoasaTcs mo pasieny "OCHOBBI 3alUThl HHPOPMALMOHHBIX CHCTEM OT
kubOeparak"
2. Koncynpranuu npoBoasrcs mo pasaeny "CrpykTypa kubepaTakd Ha HH(QOPMAIIMOHHYIO
cucteMy o0bekTa nHpopmaTuzamumn"
3. Koncynpramuu npoBoasaTcs no pasaeny "CTpykrypa KuOepaTakd Ha BeO-TIPHIIOKEHUS U
pecypcesl cetn "Untepuer""
Texywuii konmpons (TK)

1. KoxcynpTanuu HamnpaBjeHbl Ha MOJyYEHHE MHAWBUIYAIBHOTO 3a/laHUs JUIsl BHIIOJHEHUS
KOHTPOJIBHBIX MEPONPHUATHI 10 pa3aeny "OCHOBBI 3alIUThl HHPOPMAIIMOHHBIX CHCTEM OT
kuoOeparak"

2. KoHcynpranuu HampaBieHbl HA MOJyYSeHHE WHAWBUIYAIBHOTO 3a/JaHUS JIJIsl BHIIOJTHEHHUS
KOHTPOJIbHBIX Mepompuatuil no paszgeny "Crpykrypa kubepaTaku Ha MH()OPMAIMOHHYIO
cucreMy o0beKkTa nHpopMaTu3anuu"

3. Koncynpranuu HampapieHbl Ha MOJIy4€HHE WHIMBHYaIbHOIO 3aJaHUs JJIS BBIITOJIHEHHS
KOHTPOJIBHBIX MEpONpUsATH 1o pasaeny "CTpykTypa KuOepaTaky Ha BEO-TIPUIIOKEHUS H
pecypcesl cetn "Untepuer""

3.6 TemaTuka KypcoBBIX MPOEKTOB/KYPCOBBIX padoT

6 Cemectp
Kypcogas pa6ota (KP)
Tewmsr:
- 10cobenHocTH peanu3anuu 3aUTHBIX Mep oT kubdepatak anst ACY TII na oovexrax KUU
2 AHanu3 MeToJI0B OOHapy>KEHHs U Pe0TBpalLleHus MexcaiToBoi nmoaaenku 3anpoca (CSRF) u
Mo/IeNKK 3ampoca Ha ctopoHe cepepa (SSRF) 3 Ananus ocobennocreit ucnonb3zoBanus WAF st
oOHapy>keHHsI ¥ OJIOKMPOBAHNUS CETEBBIX aTak Ha BeO-NpUiIokKeHns 4 AHaNIN3 MOCIe10BaTeIbHOCTH
paboT 1Mo oOHAPYKEHHIO U TIPEIOTBPAICHUIO KHOepaTak ¢ UCIIOIh30BaHUEM MEXaHU3Ma
"BeINoNIHEHHE" (execution) SAHaANIN3 MTOCIEI0BATEILHOCTH PadoT 0 OOHAPYKEHUIO U
IpeIOTBpALEHUIO KuOepaTak ¢ UCIOIb30BaHUEM MexaHu3Ma "Bo3zeiicTBue" (impact) 6 Ananus
MOCJIEI0BATENBHOCTH PA0OT MO OOHAPYKEHUIO U PEAOTBPALIEHNIO KHOepaTak ¢ UCIOIb30BAHUEM
MexaHu3Ma "HadanbHOro noctryna (initial access) 7AHanu3 nmocienoBaTeNbHOCTH paboT 1Mo
OOHapy>KEHHIO U MPEJOTBPALICHUIO KMOepaTak ¢ UCIOIb30BAHUEM MeXaHu3Ma 00X 01 3aIuTh"
(defense evasion) 8 AHaKM3 MOCIEI0BATENBHOCTH paOOT MO OOHAPYKEHHUIO U MPEAOTBPAIIECHUIO
KrbepaTak ¢ UCIOJIb30BAaHUEM MEXaHH3Ma "mepeMeleHus BHyTpu nepumerpa" (lateral movement)
9AHanu3 nocnea0BaTeIbHOCTH padOT MO0 0OHAPYKEHUIO U MPEAOTBPAIICHUIO KHOepaTak ¢
UCIIOJIb30BaHUEM MeXaHu3Ma "noBblieHue npusuieruit” (privilege escalation) 10Ananus
MOCJIEIOBATEILHOCTH padOT MO OOHAPYKEHHIO U TIPEIOTBPAIICHUIO KHOEepaTaK ¢ UCTIOIb30BaHHEM
MexaHu3Ma "ToydyeHus yueTHbIX 1aHHbIX" (credential access) 11AHanu3 nocnenoBaTeIbHOCTH
paboT 1Mo OOHAPYKEHUIO U TIPEIOTBPAIICHHIIO KuOepaTak ¢ NCIOIh30BaHUEM MEXaHNU3Ma
"pazenku" (discovery) 12AHanu3 nociea0BaTeNbHOCTH paboT 10 0OHAPYKEHUIO U
MpeIOTBpaLIeHUIO KnbepaTak ¢ UCIOIb30BaHHEM MexaHu3Ma ""cOopa nanHbIX" (collection)
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13 AHanu3 mocaea0BaTeIbHOCTH PaboT 10 OOHAPYKEHUIO M MPEJOTBPAIICHUIO KHOepaTaK ¢
UCIIOJIb30BaHUEM MeXaHu3Ma "yrpaBiieHue U KOHTpoib" (command and control) 14Ananu3
MOCIIEI0BATEIHLHOCTH paboT M0 0OHAPYKEHUIO U MPEJOTBPALICHUIO KHOEepaTaK ¢ UCIOIb30BaHHEM
Mexanu3ma "dxchunbTpanus qanaeix " (exfiltration) 15 AHanu3 mocnea0BaTeIbHOCTH padoOT O
0oOHapyXEeHHIO U MPEA0TBPAIlEHNI0 KHOepaTak ¢ UCII0JIb30BaHUEM MeXaHu3Ma "3akperuieHue"”
(persistence) 16 AHanu3 mociae10BaTEIbHOCTH PA0OT MO MPEAOTBPALICHUIO KHOepaTak ¢
HCITONIb30BaHueM MexaHu3ma "dukcanuu ceccun” (session fixation) 17 AHanu3 npeuMyIiecTB
MCIIOJIb30BaHUsI MEXKCETEBBIX dKpaHoB HOBOTO nokonenust (NGFW, next-generation firewall) o
CPaBHEHMIO C MEXKCETEBBIMU IKPAaHAMHU MPEAbIAYIINX MOKOJIeHUH 18 AHAIN3 COOTHOLICHUS
TpeOOBaHUH 1O 3aIUIIEHHOCTH IPOrPAMMHOT0 00eCIieYeHus OT KHOepaTak K yPOBHIO JJOBEPHS
19U cnionp30BaHKe CKAaHEPOB YSA3BUMOCTEH JJIs 3aIIMTHI OT KuOeparak 20/ crionp3oBanue
texHonorun SD-WAN security [uist mpeaoTBpaiieHus kubeparak Ha IpuMepe BUPTYAIbLHOTO
mapmpytuzaropa Cisco CSR1000v 21Metoapl 00HApYKEHHSI M IPEIOTBPAILICHHUS] MEKCAUTOBOM
noanenku 3anpoca (CSRF) u noanenku 3anpoca Ha ctopoHe cepepa (SSRF) 220pranuzarus
mpolecca co3anus 6e30macHoi cpenbl yaaaeHHol paboTsl coTpynHukoB 231ocnenoBarenbHOCTD
co3aaHus paboyux MporeccoB B pamkax metononoruu DevSecOps 241Ipumenenne metoa
OUYMCTKHU U SKPAHUPOBAHHUS MOJIb30BATEIBCKUX IaHHBIX MPU PeaTU3alliy 3alIUTHBIX MEP OT
kubeparak 25T Ipumenenne merona nporuBoaeiicteus APT (Advanced Persistent Threats) ipu
OpraHHU3aIiy 3alIUThI OT KuOepaTak Ha MHPOPMAIIMOHHYIO cucTeMy npeanpusatus 26l lpumenenue
MeToAa GUIBTPAUU M SKPAaHUPOBAHUS TTOJIb30BATENILCKUX JAHHBIX MPU peal3alliy 3alIUTHBIX
Mep OT kubepaTak Tuna BHeapenus 27Pa3paboTka anropurma 3amuThl HHOOPMAMOHHONW CUCTEMBbI
IPENIPUATHS OT KuOepaTak ¢ UCIOIb30BAaHUEM CPEICTB OOHAPYKEHUS U NPEAOTBPAILCHUS
Bropxkenuit (IDS/IPS) 28Pa3paboTka 1 BHEAPEHHE MPOTrPaMM MOBBIILIEHUS OCBETOMIECHHOCTH
nepconaina (SAP), HarpaBieHHBIX Ha TPOTUBOICHCTBUE METOaM COIIMAIBHOM UHXKEHEPUHU
29Pa3paboTka ¥ BHEJPEHUE IPOrPAMMHOTO MPOIYyKTa, MPEAHA3HAYEHHOTO ISl TOBBIIICHUS
OCBEJIOMIIEHHOCTH II€pCOHaa OT YIpo3 coluaibHoi nHxeHepuu 30Pa3zpaboTka miana
pearupoBaHus Ha kuOeparaku 31Pa3paboTka pekoMeHAaNN U1 3a1UThl HHGOPMALIMOHHBIX
CUCTEM OT aTaK ¢ IPUMEHEHUEM METOJI0B COLMaIbHON NHXeHepuH 32Pa3paboTka pekoMeHaanui
110 HAaCTPOHKe CUCTeMbl OOHapy>keHHs! BTopxeHui i 3amuThl cereit ACY TII 33Pa3paboTka
pEeKOMEHAALNN MO MOPSIKY BHEAPEHUS M HACTPOUKH CPEACTB OOHAPYKEHUS U MPEIOTBPAIIECHUS
BTOP>KEHUH JUIsl 3aLUTHI OT kuOeparak 34Pa3paboTka peKOMEH Al 0 YCTPaHEHUIO YA3BUMOCTH
dbopmbl aBTOpHU3aLUK B BeO-puitoxkeHnu 35CoBpeMEHHbIE TEXHOJIOTUN U METO/IbI
ayTeHTU(UKaUK B BeO-TpuiiokeHNsIX 36CpaBHUTEIBHBINA aHAIN3 CKAaHEPOB YA3BUMOCTEH st
3amuThl OT kubepatak 37CpaBHUTENBHBIN aHaIN3 CPEACTB OOHAPYKEHUS U IPEIOTBPAILCHUS
BTOP>KEHUH JUIsl 3aLUTHI OT kuOeparak 38DopMupoBaHe peKoMeHAaluil o 06ecrneueHuIo
3alUThl OT TAPT€TUPOBAHHOM aTaku Ha UHPOPMALTMOHHYIO CUCTEMY KOMMEPUYECKOTO MPEITPUSITHSL.
39®opmupoBaHue TpeOOBaHUI K KOMIUIEKCHOM CUCTeMe 3aIUThl HHPOPMALUU OT Kubepartak ¢
HCIIOJIb30BaHUEM CHCTEM OOHApYXEHUs U MpeoTBpalleHus BTopkeHnit 40PopmupoBanne
TpeOOBaHUH 10 MCIIOJIB30BAaHUIO CKAaHEPOB YA3BUMOCTEH /I 3aIUThl Web-TIpuiiokeHuil oT
KubepaTak

I'padguk BbINOJHEHHA KYPCOBOIO IIPOEKTA

Henens 1-4 5-8 9-12 |13-15 | 3auerHas

Pasnen 1,2 3,4 4,5 6,7 3amura
KYpPCOBOTO KYpPCOBOTO
MPOEKTa MPOEKTa

O0BeM 25 25 25 25 -
pasnena, %

Brimonnenusii | 25 50 75 100 -
00BeM
HapacTaIOIIIM
arorom, %
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Howmep paszpena

Pa3znen kypcoBoro npoekra

TuTynbHBIN TUCT

Copnepxanue

BBenenue

[IepBblii pa3nen

Bropoii paznen

3akiIrouyeHue

~NOoO|OARWIN|EF

Cnucok uCnob30BaHHON JTUTEPATYPhI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3amnaHupOBaHHBIC PE3YIbTAThl 00YUCHUS IO TUCITUTUINHE
(B COOTBETCTBHH C pazjaesioM 1)

Konnl
WHJIUKAaTOPOB

Howmep paznena

JTUCIUTIIINHEI (B

COOTBETCTBHUU C
m.3.1)

112 3

O1eHOYHOE CPEICTBO
(TMII 1 HAUMEHOBAHUE)

3HATh:

IMpOrpaMMHBIC U IIPOrpaMMHO-AIIIAPATHBIC CPCACTBA 3allIUTHI KOMIIBIOTCPHBIX
CHUCTEM OT KI/I6epaTaK

I1K-3.2nk-3

Konrtposnbnas
pabora/KoHTponbHOE
meponpusitue Ne 2

KonTponbnas
pabora/KonTponsHoe
MmepornpusaTue Ne 3

Kontponbnas
pabora/KoHTponbsHOE
meponpusitue Ne 6

KoHnTponbHas
paborta/KonTponbHOe
meponpusitue Ne 7

TUITIOBBIC aJITOPUTMBI aTAKHU 1 MEXAaHU3MBI 3allIUTEI OT KI/I6€paTaK Ha
HH(bOpMaHHOHHLIe CHUCTCMBI

I1K-3.2nk-3

Kontponbnas
pabota/KoHTpoabHOe
meponpustue Ne 4

KoHnTponbHas
paborta/KoHTponbHOe
meponpusitue Ne 8

Kiaccuukanuio Kuoepyrpo3 HHGOPMAITMOHHON 0€30MTaCHOCTH B COOTBETCTBUU
HOPMAaTUBHBIMH JIOKYMEHTAMHU PETYISATOPOB

IIK-3.2nk-3

KontponbHas
pabota/KonTponbHoe
MeponpusTue Ne 1

KoHnTponbsHas
pabota/KoHTposnbHOE
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MmeponpusaTue Ne 5

YMmern:

pa3pabarbIBaTh PEKOMEHIAIUH 110 IPUMEHEHHIO MPOrPAMMHBIX U IIPOTPaMMHO-
annapaTHbIX PelIeHUH Ul 3alUThl CHCTEMHBIX M MIPUKJIAIHBIX IPOrPAMMHBIX
MPOAYKTOB, a TAKXKe Web-TIpHIoKeHH U pecypcoB cetu "MHTepHeT" oT
KHOepyrpo3

I1K-3.211k-3

Konrtposnbnas
pabota/KoHTposbHOE
meponpusitue Ne 4

KonTtponbHas
pabora/KonTponsHoe
Mepornpusatre Ne 8

IMPUMCEHATH KOMIUICKCHBIC ITPOrpaMMHBIC pCHICHUA JI1 TCCTUPOBAHMA,
O6Hapy)KCHI/I${ U JUKBU AN KI/I6pr1"p03 B I/IH(bOpMaI_II/IOHHBIX CHUCTCMax

I1K-3.20k-3

Kontponbnas
pabora/KoHTponbHOE
meponpusitue Ne 1

KonTponbHas
pabota/KonTponsHoe
MeponpusaTue Ne 5

IIPOBOJIUTH aHAIN3 YTPo3 6€30MaCHOCTH HHPOPMALIMOHHBIX CUCTEM B
COOTBETCTBUH C MEXAYHAPOAHBIMU U OT€YECTBEHHBIMU 0a3aMU JaHHBIX
YSA3BUMOCTEMN

ITK-3.2nk-3

KonTponbHas
pabota/KonTponsHoe
meponpusitue Ne 2

KoHnTponbHas
paborta/KonTponbHOe
meponpusitue Ne 3

Kontponbhas
pabota/KoHTpoabHOe
meponpusitue Ne 6

KoHnTponbHas
pabota/KonTponbHOe
meponpusitue Ne 7
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4. KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE OLIEHOUYHBIE CPEJCTBA JJIsI
KOHTPO.JISI OCBOEHHUS PE3YJIbTATOB OBYUYEHUSI IO JJUCUUIIIUHE
(TEKYIMI KOHTPOJIb YCIIEBAEMOCTH, IPOMEJKYTOUYHASI ATTECTALIUS
O JUCLIUILJINHE)

4.1. Tekymuii KOHTPOJIb yCIIEBAEMOCTH
6 cemecTp

Dopma peanuzanuu: [TucemenHas padora

. Korrponpaoe meponpusitie Ne 1 (KonTponsHas padoTa)
. Kontponsaoe meponpusrue Ne 2 (KontposabsHas padbota)
. Korrponpaoe meponpusitie Ne 3 (KonTtponpHas padoTa)
. Kontponsaoe meponpusarue Ne 4 (KonrposabHast padbota)
. Korrponpaoe meponpusitie Ne 5 (KonTtponpHas padota)
. Konrponsnoe meponpusarue Ne 6 (Kontponsnas pabota)
. KorrponpHoe meponpusitie Ne 7 (KonTponpHas paboTa)
. Koutponbaoe meponpusitue Ne 8 (KonrtponsHas padota)

01N DN B W —

bamibHO-peNTHHIOBasA CTPYKTYpa AUCLUILINHEI SBIISETCS MPUIOKEHUEM A.
bamibHO-pedTHHTOBasA CTPYKTYpa KypcoBOil paboThI SBIIETCS IpUII0KeHUEM b.

4.2 Ilpome:xyTOYHAS aTTeCTALUS 110 JUCHUIINHE
xzamen (Cemecmp Nob)

Kypcosas paboma (KP) (Cemecmp Nob)
PesynbTar paboThl B CEMECTpE OLICHUBACTCSA C YYETOM BBIMOJIHEHUS CPOKOB IMO3TAITHOW CIauu
pa3zeNioB KypcoBOW pabOTHI, MOCEMICHUS KOHCYIbTAIMM, a TaKKe MPAaBUILHOCTH H3JI0KCHHBIX B
KypCOBO# paboTe TEOPETUUYECKOTO U MPAKTUIECKOTO aCMIEKTOB TEMBI paOOThHI

IIpumeuanue: OrieHOYHBIE MaTEpUAbI IO AUCHUILIMHE MPUBEIEHBI B (DOH/IE OLICHOYHBIX
matepuanos OITOII.

5. YYHEBHO-METOANYECKOE OBECIHEYEHUE JUCIHUITJINHBI

5.1 IleyaTHbIe U YJIEKTPOHHbIE HU3IAHNS

1. KuGepOe3zonacHocTh IUGPOBOI UHIYCTPUH : TEOPUS U MPAKTHKA (PYHKIIMOHATBHON
ycroitunBoctH Kk kubeparakam / 1. I1. 3erxna, E. b. Anekcanaposa, M. O. Kanunus, [u ap.] ; pea.
J. II. 3erxna . — Mocksa : ['opsiuas JIunus-Tenekom, 2020 . — 560 c. - ABTOpbI yKa3aHbl Ha
obopore TuT. 1. - ISBN 978-5-9912-0827-7 .;

2. benoyc, A. N. Kubep6e3zonacHOCTh 00BEKTOB TOIUIMBHO-IPHEPIE€TUUECKOTO KOMILIEKCA.
Konuenmuu, metozas! u cpeacrsa odecneuenus / A. U. benoyc . — Mocksa; Bosnorna : Madpa-
Wmxenepust, 2020 . — 644 c. - ISBN 978-5-9729-0512-6 .;

3. YnopaBneHue coObITUIMU HHPOPMAITMOHHOM Oe30macHocTH : yuyebHoe mocodbue / A. C. MUH30B,
O. P. baponos, C. A. Mun308, I1. A. Ocunos, Ham. uccnen. yu-tr "MOU" (HUY"MBU"),
NHXeHepHO-9KOHOMMY. MH-T HallMOHAIbHOIO ucciel. yH-ta "MOU" ; pen. A. 1O. Hesckuii . —
Mocksa : BHUUreocucrem, 2020 . — 110 c. - {5 cTryaeHToB 6akanaBpuaTa, MarucTpaTyphl,
aCIMpPaHTOB M IperoiaBaTelNieil, 3aHuMAaroIIUXCs BOIPOCaMH CO37aHUs dPPEKTUBHBIX CUCTEM
yrpaBJieHUs Knoepoe3omnacHocThio . - ISBN 978-5-8481-0244-4 ;

4. Nuorenec 0., O3kaiis 3.- "KubepOe3omnacHocTh. cTparerus atak 1 00oponsl", M31aTenscTBo:
"IIMK Ilpecc", Mockaa, 2020 - (326 c.)

https://e.lanbook.com/book/131717.
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5.2 JInueH3MoHHOe U CBOOOIHO pacnpocTpaHsieMoe MPOrpaMMHoe odecneyeHue:

1. CHO "IIpomereit";
2. Office;
3. Windows;

4. Maitna BugeokoHdepeHmy;

5. Windows Server;
6. Kali Linux.

5.3 UnTepHeT-pecypchl, BKJIOYAA NPogeccuoHaTIbHbIe 0a3bl JAHHBIX U HH(POPMAITUOHHO-

CIIPaBOYHBIC CUCTEMBI:

1. 9BC Jlaub - https://e.lanbook.com/
2. 9BC "YHuBepcurerckas 6u0J1M0TEKA OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red
3. Hayunasi 3siekTpoHHasi oubauoreka - https://elibrary.ru/
4. ba3za nannbix Web of Science - http://webofscience.com/

5. ba3za nannbix Scopus - http://www.scopus.com

6. 9BC "Koncyabrant cryaenra' - http://www.studentlibrary.ru/

7. Kypnaa Science - https://www.sciencemag.org/

8. DnexkTponnas oudmorexka MOU (36 MIMU) - http://elib.mpei.ru/login.php
9. Unopmanmonno-cnpaBounas cucrema «Koxexc/TexakenepT» - Http:\\proinfosoft.ru;

http://docs.cntd.ru/

10. HauuoHabHBII MOPTAaJI OHJIAKH 00yueHusi «OTKpbITOE 06pa3oBanue» - https://openedu.ru
11. OTkpbiTas ynuBepcuterckas nngpopmaunonnas cucrema «POCCHS» -

https://uisrussia.msu.ru

12. ®enepaibHblii moprai "Poccuiickoe oopazoanue" - http://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUITJIMHBI

Tun nomeneHust Homep aynuropumn, OcHamenune
HaAaMMEHOBaHUEC
VYueOHbIe ayAUTOPUH IS H-204, Yuebnas MapTa co CKaMbe, CTOJI MPENoIaBaTes, CTyJI,
MIPOBEACHUS JICKIIMOHHBIX ayAUTOPHUS TpuOyHa, T0CKa MeNoBasi, KOJIOHKH 3BYKOBBIE,

3aHATUI U TEKYIIETO
KOHTPOJIA

MYJIbTUMEANMHBIN IPOEKTOP, IKPaH

K-601, YueOHnas
ayIuTOpus

mapTa co CKaMbei, CTOJI TIPenoJaBaTeds, CTYI,
TpuOyHa, T0CKa MeJIoBast, MyJIbTUMEIUHHBIN
MIPOEKTOP, IKPaH

VYyeOHble ayAUTOPUH IS

M-511, YueOHas

napra, CTOJ nmpeuoaaBareiisd, CTyJl, OCKa

MIPOBEACHUS ayJuTopus MeJoBast
MPaKTUYECKUX 3aHATUH,
KP u KII
Y4eOHble ayAUTOpUH TSI M-511, YueGnas napTa, CTOJ NpernojaBaTes, CTyl, 10CKa
MIPOBEACHUS ayJIuTopus MeJoBast
MIPOMEKYTOUHOMU 2K-120, MamuHHbIH cepBep, KOHAULMOHED
aTTecTauuu 3as1 UBI]
[Tomemenus ans HTB-303, CTOJI KOMIIBIOTEPHBII, CTYJI, CTOJ
CaMOCTOSATEIILHON PabOThI KomnbrorepHbIit MMMCHbMEHHBIHN, BEIIaIKa I OJICKIEL,

YUTaIbHBIN 3aJ1

KOMIIBIOTEPHAs CETh C BBIXOAOM B MIHTEpHET,
KOMITBIOTEP MEPCOHAIBHBIN, IPUHTED,
KOHJIULIUOHED

ITomemenus s
KOHCYJIbTUPOBaHUS

A-300, YuebOnas
aynutopus "A"

Kpeciio pabouee, napra, CTeJIaxk, CTOJ
npernoJiaBaTess, CToa yueOHbI|, cTyl, TpuOyHa,
MUKPO(QOH, MYJIbTUMEIUNUHBIN IPOEKTOD,
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9KpaH, J0cKa MapKepHasi, KOJIOHKH,
TEeXHHYECKas anmnaparypa, KOHIULHOHEp,
TEJIEBU30P

[TomerneHus It XpaHESHHSI
o0opynoBaHus U y4eOHOTO
UHBEHTAps

K-202/2, Cxnan
kadeapet BUT

CTeJUIaX JUIsl XpaHEHHs HHBEHTApsI, CTOI,
CTYJ, IWKa( I JOKYMEHTOB, HIKa( JUIs
XpaHEHHsI MHBEHTapsl, TyM0Oa, 3aracHble

KOMILICKTYIOITHE JUIsi 000pYJOBAHUS
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IIpuio:xkenue A

BAJJIBHO-PEUTUHIOBAS CTPYKTYPA JJUCHOUILJIMHBI

TexHonoruun 3al1IUThI I/IH(i)OpMaHI/IOHHBIX CHCTCM OT KI/I6epaTaK

(Ha3BaHME AUCIUILINHBI)

6 cemecTp

IlepeyeHb KOHTPOJIBbHBIX MEPONPHUSITHIT TEKYIIETr0 KOHTPOJS YCIIeBAEMOCTH 110 THCIUTIIHHE:
KonTponsaoe meponpusrue Ne 1 (KonTposbsHas padota)
Kontponbraoe meponpusrue Ne 2 (KonTposibHast pabota)
KonTponsaoe meponpusarue Ne 3 (KonTposibsHas padota)
Kontponbraoe meponpusarue Ne 4 (KontposbHas paborta)
KonTponsaoe meponpusarue Ne 5 (KontposabHas padota)
Kontponbaoe meponpusarue Ne 6 (KontpoiabHas pabota)
Kontponsnoe meponpusrue Ne 7 (Koutposbhas padorta)
Kontponbaoe meponpusarue Ne 8 (KoutposnbsHas pabora)

KM-1
KM-2
KM-3
KM-4
KM-5
KM-6
KM-7
KM-8

Bujx npome:xyTo4HOI aTTecTalmu — JK3aMeH.

Nunexc KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM-
Howmep T — KM: 1 2 3 4 5 6 7 8
pasjena Henens 4 6 8 10 12 14 15
KM:
OCHOBBI 3aLIUThI
1 UH(POPMALMOHHBIX CHCTEM OT
KrbOepaTak
11 Beenenue B 3amuTy OT + +
KubepaTax
Mogenb yrpo3 u MOAENb
HapywmuTesns UHGOpMaIMOHHON
1.2 + +
0€30MacHOCTH B TUITOBBIX
UH(OPMALIMOHHBIX CUCTEMAX
Crpykrypa kubeparaku Ha
2 UH(POPMALIMOHHYIO CUCTEMY
o0beKTa nHpOpMaTH3aUU
ATaky Ha KOpIIOpaTUBHbIE
2.1 MH(OPMaLIMOHHBIE CUCTEMBI + + + +
komnanuii (K1C)
ATaku Ha IPOMBIIIJICHHbIE
22 npennpustus (ACY TII) i i " i
2.3 Ob6napyxenue atak Ha IC + +
2.4 Artaxu Ha IC. DoS/DDoS + +
25 Artaku Ha MC. ConnanbHas + +
WH)KEHEPHUS
CrpykTypa kubeparaku Ha BeO-
3 NPUJIOKEHUS U PECYPCHI CETH

"NnTepuer”
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BrisBiaenue u OKCILTyaTalus

31 SQL-unbeKImii B MPUITOKEHHUSIX * i
39 3amura BftG-HpHJIO)KGHHﬁ oT N N + N
UHBEKIUN KOMaH]]
33 3amuTa BeO-IpUI0KEHUH OT N N + N
aTak Tuna XSS
3.4 Mepsi ipenotBpamieHus stored u + +
' reflected XSS. CSRF. SSRF.
[Ipumenenue noaxona
35 DevSecOps B COBpeMEHHBIX + +
cucTeMax pa3paboTKu
IPOTrpaMMHOr0 o0ecreueHust
Bec KM, %: | 125 12,5 | 125 |12,5| 125|125 | 125 | 12,5
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BAJLJIbHO-PEUTUHIOBASI CTPYKTYPA

IIpuio:xkenue b

KYPCOBOI'O ITPOEKTA/PABOTHI 1O IUCIUAIIVIMHE

TexHonoruun 3alIUThI I/IH(l)OpMaHI/IOHHBIX CHCTCM OT KI/I6epaTaK

(Ha3BaHME OUCIUILINHBI)

6 cemecTp

IlepeyeHb KOHTPOJILHBIX MEPONPHUSATHI TEKYIIEr0 KOHTPOJIS YCIEBAEMOCTH IO KYpPCOBOM

padore:

KM-1 VT1BepxaeHrue TeMbI H COIAEPIKaHU

KM-2 Odopmienue BBeIeHHS U IEPBOTO pa3ziesa
KM-3  Odopmiienue nepBoro 1 BTOporo paszesioB
KM-4  Odopmienue 3aKiI04€HUs U CIHUCKA JIUTEPATYPHI

Bujx npome:xxyTouHoii arrecranmu — 3amura KP.

Wunekc KM- | KM- | KM- | KM-
Howmep Pa3nen kypcoBoro mpoekta/KypcoBoi KM: 1 2 3 4
paszena paboTsl Henens 4 8 12 15
KM:
1 TUTyIBHBIN JTUCT +
2 Conepxanue +
3 BBenenue +
4 IlepBsrit pa3nen + +
5 Bropoii pazaen +
6 3akiroYeHne +
7 Crucok ncnoab30BaHHOM JIUTEPATyphl +
Bec KM, %: | 25 25 25 25
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