MuHHCTEPCTBO HAYKH U BbICIIEro oopa3opanus PO
PegepajibHOE TOCYIAPCTBEHHOE 0I0/IKETHOE 00pa30oBaTe/IbHOE YUpeKIeHue

BbICIIET0 00Pa30BaAHUA

«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagiaenue noaroropku/cnenuaiabuocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh

HaunmeHoBaHue 06pa30BaTeJI])H0]71 IporpaMmali: be3sonacHocTh KOMIIBIOTEPHBIX CUCTEM

YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yuenusi: OuHas

Pabouass nporpaMma QM CHUILIHHBI
TEXHOJIOI'MA TIPOAKTUBHOMU 3AIIIUTBI HHO®OPMALIMOHHBIX

CUCTEM

BJok:

Baok 1 «/Iucuyuniaunbl (MoOxyJam)»

Yacrp 00pa3zoBaTebLHOM
NpPOrpaMMBblI:

Yacrb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBLIX OTHOIIEH Uil

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.11

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

6 cemecTp - 5;

Yacos (Bcero) no yueoHomy
IIAHY:

180 yacoB

Jexnun

6 cemecTp - 28 yaca;

IIpakTnyeckue 3aHATHSA

6 cemectp - 42 yaca;

JlabopaTopHbie padoThI

He NMPeyCMOTPEHO YUeOHbIM IJIAHOM

Kouncynbranuu

MPOBOJIUTCHA B paMKaXxX 4aCo0B ayIUTOPHbIX 3aHSATHH

CamocTrosiTesibHasi padoTa

6 cemectp - 109,7 yacos;

B ToM unciae Ha KIT/KP

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHasi padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ayIUTOPHbIX 3aHSATHH

BKJIIOYAs:
Oruer
KontpoabsHnas padora

JlabopaTopnasi pa6ora

Keiic (pemieHne KOHKPEeTHBIX IPOU3BOACTBEHHBIX CUTYAaLMIi)

IIpome:kyTouHast aTTecTALUS:

3ayer ¢ OLEHKOM

6 cemectp - 0,3 yaca;
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COI'ZTACOBAHO:
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MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»
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Bnapeney

BaporoB O.P.
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Waentuduratop
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(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozrucs)

(pacmudpoBka
MOJITTHCH)



1. IEJIX 1 3AJTAYU OCBOEHUA TN CHUITJIMHBI
Henp ocBoeHMs NUCHHUIVIMHBI. HM3YyYEHUE TEXHOJIOTMM IPOAKTHBHOM 3allUTBl U METONOB

IPEOTBPALICHUS BO3ACUCTBUI HAa HH()OPMAITMOHHYIO CHCTEMY

33[{3‘11/1 AUCHHUITIMHbI

- IOJIy9E€HUE 3HAHUH TI0 YyCTPOUCTBY M MPUHIUITY PAOOTHI COBPEMEHHBIX MPOTPAMMHBIX H
IPOTPaMMHO-aNapaTHBIX CPECTB 3alIUThl HH()OPMAIIMH, UCIIOJIB3YIONIUX MPOAKTUBHBIC TEXHOJIOTHH;

- (hopmupoBaHUE MpeACTaBICHUS O TEHACHIUIX PAa3BUTHS MPOAKTUBHBIX TEXHOJIOTUH 3aIIUTHI U
croco0o0B UX MpUMEeHEHHS B chepe HHHOPMAITMOHHOM 0€3011aCHOCTH;

- TIOJIyYC€HHE HABBIKOB 110 IPOSKTUPOBAHUIO, HACTPOIKE U CO3/IaHUIO0 KOHTCHTA CUCTEM 3allUTHI,
UCTIOJIB3YIONINX TPOAKTUBHBIC TEXHOJIOTHH.

dopmupyembie y 00y4aronierocs KOMNneTeHIHH 1 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JUCHHUIIIINHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUS KOMIIeTeHIHIi:

Koa n HauMeHoBanue
KOMIEeTeHIINH

Kox 1 HamMeHOBaHHe
HHINKATOPA T0CTHKEHH S
KOMIIETEHIIUH

3anaHupoBaHHbIE Pe3yJbTATHI 00yYeHH s

[1K-2 I'0TOB K BHEIPEHUIO
CHCTEM 3aIlMThI
uHpopmanuu
ABTOMATU3UPOBAHHBIX
CHCTEM

ITK-2.3nk-2 Bueapsier
OpTraHU3AI[MOHHBIC MEPHI 110
3anuTe HHPOpPMAaIMH B
ABTOMATHU3UPOBAHHBIX
CHCTEMAX

3HATh:
- OCHOBHBIC TTOHATHS U Ha3HAYCHUE
TEXHOJIOTHI TPOAKTUBHOM 3aILUTHI, B T.4.
HCIIOJIb3YIOUIUE NIEPCIIEKTUBHbBIE
TEXHOJIOTHH MPOAKTUBHOU 3aIlIUTHI;

- OCHOBHBIE BHU/Ibl, HA3HAYEHUE U MPUHITUIT
paboTHI COBPEMEHHBIX CPEJICTB 3aIUThHI
nH(OpPMaIIUU, UCTIOIB3YIOIINX
MIPOAKTUBHBIE TEXHOJOTUU U TEXHOJIOTUU
peanu3anuu MojeNei 6e301MacHOCTH
KOMITBIOTEPHBIX CUCTEM;

- TEXHOJIOTHIO CO3JaHus MPaBuI,
JIETEKTUPYIOLIUX YIPO3bl 0€30MaCHOCTH
COBPEMEHHBIX KOMITbIOTEPHBIX CUCTEM.

YMETh:
- BBIOMpATh U IPUMEHSTH CPEACTBA
3alUThl HH(OPMAIIMH, UCTIONIB3YIOIINX
MMPOAKTUBHBIC TCXHOJIOTUHA, JJIA
HelTpanu3anum yrpo3 6€301macHOCTH
COBPECMECHHBIX KOMITBIOTCPHBIX CUCTEM,
- QHAJIM3UPOBATh NPUYUHBI HAPYIICHUS
(GYHKIIMOHUPOBAHUSI CPEJICTB 3ALIUTHI
UH(pOpMaIINH, UCTIOTb3YIOIIUX
MMPOAKTUBHBIC TCXHOJIOTUM;

- BHE/IPATh OpPraHU3allMOHHbIE MEPBI
MMOJIUTUK OOHOBJIEHUS CUCTEMHOIO U
npukiagHoro 110, pezepBHOTrO
KOITMPOBAHUA 1 YIIPABJICHUA
YSI3BUMOCTSIMH;

- IPUMCHATH HABBIKW MHTCTpallu CpCIACTB
3alUThI HH(OPMAIIMHU, UCTIONB3YIOIINUX
IMPOAKTUBHBIC TCXHOJIOTUH U
aBTOMATHU3allUU UX HACTPOEK MPHU
BBISIBJICHUH YTPO3 0€30MacHOCTH
COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM;
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Koa u HaumeHoBaHMe
KOMIIETCHIINH

Koa u HaumeHoBaHMe
HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

3amiaHupoBaHHbIE Pe3YabTATHI 00yYeHUsI

- IPUMEHSTh HAaBBIKU aIMHHUCTPHPOBAHUS
CPEZCTB 3alIUThl HH(OPMAIIHH,
UCTIOJIB3YIOLIMX ITPOAKTHBHBIC
TEXHOJIOTUH;

- IPUMEHSATh HHCTPYMEHTHI CO3IaHuUS
NPaBUI, JETEKTUPYIOIINUX YTPO3bI
0€30MMacHOCTH.

2. MECTO JJUCHHUILIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM NPOT'PAMMBI BO

JMcuuIuiiHa OTHOCHTCS K OCHOBHOM MpO(eCCHOHAIBLHOW 00pa3oBaTelIbHON IMporpamme
besomacHocth kommbroTepHBIX cucteM (mamee — OIIOII), wanpaenenuss moarorosku 10.03.01
WNudopmanmonHas 6€301acHOCTb, yPOBEHb 00pa30BaHMsI: BbICIIEE 0Opa30BaHUE - OaKaaBpHAT.

bazupyercst Ha ypoBHE cpeiHero o01ero oopa3oBaHus.

Pe3ynbraThl 00y4eHus1, OJTy4YE€HHbIE P OCBOCHUH TUCLUILIMHBI, HEOOXOAMMBI IIPU BBIITOJHEHUN
BBIIYCKHOM KBaJU(UKALMOHHON PabOTBHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyI0eMKOCTh JUCHIUIUTMHBI COCTABISIET S 3a4eTHBIX eauHuIl, 180 gacoB.

Pacnpenenenue Tpy1oeMKOCTH pasjena (B 4acax) 1o BuaaM y4eOHOM paboTh

Pasesb1/TeMbl 8| a
Ne JUCTIATUTHHBL/ (pOpMBI § % § KonrakTHas pa6ora cp CopneprkaHre cCaMOCTOSTETFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8 g | © | Jlex Jla6 | Ip KIIP - VIKKI | TK A CeMECTDE aTTeCTalluu
/M P /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Baenenue 10 6 2 - 4 - - - - - 4 - H3yuenue mamepuanog aumepamypHsix
11 Tema 1. Beenenue B 10 2 - 4 - - - - - 4 - UCHIOUHUKOB:
OPOAKTHBHYIO 3aIUTY [2], 8-15
2 [MpoakTuBHas 3amura 52 8 - 14 - - - - - 30 - Ilodzomoska K mekyuiemy KOHmMpoo:
KOHEYHBIX YCTPOWCTB [ToBTOpEeHHe MaTepuaa no paszaeity
(endpoint protection) "IIpoakTHBHAS 3al[MTa KOHEYHBIX YCTPOHCTB
2.1 Tema 2. Opranuzanust 10 2 - 2 - - - - - 6 - (endpoint protection)"
NPOAKTHBHOM 3aIUTHI Ilodzomoska pacuemno-zpaguueckozo
Ha 0a3e 3aIIUTHBIX 3adanua: B pamkax pacdeTHO-TpadHIECKOTO
MEXaHH3MOB, 3a71aHusI BBITIOJIHACTCS YEPTEK KOHCTPYKIIHH.
BcTpoeHHBIX B OC J71s1 BBITIOJTHEHUS YePTEKEN BBIMOIHSIOTCS
(Windows, Linux). IpeiBapUTEIbHBIE PaCUeThl OCHOBHBIX
2.2 Tewma 3. TexHonoruu 16 2 - 4 - - - - - 10 - HoKa3aresel, KOTOpbIe YKa3bIBalOTCS Ha
BUPTYJIN3AIHN B yepTexxe. 3ajaHue BBIIOIHIETCS
3a71a4ax MpOAKTUBHOM WHIIMBHYaJIbHO 110 BapuaHtaM. B kauecTBe Tem
3aIIMTHI. 3aJlaHus IPUMEHSIIOTCS CIIeYOINE:
2.3 Tewma 4. TexHomoruu 20 2 - 6 - - - - - 12 - IIo020mogKa K ayoumopHsiM 3aHAMUAM:
IBPUCTUYECKOTO [TpopaboTka JIeKInH, BBINOJIHEHHE U
JIETEeKTUPOBAHUS U MOJITOTOBKA K 3aIIuTe J1ab. paboThI
MOBE/IEHYECKOTO Ilodzomogeka domauinezo 3adanus:
aHajM3a [ToaroroBka 1OMaIIHETO 33/1aHKS HAIIPABJICHA
2.4 Tema 5. Pemenus 6 2 - 2 - - - - - 2 - Ha 0TPabOTKY YMCHUI pelICHHsI

kiacca endpoint
protection.

npodeccroHaNBHBIX 3a/1a4. JlomaiHee 3ajaHue
BBIJIA€TCA CTYACHTaM 10 U3YYEHHOMY B pa3jiene
"IIpoakTuBHas 3alUTa KOHEYHBIX YCTPOICTB
(endpoint protection)" marepuainy.
JIOTIOTHUTEIBHO CTYICHTY HE00X0AUMO
W3YYUTH JUTEPATYPy U pa3odpaTb NpUMeps
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BBITIOJHEHHS TOA00HBIX 3ananuil. [IpoBepka
JIOMAIIIHET0 3a/1aHusl IPOBOAUTCS MO
IpeJCTaBICHHBIM MUCbMEHHBIM paboTaM.
Ilod2omoeka doknada, evicmynienus:
3amaHue CBSA3aHO C YIIIyOJIEHHBIM H3Y4CHHUEM
pa3/esIoB AUCIMIUINHBI X CAMOCTOSTEbHBIM
MIOMCKOM MaTEPHAJIOB ISl PACKPBITHS TEMBI
JToKIaga. MaTepuralisl BEITIOTHEHHOH paboThl
MPEACTABILIFOTCS B SJICKTPOHHOM BUAE WIIH B
(opMe pacriedyaTaHHbIX PE3EHTAOHHBIX
claiiioB. B kauecTBe TEM NOKIAA0B CTyIEHTaM
IIpeJJIaraloTCs clieIyIolue BapHaHThI:
IloozomogKa K KOHMPOILHOU padome:
N3yueHnne matepuaoB Mo pas3zaeiny
[IpoakTrBHas 3a11UTa KOHEUHBIX YCTPOUCTB
(endpoint protection) u MOATOTOBKA K
KOHTPOJILHOH paboTte

Ilo020mogKa K npaKmuueckum 3auAmuam:
W3ydenue marepuana 1o paszieiy
"[IpoakTUBHas 3alI1Ta KOHEYHBIX YCTPOMCTB
(endpoint protection)" MoATOTOBKA K
BBINOJIHEHHIO 33JaHUH Ha MIPAKTHIECKUX
3aHATHIX

Camocmoamenvroe usyuenue
meopemuuecko2o mamepuana: VIsyaenue
JIOTIONTHUTEIBHOTO MaTepralia o pasaery
"[IpoakTUBHAs 3alIMTa KOHEYHBIX YCTPOICTB
(endpoint protection)”

H3yuenue mamepuanog numepamyprbix
UCIOYHUKOB:

[3], 1-70
[4], 47-68
[5], 10-88
[6], 1-112
[7], 1-55
[8], 1-48

IIpoakTuBHas 3amura
CETEeBOT0 MEepPUMETpa
(network protection)

82

14

20

48

Iloozomoexa Kk meKyuiemy KOHmMpOJ0:
[ToBTOpEeHUEe MaTepuana 1o pasaeny
"TIpoakTHUBHAS 3alIUTa CETEBOTO MEPUMETPA
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3.1

Tema 6. TexHomoruu
MOHHUTOPHHTA U
0OHapy)KEHUsI COOBITHI
B CETH.

30

18

3.2

Tema 7. BBenenue B
threat hunting.

16

10

3.3

Tema 8. Texnomnorus
Threat Intelligence.

3.4

Tema 9. OcHOBBI
MIOCTPOEHUS
3AIMUIIEHHBIX
KOMIIBIOTEPHBIX CETEH.

20

12

3.5

Tema 10. Pemrenns mst
3aI[UTEI
KOMIIBIOTEPHBIX CEeTel

(network protection)”

Ilodzomoeka K nadopamopnoit padome: Jns
BBITIOJTHEHUS 33/1aHUH 110 JJabopaTopHOW padore
HEOOXO0ANMO MPEIBAPUTENBEHO U3YIHTh TEMY U
3aJa9H BBHITIOJHEHHUS Tab0paTOpHO paboTHI, a
TaK K€ N3y4UTh BOINPOCHI BAPHAHTOB
00pabOTKU Pe3yNIFTATOB 110 H3YICHHOMY B
paszene "IIpoakTHBHAS 3aIIUTa CETEBOTO
nepumetpa (network protection)" maTepuay.
Ilodz0mogka K ayoumopHsim 3auamusam:
IIpopaboTKa JISKITUH, BBITOJIHCHHUE U
MOJTOTOBKA K 3amure jJab. paboTh
Iloozomogka domauinezo 3adanua:
[MoaroroBka KoMaIIHETo 33/1aHKs HAIIpaBIeHa
Ha 0TPabOTKY YMEHUIl pelieH s
npodeccrnoHaNBHBIX 3a1a4. JlomamnHee 3agaHue
BBIJJAETCS CTYACHTaM M0 U3Y4EHHOMY B pasjene
"[IpoakTHBHas 3alUTa CETEBOTO MEPUMETPA
(network protection)" Matepuay.
JIONOTHUTENBHO CTYIEHTY HEOOX0ANMO
W3Y4IHUTh JIUTEPATYpPy U pa3odparh NpUMeEpHI
BBIMOJIHEHHS [TOI00HBIX 3aaHuid. [IpoBepka
JIOMAIITHEro 3aJJaHusl IPOBOJUTCSI 1O
MpEACTABJICHHBIM IMTUCbMCHHBIM pa60TaM.
Iloozomogka doknada, gblcmynieHuA:
3ajiaHue CB3aHO C YIIyOJEHHBIM N3y4eHUEM
pasesIoB AUCIMIUINHBI U CAMOCTOSTEIbHBIM
MIOMCKOM MaTEpHAJIOB ISl PACKPBITHS TEMBI
JI0KJIaa. MaTepuaisl BBITOJTHEHHOW paboThI
TIPE/ICTABISIFOTCS B QJICKTPOHHOM BUJIE MJIH B
(opmMe pacrieuaTaHHbIX PE3EHTAMOHHBIX
ciaiiioB. B kauecTBe TeM OKIIAIOB CTyIEHTaM
MPe/IaraloTcst CIEAYIOIIe BAapUAHThI:
ITodzomoeka k npakmuyecKum 3aHamusam:
N3yueHue marepuana o pasueny
"TIpoakTHUBHAS 3alIUTa CETEBOTO MEPUMETPa
(network protection)" moaroToBka K
BBIIIOJIHCHUIO 3aIIaHI/II\/'I Ha IMMPaKTUICCKUX
3aHATHAX

Camocmoamenvroe usyuenue




meopemuueckozo mamepuana: N3ydenne
JIOTIOJTHUTEILHOTO MaTepHaa o pasaeny
"TIpoakTUBHAs 3allIUTa CETEBOTO MEPUMETPA
(network protection)"

H3yuenue mamepuanog numepamypHsix
UCHOYHUKOB:

[1], 50-334
[2], 56-210

CoBepIIeHCTBOBAHNE

MIPOAKTUBHOM 3aIUTHI B
HC

18

10

4.1

Tema 11.
[IepcriekTuBHBIE
TEXHOJIOTHH
MIPOAKTUBHOMW 3allIUTHI.

4.2

Tema 12.
OpraHuzanoHHbIE
Mepbl IPOAKTUBHOMI

3aILUTBL.

10

Iloozomoeka K meKyuiemy KOHmMPOJI0:
[ToBTOpeHme MaTepHaa 1mo pa3uaey
"CoBepIIeHCTBOBAHNE TPOAKTUBHOMN 3aIIUTHI B
HCH

Iloozomogka Kk ayoumopHim 3aHAMUAM:
IIpopaboTKa JICKITHH, BBITOJIHCHHUE U
MOJTOTOBKA K 3amuTe jJab. paboTh
Iloozomogka doknada, gelcmynieHus:
3amaHue CBA3aHO C YIIyOJIICHHBIM H3YICHHUEM
pa3aenoB AUCIUILTAHBI H CAMOCTOSATEIEHBIM
TTOWCKOM MaTEepHAJIOB [UIS PACKPBITHS TEMBI
JoKIIaga. MaTtepualibl BEITIOTHEHHOH paboTh
TIPECTaBIIOTCS B DJIEKTPOHHOM BHIE HIIH B
(dbopme pacreyaTaHHbIX MPE3CHTAIUOHHBIX
ciaiiioB. B kauecTBe TEM NOKIAZ0B CTYIEHTaM
MPE/IaratoTCsl CICIYIOINEe BAPHAHTHI:
Iloozomogka kK npaKmuuecKum 3aHAMUAM:
N3yueHnue marepuana no pasueny
"CoBepIIeHCTBOBAHNE MPOAKTUBHOMN 3aIIUTHI B
HNC" noaroroBka K BBIIOJIHEHUIO 3aJaHUA HA
MPAaKTUIECKAX 3aHATHIX

Camocmoamensvhoe uzyuenue
meopemuueckozo mamepuana: Vzydcare
JIOTIOTHUTEIHHOTO MaTepralia o pa3aery
"CoBepIIICHCTBOBAHUE MPOAKTUBHON 3aIIUTHI B
HCH

Iloozomoexa pacuemusix 3ad0anuii: 3anaHus
OPHECHTHUPOBAHBI HA PEIICHUS MHUHU3a1a4 110
pasneny "CoBeplIeHCTBOBAaHUE TIPOAKTHBHOM
3amutsl B UC". CTyneHTs He0OX0aMMO
MMOBTOPUTH TEOPETHUCCKHIA MaTePHal,
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pa3o0paTh NpUMEpPHI PEHICHUS AaHATOTUYHBIX
3aJa4. MPOBECTH PACUETHI 10 BAPHAHTY 3aJaHUSA
U cJieNaTh BEIBOJBI. B kauecTBe 3amaHus
HCTIONB3YIOTCS CIEIYIONTNe YIPaKHEHHS:

3adeT ¢ OLIEHKOH 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 180.0 28 - 42 0.3 92 17.7
Hroro 3a cemecTp 180.0 28 - 42 - - 0.3 109.7

Ipumeuyanue: Jlex — nexuuu; JIab — naboparopusie padboTsl; [Ip — npaktuueckue 3ausatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoektam/padboram; MKKII — nnauBuiyansHble KOHCYIBTAIIMH 110 KYpCOBBIM IpoekTaM/padoram; 'K- rpynmnoBsie KOHCYIbTAIMH 110 pa3aenaam
muctumuinael, CP — camocrostenbHas padota crynenta; MKP — unast kontaktHas padora; TK — Texymuit koHTpoiis; [TA — mpoMexyrodHas

aTTcCcTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Bgedenue

1.1. Tema 1. BBeneHnue B MpoOakTUBHYIO 3aLIUTY

3amaun Kypca. PeakTuBHBIE W TPOAKTUBHBIE TEXHOJOTHMU 3amuThl. Mcropus pa3BUTHA
MPOAKTUBHBIX TEXHOJIOTUW 3alIMThl. YTPO3bl O€30MaCHOCTH COBPEMEHHBIX KOMIIBIOTEPHBIX
CHUCTEM...

2. Ilpoakmuenas 3auuma KOHEeYHblX YCMPOUCmE (endpoint protection)

2.1. Tema 2. Opranu3anusi IPOAKTUBHOM 3alUTHI HA 0a3€ 3alIMTHBIX MEXaHU3MOB, BCTPOSHHBIX
B OC (Windows, Linux).

OcnoBuple 3ammutHble MexaHm3mMbl OC Windows. Waentudukamnus, ayTeHTUQHUKALUS |
aBropu3anus. Pasrpanmuenue noctyma k oobektaM OC. Apxurektypa OC Windows. Kosbia
3anmtel. Kommonentsl Oe3zomacHoctn Windows (Security Reference Monitor (SRM). Local
Security Authority Subsystem Service (LSASS). Credential Providers. Windows Access Control.
Malicious Credential Providers. Access Token. Impersonation. Privileges. Discretionary Access
Control. Mandatory Integrity Control. User Account Control). OCHOBHBIE 3allIUTHBIE MEXaHU3MBbI
OC Linux (ITomp3oBarenu u ux mnpasa. besonacHoe ymnpasieHue mporeccamu. Pabora ¢ o0bekTamu
daiinoBoii cuctemsl. bezonacuocts daiinoseix cucrem EXT*FS. POSIX ACL. Sudo. Chroot. PAM.
SELinux. AppArmor. PolicyKit)..

2.2. Tema 3. TexHONOrMM BUPTyaIU3alUu B 3a7a4ax IPOAKTUBHON 3aIUTHI.

OcHOBHbIE MOHATHS TEXHOJOTMHM BUpTyanusauuu. Bupryanusanus cepsepoB. Bupryanuzanus
Ha YpOBHE OICPAlMOHHBIX CHUCTEM. Bupryanmsauus cetu. Bupryanusanus NDpuioKeHH.
Bupryanuzauus npeacrasnenuil. Bupryanuzanms xpanwinil.  ['unepBusop. BupryanbHble
MamuHbl. Sandbox, 0cO6EHHOCTH pean3auud U QYHKIMOHUPOBAHUS, IPUMEPBI. DMYIIALHUS KOJA.
Crioco6s1 smysinuu. [Ipumepsl HCIIONB30BaHMS TEXHOJIOTHU JUIS IETEKTHPOBAHUSI BPEIOHOCHOTO
I10..

2.3. Tema 4. TexHONOTMH IBPUCTUYECKOTO IETEKTUPOBAHUSI U TOBEIEHYECKOT0 aHaIN3a

Oppuctudeckuil ananus. Ctpykrypa wucnonHsembix ¢aitnos (PE, ELF). lerektupoBaHue
ucnonusemelx ¢aino (PE, ELF) ¢ nomouipio 3BpUCTUYECKUX aIrOpUTMOB. TexHomoruu
peanu3alMM  3BPUCTUYECKMX alroputMoB. Yara. MalScan. IloBenenueckuit aHamu3 u
neTekTupoBaHue. JIoxkHble cpabaTbiBaHUs, 0COOEHHOCTH BBISIBJICHUS U 00pabOTKHU. .

2.4. Tema 5. Pemenus kiacca endpoint protection.
O0630p BenaopoB u pemeHuid. CpaBHUTeNnbHas Xapakrepuctuka pemeHuid. Ilpumepsr Use
case’0B..

3. Ilpoaxmusnas 3auuma cemego2o nepumempa (network protection)

3.1. Tema 6. TexHOIOrMM MOHUTOPHUHTA U OOHAPYKEHUS COOBITUH B CETH.

SIEM cucrembl. Apxutektypa SIEM. Mcrounuku nanubeix. Koppensuus coObiTuil. AHanus
CTaHJAPTHBIX JKypHAJIOB COOBITMH Ui BBIABJICHUS Yrpo3bl. TexHojoruu cOGopa coObITHI
(winlogbeat, auditbeat, auditd). Pacimupennsrit aynut cobpiTuii B cucreme (Sysmon). TexHonoruu
xpaHeHus u aHanmza coObiTuil (ELK stack). Cucremsl honeypot, Ha3HaueHHE, Pa3HOBHUIHOCTH,
cueHapuu ucnonb3oBanug. IDS/IPS cucrtembl, OCHOBHBIE pellaemble 3aiadd. TexXHOJIOoruu
JIeTeKTUPOBaHUs mojo3putensHoro Tpaduka. IDS Suricata. IDS Suricata B IPS pexume.
Texnomorun Hanucanusi mipaBun st IDS Suricata. Network Security Monitor (NSM) Zeek.
[Tpuniun pabotsl. OCOGEHHOCTH BHEAPEHHS B KOPIIOPATUBHYIO HHPPACTPYKTYPY..
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3.2. Tema 7. Benenue B threat hunting.

O030p TEXHOJOTMM TPOAKTUBHOTO TIOMCKAa M OOHapykeHus yrpo3. Mojenb 3penoctu
ucnionb3oBanust Threat Hunting B unpopmammonnoit cucreme. Texuuku Threat Hunting.
Ncrounnku nHpopmanuu u runore3 B Threat Hunting. [Ipomecc mposepku rumnote3. Co3mpaHue
uHdpacTpyktypsl 1uist Threat Hunting..

3.3. Tema 8. Texnonorus Threat Intelligence.
0O030p TtexHomoruu. COOp W akkKymymsimus AaHHBIX. OOorameHHe TOTYyYEHHBIX JTaHHBIX.
Amnanus. BHepeHne pe3ylbTaToB B HHPOPMAIMOHHYIO CUCTEMY..

3.4. Tema 9. OCHOBBI NOCTPOEHUS 3ALUIIEHHBIX KOMIIBIOTEPHBIX CETEH.

Pa3HOBHIHOCTH apXUTEKTyp 3allUIIEHHBIX KOMIIBIOTEPHBIX ceTeil. [Ipokcu cepBepa.
Owibtparus cereBoro tpaduka. NGFW. IP penyranus. Jlomennas pemyrarus. OcoOeHHOCTH
MOCTPOCHHS PEITYTAIMOHHBIX CIUCKOB..

3.5. Tema 10. Pemenus asist 3aIUThl KOMITBIOTEPHBIX CETEH

O0630p BeHmOpoB W pemieHuil. CpaBHUTEIbHAs XapakTepucTuka pemieHui. [lpumepbr Use
case’OB..

4. Cosepwercmeoganue npoakmugrou sauumol 6 AC

4.1. Tema 11. [lepcieKTUBHBIE TEXHOJIOTHH MPOAKTUBHOM 3aIIHUTHI.
Data science B 3amauax Vb. Beenenne B MammnHoe oOydenue. OOydeHue € ydyuTeIeM.
OO6yuenue 6e3 yuntens. Meron baiieca. Knacrepuzauus. ['myounHoe oOyueHue..

4.2. Tema 12. Opranu3aluOHHbIE MEpPbI NPOAKTUBHOM 3aIUTHI.

Onenka d3()QEeKTUBHOCTH 3aIIUTBI  TepUMeTpa ceTd. [lOoBBINICHUE OCBEIOMIIEHHOCTH
corpynuukoB B obnactu Mb. Ilonutuka o6HoBIeHus: cuctemuoro u npuknagdoro [10. [Tomutuka
pPEe3epBHOTO KOMUPOBAHUS. YTIPABICHUE YI3BUMOCTSIMU. .

3.3. TeMbl IpaAKTHYECKUX 3aHATHI
1. CpaBHUTENbHASA XapaKTEPUCTHKA PELICHUH JUIsl 3allUThl KOMIIBIOTEPHBIX.;
2. IP penyrauus. Jlomennas penyranus. OcOOEHHOCTH MOCTPOEHUS pEeNyTallHOHHBIX
CIIUCKOB.;
3. OcobenHocT BHeapeHus TexHonoruu threat hunting B uHGOpMalMoOHHYIO CUCTEMY.;
4. Unterpanusa IDS/IPS B KOMIIBIOTEPHYIO CETh.;
5. Nonkmrouenue ucrouHukoB kK SIEM cucreMe u co3iaHne KOppesIIMOHHBIX IPABUIL. ;
6. YTpo3bl COBPEMEHHBIX KOMIIBIOTEPHBIX CUCTEM.;
7. CozraHue 3BpUCTHYECKHUX AJITOPUTMOB € IOMOMLIBIO Y ara;
8. TexHONIOTHs HACTPONKH 3aIUIIIEHHON BUPTYaTbHON MaITUHBL.;
9. OcobeHHOCTH MPAKTHUECKON peann3alnnun Mojieneil 6€30macHOCTH KOMIBIOTEPHBIX
CHUCTEM.;
10. Knacrepuzauus nansbix B 3agavax Ub.;
11. Muarerpauus SIEM B uHQOpPMAIIIOHHYIO CUCTEMY.;
12. Co3ganue maHa 0CBEIOMIIEHHOCTH 110 BonpocaM Ub.

3.4. TeMbl 1a00paTOPHBIX padoT
HE MIPEAYCMOTPEHO
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3.5 Koncyabranumn

['pynnosuvie xoncysomauuu no pazoenam oucyunaunsl (LK)

1. OO6cyxnenue MaTepuasioB 1o Keiicam pasgena "[IpoakTuBHas 3amIUTa KOHEYHBIX
ycTpoticTB (endpoint protection)"
2. OOcyxaeHne MaTepralioB 1o Kelicam pazzaena "[IpoakTuBHAs 3alIUTa CETEBOTO MEPUMETPa
(network protection)”
3. OOcyxnenue marepualioB Mo keicam paszaena "CoBEpIICHCTBOBAHWE TMPOAKTUBHOM
3amutel B UC"
Texywuti konmpoas (TK)

1. KoxcynpTanuu HamnpaBieHbl Ha NOJYYEHUE MHIMBUAYAJIBHOTO 3aJaHUsl Ul BBIIOJIHEHUS
KOHTPOJIbHBIX MepoIpusiTUil no paszzneny "lIpoakTuBHas 3aliuTa KOHEYHBIX YCTPOMCTB
(endpoint protection)”

2. KoHcynbranuy HarpaBlIeHbl Ha MOJIyYE€HHE WHAMBHUIYATbHOTO 33JaHUS JJIS BBITOJTHEHHS
KOHTPOJIbHBIX MEPONPHUATHH 10 pasfeny "[IpoakTuBHAs 3amura CETEBOro IEpUMETpa
(network protection)”

3. KoHcynpranuy HampapieHbl Ha MOJIy4€HHE WHIUBHYaIbHOIO 3aJaHUs JJIS BBIITOJIHEHHS
KOHTPOJIbHBIX MEpONpUATH 10 pa3aeny "CoBeplIeHCTBOBaHUE NMPOAKTUBHOW 3alUTHI B
nc"

3.6 TemaTnka KypcoBBIX NPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3arIaHupOBaHHBIC PE3YAbTAThl 00YUEHUS 110

Howmep paznena
JUCHUTLIUHEI (B

O1eHOYHOE CPECTBO
(THI ¥ HAUMEHOBAHUE)

Kongsl
JUCLUIUINHE COOTBETCTBUM C
HHUKAaTOPOB
(B cOOTBETCTBUHU C pazjesioM 1) n.3.1)
1]2[3]4
3HaTh:
TEXHOJIOTUIO CO3JIaHMsI IIPABUJI, JE€TEKTUPYIOIIUX YTPO3bI Otuer/AHanu3 yrpo3 6e301macHOCTH ¢
0€30MaCHOCTH COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM TK-2.31mc.0 + |4 UCIIOJIb30BaHUEM TEXHOJIOTUN IPOAKTUBHOI'O MIOUCKA,
U oOHapyKeHHs COOBITUI B ceTU U cOopa COOBITHI ¢

KOHEUYHBIX ycTpoicTB Ha ocHoBe OC Windows.
OCHOBHBIE BH/Ibl, HA3HAYCHHUE U MPUHLIUI pabOTHI KonTtponbHas padora/Pa3paboTka apXUTEKTypbl
COBPEMEHHBIX CPE/ICTB 3aIIUTHI HHPOPMALIUH, CUCTEMBbI IIPOAKTUBHOM 3alllUThl B OPraHU3aluu
MCHOJIb3YIOUIMX MPOAKTUBHBIE TeXHOJIOTHH U TexHonoruu | I1K-2.3nk-2 +
peannzanuu Mojesneil 0e30acHOCTH KOMIIbIOTEPHBIX
CHCTEM
OCHOBHBIE [TOHATHS U Ha3HAYCHUE TEXHOJIOTUI Otuer/V3yyeHne TEXHOJIOTHIA AIBPUCTHYECKOTO
IIPOAKTUBHOM 3alIUTHI, B T.4. HCIONb3yollHe TTK-2. 3110 + JETEKTHPOBAHH 1 MOBEJCHYECKOro aHaIN3a B
MEPCTIEKTUBHBIE TEXHOJIOTUU ITPOAKTUBHOM 3aIIUThI KOHTPOJIMPYEMOM U30JIMPOBAHHON Cpejie Ha OCHOBE

OC Windows
Ymersb:
MIPUMEHSITh HHCTPYMEHTBI CO3/1aHUS MTPaBUIL, TTK-2. 3112 + |4 JlaboparopHas pabota/Pa3zpaboTka 3BpUCTUYECKUX
JETEKTUPYIOIIUX YTPO3bl 0€30MaCHOCTH JITOPUTMOB C TOMOIIBIO Yara
MIPUMEHATH HABBIKU aJIMUHUCTPUPOBAHHUSI CPEICTB JlaboparopHas padota/llpakTka mpuMeHEHUs
3alUThl HH(POPMALIUHU, UCTIONB3YIOIUX TPOAKTUBHBIE ITK-2.3nk-2 + TE€XHOJIOTMY HaCTPOMKHU 3aLUIIECHHON BUPTYaJIbHOMN
TEXHOJIOTUHU MAaIIAHBI
MPUMEHSATh HaBBIKM UHTETPALMU CPEJICTB 3AILUTHI JlaGopartopHas pabota/llpakTika HHTErpanuu
nH(pOpMaLIHU, UCTIONB3YIOIIUX MPOAKTUBHBIE TEXHOIOTHH TTK-2. 3112 + IDS/IPS B KOMIBIOTEPHYIO CETh
Y aBTOMATU3alMH UX HACTPOEK IIPH BBIABIECHUU YIPO3
0€30MaCHOCTH COBPEMEHHBIX KOMIBIOTEPHBIX CUCTEM
BHE/IPSATH OPraHU3allMOHHBIE MEPBI MOJTUTHK OOHOBIICHUS TTK-2. 3112 + Otuet/Pa3paboTka 11aHa OCBEI0MIIEHHOCTH I10
cucteMHoro u npukiagroro [10, pezepBHOTO T Bonpocam Mb
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KOIIMPOBAHUA U YIIPaBJICHUA YA3BUMOCTIAMU

AHAJIM3UPOBATh IPUYHUHBI HAPYLICHUS

Keiic (pemenne KOHKPETHBIX IPOU3BOACTBEHHBIX

(G YHKIIMOHUPOBAHUS CPEACTB 3alTUTHI HHPOPMAIIHH, ITK-2.3mk-2 cutyarnuii)/Pa3paboTka Moaenu 6€301acHOCTH
MCIOJIL3YIONINX MMPOAKTUBHBIE TEXHOJIOTUN KOMITBIOTEPHOM CHCTEMBI

BBIOMpATh U IPUMEHSTH CPEACTBA 3aIUThI HH(OPMALIUH, Otuet/Pa3paboTka KOpPENSUOHHBIX PABUI IIPU
HUCTIOJIB3YIOIINX ITPOAKTUBHBIE TEXHOJIOTUHN, JISI TTK-2. 3110 ucnons3zoBanun SIEM cucrem

HEHTpaIu3anuu yrpo3 6e30MacHOCTH COBPEMEHHBIX
KOMITBIOTEPHBIX CUCTEM
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4. KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE OIIEHOYHEBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMS
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
6 cemecTp

®opma peanuzaiuu: BeinonHeHue 3ajaHus
1. Ananu3 yrpo3 0€30macHOCTH C UCIOJIb30BAHNEM TEXHOJIOTUH MPOAKTUBHOTO MTOMUCKA,
0OHapy>XeHHS COOBITHI B CETH U cOOpa COOBITHI C KOHEYHBIX YCTPOUCTB Ha ocHOBe OC
Windows. (Otuer)
2. V3y4yeHue TeXHOIOTHI 3BPUCTHUECKOTO IETEKTUPOBAHMS U MTOBEJACHYECKOT0 aHan3a B
KOHTpPOJIMPYEeMO# n3onupoBanHo# cpeae Ha ocHoBe OC Windows (Otuer)
3. Pa3paboTka apXuUTEKTypbl CUCTEMBI IPOAKTUBHOMN 3a1IUThI B opranu3zanuu (KontponbHas
pabora)
4. PazpaboTtka Mojienu 6€30MacHOCTH KOMITbIOTepHOM cuctembl (Kelic (pemenrne KOHKPETHBIX
IIPOU3BOJICTBEHHBIX CUTYAIIHI))
5. Pa3zpabortka mana ocBegomieHHOCTH 1o Bonpocam Ub (Otuer)

Popma peanmnzanun: KomnerorepHoe 3a1anue
1. [TpakTuka unterpauuu IDS/IPS B komnbroTepHyto ceTh (Jlaboparopnas padota)
2. IlpakTika NpUMEHEHUS] TEXHOJIOIMH HACTPONKHU 3alUIIEHHON BUPTYaJbHON MAIIMHBI
(JTaboparopnas pabota)
3. Pa3paboTka 3BpUCTHUYECKUX AJITOPUTMOB ¢ TIoMoIIbIo Yara (Jlaboparopnas pabora)

®Popma peanuszauuu: ITucbmenHas padora
1. Pa3paboTka KOppeIsLMOHHBIX IpaBuil Ipu ucnoias3oBanun SIEM cuctem (Otuer)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 IIpoMe:KyTOYHasI ATTECTALUSA 110 M CIHILIMHE
3auem c ouyenxoti (Cemecmp Neb)

IIpumeuyanue: OueHOYHBIE MAaTEpUAIIbI 110 TUCIUITIIMHE IPUBECHBI B (DOH/IE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

5.1 MleyaTHbIe U 3JIeKTPOHHbIE U3IAHUSA

1. Hlanbrun, B. ®. Uadopmarnmonnas 6€300acHOCTh KOMIIBIOTEPHBIX CUCTEM M CeTel : yueOHoe
noco6ue 11t CIITY no rpynne cneunansrHocteld 2200 "MHpopmaTka 1 BHIYMCIUTENbHAS
texHuka" / B. @. Hlaubrun . — M. : ®opym : UHOPA-M, 2011 . — 416 c. — (IlpodeccnonansHoe
obpaszoBanmue) . - ISBN 978-5-8199-0331-5 ;

2. Hlanbrun B. @.- "Undpopmanmonnas 6e3onacHocts", M3narensctso: "JIMK Ilpecc", Mocksa,
2014 - (702 c.)

http://e.lanbook.com/books/element.php?pll_id=50578;

3. Tanenbaym, O. CoBpeMeHHBIE OTeparmoHHbIe cucTeMbl = Modern operating systems : mep. ¢
anrn. / O. Tanenbaym, X. boc . — 4-e 3z . — Cankr-IlerepOypr : ITutep, 2021 . - 1120 c. —
(Kimaccuka computer science) . - Tut. 1. mapamenbH. anri. - ISBN 978-5-4461-1155-8 .;
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4. Tanen6aym, O. CoBpeMeHHBIE OTIepallMOHHbIE cucTeMbl = Modern operating systems : miep. ¢
anri. / O. Tanenbaym, X. boc . — 4-e u3n . — CII6. : [Turep, 2018 . — 1120 c. — (Kimaccuka computer
science) . - Tut. 1. napamiensH. anri. - ISBN 978-5-496-01395-6 .;

5. KorensuukoB E. B.- "Beenenne Bo BHyTpeHHee yctpoiictBo Windows", (2-¢ u3m.),
M3natensctBo: "MHTYUT", Mockaa, 2016 - (260 c.)

https://e.lanbook.com/book/100722;

6. BoiitoB, H. M. OcHoBsI paboTs! ¢ Linux : yueOnsiii kypce / H. M. Boiitos . — M. : JIMK, 2016 . —
216 c. - ISBN 978-5-94074-380-2 .,

7. BotitoB H. M.- "OcHoBsI pabotsl ¢ Linux. Y4eOusiit kypc", M3narensctro: "JIMK Ilpecc",
Mocksa, 2010 - (216 c.)

http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1198;

8. BoiitoB H. M.- "AamunucrpupoBanre OC Red Hat Enterprise Linux. YueOnsrii kypc",
M3narensctBo: "JIMK IIpecc", Mocksa, 2011 - (192 c.)
http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1081.

5.2 JIunieH3MO0HHOE ¥ CBOOOHO pacnpocTpaHsaeMoe MPOrpaMMHOe odecredeHue:
. CHO "IIpomereit";

. Office;

. Windows;

. Maiinn Buneoxongepenum;

Dr.Web;

NOD32;

. Kali Linux;

Python;

. OC Linux.

CONOUTAWN ~

5.3 UnTepHeT-pecypchl, BKIKYas NpodeccunoHaIbHble 0a3bl JAHHBIX H HH(POPMAIMOHHO-
CIIpaBOYHbIE CHCTEMbI:

1. 3BC Jlans - https://e.lanbook.com/

2. 9BC "YHuBepcuTeTckas 6u0JIM0TEKA OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3siekTpoHHasi oubauoreka - https://elibrary.ru/

4. JeKTpOHHBIE pecypcehbl U3iaTeabcTBa Springer - https:/link.springer.com/

5. ba3za nannbix Web of Science - http://webofscience.com/

6. Ba3za nannbix Scopus - http://www.scopus.com

7. HanmoHaibHas 3J1eKTPpOHHAas Oudmoreka - https://rusneb.ru/

8. 9BC "Koncyabrant cryaenta' - http://www.studentlibrary.ru/

9. XKypnaa Science - https://www.sciencemag.org/

10. DaexTponnas 6udmoreka MIU (3B MDIM) - http://elib.mpei.ru/login.php

11. Uudopmanmonno-cnpaBouynas cucrema «Kongexc/Texakenmepr» - Hitp:\\proinfosoft.ru;
http://docs.cntd.ru/

12. OrkpbITasi ynuBepcuTerckas nnpopmanunonnas cucrema «POCCHSA» -
https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJIMHBI

Tun nomemeHus Homep ayauropumn, OcHamenue
HauMCcHOBaHue
YueOHbIC ayAUTOPUH IS H-204, YueOnas MapTa co CKaMbe, CTOJI MpenoaBaTes, CTyJI,
MPOBEICHUS JIEKIIMOHHBIX ayAUTOpHUS TpuOyHa, T0CKa MENOBasi, KOJIOHKH 3BYKOBBIE,
3aHSATHN U TEKYIIETO MYJIbTUMEIUNHBINA TPOEKTOP, SKPaH
KOHTPOJIA K-601, YucOnas 1apTa co CKaMbE, CTOJI MPENOJABATENS, CTYJI,
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ayuTopus

TpuOyHa, JOCKa MEJIOBasl, MyJIbTUMEIUHHBII

IIPOEKTOP, SIKpaH

M-503, YueOnas

Y4eOHbIC ayAUTOPUH IS
MIPOBEACHUS ayIUTOpUs MEJI0Bas
MPAKTUYECKUX 3aHITUH,
KP u KI1
napra, CTOJ] IIpenojaaBaresis, CTyJ, 10CKa

napra, CTOJ nmpernoaaBaTeid, CTyJl, 1I0CKa

VY4eOHbIC ayAUTOPUH IS M-

503, YuebOnas

McEJ10Basda

MPOBEICHUS ayAUTOPpHUS
MIPOMEKYTOUYHOM 2K-120, MamuHHbIHA cepBep, KOHAULIMOHEP
aTTecTaluu 3an MBI
[Momewmenus mst HTB-303, CTOJI KOMITBFOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITENTLHON pabOTHI KomrnbrorepHblit MHUCHMCHHBIN, BEMTATKA JIUTIST OJICKIbI,

YUTAJILHBIN 341

KOMIIBIOTECPHAas CETh C BBIXOJI0OM B I/IHTCpHCT,

KOMIIBIOTEP MEPCOHAIBHBIN, IPUHTED,
KOHIAMIIMOHED

ITomemnienus mis
KOHCYJIbTUPOBAHHMS

A-300, YuecbOnas
aynuropus "A"

IpernoJiaBaTess, CToa yueOHbIHd, cTy, TpuOyHa,
MUKPO(OH, MyJIbTUMEIUNHBIN IPOEKTOD,

Kpeciio pabouee, mapra, CTeJIIaX, CTOJ

JKpaH, 10CKa MapKepHasi, KOJOHKH,
TEXHUYECKas anmnaparypa, KOHIULIHOHED,
TEJIEBU30P

[Tomerienust st XpaHeHUs
o0opynoBaHus U y4eOHOTO
WHBEHTAPS

K-202/2, Cxian

kadeapsr BUT

CTCIUTX ISl XpaHEHUS] MHBEHTApPS, CTO,
CTYJ, mKad U1 TOKyMEHTOB, IKad s
XpaHeHUs] THBEHTApsI, TyMOa, 3aIacHbIe

KOMILIEKTYIOIIHE JUIsi 000pYJOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHTOBAS CTPYKTYPA JJUCHUILJIMHBI

TexHonoruu HpO&KTHBHOﬁ 3aIIUThI I/IH(bOpMaHI/IOHHI)IX CHCTCM

(Ha3BaHME AUCIMILIMHBI)

6 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1

KM-1

KM-2
KM-2

KM-3

KM-3

KM-3

KM-4
KM-4

[TpakTiKa mpUMEHEHUs TEXHOJIOTMH HACTPOIKHU 3alUIIEHHON BUPTYaIbHOU MalIMHbI
(JIaboparopuas paboTta)

Pa3paboTrka Mmozenu 6e3omacHocT KoMIbloTepHO# cucteMbl (Keiic (pemienrne KOHKPEeTHBIX
MIPOU3BOJICTBEHHBIX CUTYyaIUi))

Pa3paboTka 3BpHUCTHYECKHUX aITOPUTMOB C MMoMoIIbIo Yara (JJaboparopHas padota)
W3y4eHne TeXHOIOT W SBPUCTHYECKOTO JICTEKTUPOBAHUS U TTOBEJICHYECKOTO aHAIN3a B
KOHTpOJIMpyeMoil n3onupoBanHoi cpeae Ha ocHoBe OC Windows (Otuer)

Pa3zpaboTka apXUTEKTYphl CHCTEMBI IIPOAKTUBHOM 3aIUThI B opranu3anuu (KoHTponsHas
pabora)

AHanu3 yrpo3 0€30MacHOCTH ¢ UCIIOJIb30BAHUEM TEXHOJIOTUM MPOAKTUBHOIO IMOUCKA,
0oOHapyXeHHs COOBITUM B CETU U cOOpa COOBITHI C KOHEUHBIX YCTPOHCTB Ha ocHOBE OC
Windows. (Otuer)

PazpaboTka KoppesImoHHBIX PaBWII Mpu ucnoyibzoBanuu SIEM cuctem (Otuer)
Pa3pabotka miana ocBegoMieHHOCTH 1o Bonpocam Ub (Otuer)

[TpakTuka uaterpamuu IDS/IPS B kommnbioTepHyto ceTh (Jlaboparopras padota)

Bujx npome:xyTo4HOI aTTecTanMu — 3a4€T C OLIEHKOM.

Howmep
pasnena

Munexc KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM-
Pazgen KM: 1 1 2 2 3 3 3 4 4

mucuuiuiiabel | Hemens 4 4 8 8 12 12 12 15 15
KM:

Bseneunue

11

Tema 1. Beenenue B
MIPOAKTUBHYIO 3AIUTY

HpoaKTI/IBHaH 3amuTa
KOHEUYHBIX YCTPOMCTB
(endpoint protection)

2.1

Tewma 2. Opranuzanus
MPOAKTUBHOM 3aIUTHI HA
0a3e 3alUTHBIX + +
MEXaHHU3MOB, BCTPOCHHBIX
B OC (Windows, Linux).

2.2

Tema 3. Texnomoruu
BHUPTYyaJIM3aIliM B 3a1a4ax + + +
MIPOAKTUBHOM 3aILUTHI.

2.3

Tema 4. TexHonOrUN
ABPUCTUYECKOTO
JETeKTUPOBAHUS U
MOBEJICHYECKOr0 aHAIN3a

18




2.4

Tema 5. Pemenus kiracca
endpoint protection.

HpoaKTI/IBHaH 3almuTa
CETEBOI0 IIEpUMETPa
(network protection)

3.1

Tema 6. Texnonoruu
MOHHUTOPHHTA U
oOHapyXeHHsI COOBITUH B
CETH.

3.2

Tema 7. Beenenue B threat
hunting.

3.3

Tema 8. Texnomnorust
Threat Intelligence.

3.4

Tema 9. OcHOBBI
HOCTPOECHUS 3aLUIEHHBIX
KOMITbIOTEPHBIX CETEH.

3.5

Tema 10. Pemtenns qisa
3aIUTHl KOMITBIOTEPHBIX
cereit

CoBeplIeHCTBOBAaHUE
MIPOAKTUBHOM 3aIlIUThI B
NC

4.1

Tema 11. [lepcriekTuBHBIE
TEXHOJIOTUH ITPOAKTUBHOMN
3aLUTHL.

4.2

Tema 12.
OpranuzanvoHHbIE MEPbI
IPOAKTUBHOM 3allIUTHI.

Bec KM, %:

10

10

15

10

10

10

10

10

15
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