MuHHCTEPCTBO HAYKH U BbICIIEro oopa3opanus PO
denepanbHOe roCyJapCcTBEeHHOE 010:KeTHOE 00pa3oBaTe/IbHOE YUpeKAeHne
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagiaenue noaroropku/cnenuaiabuocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh
HaumeHnoBaHune 06pa3oBaTe/bHOI NPorpaMMbl: be3onacHoCTh KOMIIBIOTEPHBIX CHCTEM
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yuenusi: OuHas

PabGouyasi nporpaMmma IuCUUIIMHBI
BE3OITACHOCTb KPUTHYECKOU UTH®OPMAIIMOHHOHA
NHOPACTPYKTYPbI OBBEKTOB DQHEPI'ETUKH

BJok:

Baok 1 «/Iucuyuniaunbl (MoOxyJam)»

Yacrp 00pa3zoBaTebLHOM
NpPOrpaMMBblI:

Yacrb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBLIX OTHOIIEH Uil

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.02

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

6 cemecTp - 5;

Yacos (Bcero) no yueoHomy
IIAHY:

180 yacoB

Jexnun

6 cemecTp - 28 yaca;

IIpakTnyeckue 3aHATHSA

6 cemecTp - 56 yaca;

JlabopaTopHbie padoThI

He NMPeyCMOTPEHO YUeOHbIM IJIAHOM

Kouncynbranuu

6 cemecTp - 2 yaca;

CamocTrosiTesibHasi padoTa

6 cemecTp - 93,5 yaca;

B ToM unciae Ha KIT/KP

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHasi padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ayIUTOPHbIX 3aHSATHH

BKJIIOYAS:
KontpoabsHnas padora
JesoBasi urpa
TecTtupoBanue

IIpome:kyTouHast aTTecTALUS:

IK3aMeH

6 cemectp - 0,5 yaca;
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(mozrucs)

(pacmudpoBka
MOJITTHCH)



1. IEJIX U 3AJTIAYN OCBOEHUSA JUCHUIIJIMHBI

Ieab ocBOEHHS] TUCHMILUIMHBI. U3yUYEHHE TEOPETUIECKUX OCHOB oOecriedeHus] HHPOPMaIMOHHON
0€30MaCHOCTH Ha 00BEKTAaX KPUTHUECKOW MH(MOPMAIIMOHHON MH(PACTPYKTYpHI, a Takke mpuoOpereHue
NPAaKTHYECKUX HABBIKOB BHEIPEHUS MPOTPAMMHBIX M TEXHHYECKHX CPEACTB 3aIIUTHl MH(pOpManuu, a
TakKe pa3pabOTKM HOPMATUBHBIX JIOKYMEHTOB B oOmactu obecrieueHus Vb Ha 00bEeKTaX KPUTUYECKOM
uH(pOpMaMOHHON HHPPACTPYKTYPHI SHEPTeTHUECKON OTpaCiIH

3agaum JUCHMIIMHBI

- IOJIy4eHHE 3HAaHUH B 00J1aCTH 3aKOHO/IATEIIbHOTO U HOPMAaTUBHOI'O PErYJIIMPOBAHUS
UH(POPMALMOHHOM 0€30MaCHOCTH 0OBEKTOB KPUTHUYECKOW HHPOPMALIMOHHON HHPPACTPYKTYPHI;
- IOJIyYeHHE 3HAaHUH B 00J1aCTH OCHOB IOCTPOEHHUS, CTPYKTYPBI U (YHKLIHOHUPOBAHUS
AIIEKTPUIECKON TU(POBOI TIOICTAHIINH;
- (hopMUpOBaHHME NIPAKTUYECKUX HABBIKOB B 00€CIIeYeHUH HH(POPMALIMOHHOM 6€3011acHOCTH
00bexToB KU Ha 0CHOBE CUCTEMHOIO ITOJIX0/1a;
- (hopMUpOBaHHME NPAKTUYECKUX HABBIKOB B pa3pabOTKe JOKyMEHTOB B o0nacti obecneuenus b

oowexToB KNU.

dopmupyembie y 00yJaronerocsi KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCITUILIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs] KOMIIETeHIIUIi

KOI[ U HAMMCHOBAaHHUEC
KOMIICTCHIMNH

KO}I 1 HAMMCHOBAaHHEC
HHAUKATOPA TOCTUKCHUS
KOMIICTCHIIMH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHH s

IIK-1 I'oroB obOecrieunBarh
3alUTy HHGOPMAITHH B
ABTOMATHU3MPOBAHHBIX
CHUCTEMaX B IPOIECCE UX
IKCIUTyaTaI|H

ITK-1.1nk-1 AIMUHUCTPUPYET
CHCTEMBI 3aIUTHI
uH(popManuu
aBTOMAaTU3UPOBAHHBIX CHCTEM

3HATh:
- IepeyeHb TPeOOBaHUIM 3aIIUTHI
nHpopmanuu Ha oobekTax KHUU;;

- BO3MOXXHOCTH TIPOTPaMMHBIX U
TEXHUYECKHUX CPEJICTB MOHUTOPHHTA
3amuieHHocTu o0bexkToB KMU;.

YMETB:

- INIAHUPOBATh MEPOIIPUATHUS
MOHMTOPHHIA 3aIUILEHHOCTH 00BEKTOB
KHNMN.

ITIK-1 T'oToB 0OecnieunBaTh
3aluTy HH(OPMALIUY B
ABTOMAaTU3UPOBAHHBIX
CHUCTEMax B TIPOIIecce UxX
3KCIUTyaTaluuu

ITK-1.2nk-1 Ynpasnser
3aIuUTON NH(pOpPMalUU B
aBTOMAaTH3UPOBAHHbIX
cucTeMax

3HATh:
- IPaBOBBIE OCHOBBI 3AIUTHI HHPOPMALIUU
Ha o0bekTax KUU;;

- IpaBUJIa KATETOPUPOBAHUS OOBEKTOB
KWW s>nepreTuky;.

YMETh:
- (hopmupoBaTh MEepeveHb U

MOCJIEA0BATEIbHOCTh BBIITOJIHEHUS
MmeponpusaTuii o 3ammre KUN o6bexkToB
SHEPIreTUKHU;;

- BBITIOJTHATH OCHOBHBIE PabOTHI IO
KareropupoBanuio oorekToB KN
DHEPIrETUKMU;.

IIK-1 I'oToB 0OecreunBaTh
3aIuTy HHQOPMAaLIUY B
ABTOMATU3UPOBAHHBIX
CHCTEMax B TIPOIIeCCe UX
SKCIUTyaTaluu

[TK-1.3rk-1 Beimonuser
MOHHUTOPHHT 3aIIUIIIEHHOCTH
uHpopMaluu B
ABTOMAaTH3UPOBAHHBIX
cucreMax

3HATh:
- nanmadr yrpo3 oobekram KN
DHEPTeTUKH M OCHOBHBIC BEKTOPHI aTaK Ha
HUX;,

- OCHOBBI KOHIICTIITUH IA(POBOIA




Koa u HaumeHoBaHMe Koa u HaumeHoBaHMe 3anﬂaﬂnp03aﬂﬂue PeE3yJabTaThI 06yqemm
KOMIIETCHIINH HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

anektpuieckoit noacranuuu (LI1C);.

YMETh:
- IPaBUIILHO IPUMEHSTH TPEOOBaHUS
MIPABOBBIX U HOPMATUBHBIX JIOKYMCHTOB
i1 obecrieueHusa 0€30IMacHOCTH 00OBEKTOB
KNUH;

= BBIIIOJIHATH OCHOBHBIC HpOI_[eZ[ypr,
aHATM3UPOBATh HHPOPMALIHIO
MOHHUTOPHHTA U pa3padaThiBaTh
PEKOMEHIAIMH 110 Pe3yJibTaTaM aHaIn3a.

2. MECTO JUCHHUILIMHBI B CTPYKTYPE OBPA3OBATEJILHOM NPOT'PAMMBI BO

JlucuunianHa OTHOCHTCS K OCHOBHOM TNpO(ECCHOHAIBHOH —00pa3oBaTeNbHON —Iporpamme
besonacHocts kommbroTepHbIX cucteM (mamee — OIIOIl), nampaBnenms mnoarotosku 10.03.01
NudopmannonHas 6e30macHOCTb, ypOBEHb 00pa3oBaHus: BhICIIEe 00pa3oBaHue - OaKaiaBpuar.

bazupyetcst Ha ypoBHE cpeiHero o01ero oopa3oBaHus.

Pe3ynbraThl 00y4eHus, MOTy4YE€HHbIE P OCBOCHUH TUCLMITIIMHBI, HEOOXOAUMBI IPU BBITIOJTHEHUH
BBIIYCKHOM KBaJU(UKALMOHHON PabOTBHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyI0eMKOCTh JUCHIUIUTMHBI COCTABISIET S 3a4eTHBIX eauHuIl, 180 gacoB.

Pacnpenenenue Tpy1oeMKOCTH pasjena (B 4acax) 1o BuaaM y4eOHOM paboTh

Pasesb1/TeMbl 8| a
Ne JUCTIATUTHHBL/ (pOpMBI § % § KonrakTHas pa6ora cp CopneprkaHre CaMOCTOSTETFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8 g | © | Jlex Jla6 | Ip A CeMECTDE aTTeCTalluu
o KITP 'K HKKIT | TK p /KOHTPOITH
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OpraHu3anus 3auThl 44 6 8 - 16 - - - - - 20 - CamocmosamenvHoe uzyuenue
nHdopmanuu Ha meopemuueckozo mamepuana: HopmatusHoe
o0bekrax KU perynupoBanue 6e3onacHocT 00bexToB KU
11 IIpaBoBoe 10 2 - 4 - - - - - 4 - Ha OCHOBe nosioxkeHui mpukaza PCTOK
peryiaupoBaHue Poccun Noe239 ot 25.12.2017. CoctaB mep
6e3omacHoCTH 6e3omnacHocTH 3HaYMMBIX 00bekTOB K1 B
o0nexToB KM COOTBETCTBUM C UX KATETOPHEH 3HAYNMOCTH.
1.2 KareropupoBanue 12 2 - 4 - - - - - 6 - Camocmoamenvnoe usyuenue
o0wexToB KM meopemuuecko20 mamepuana: AHaIu3 yrpos
1.3 DHepreTuka Kak cdepa 10 2 - 4 - - - - - 4 - 6e3omacroctn o0bekTaM KU sHepreTuku u
(1)YHI(].[I/IOHI/IpOBaHI/I$I HOCJIe,I[CTBI/Iﬁ peajim3anu yrpos.
KHN. Camocmoamenvroe uzyuenue
1.4 Oo0ecrieueHue 12 2 - 4 - - - - - 6 - meopemuueckKko2o0 mamepuaia. ITousrue
6e30MaCHOCTH 3HauYUMBIX 00bekTOB KU 1 ux xateropuu.
3HAUUMBIX 00OBEKTOB Camocmosamenvhoe U3lyuenue
KUMW. meopemuueckozo mamepuaia: ©3-187 or
26.07.2017r. «O 6e30macHOCTH KPUTHUECKOH
HHPOPMAIMOHHOW HHPPACTPYKTYpEI POy,
OCHOBHBIE TIOJIOXKEHUS: CyOBEKTHI H OOBEKTHI
KWW, noHATHSA, THUITBI ¥ BHIBI.
H3yuenue mamepuanog 1umepamypHsix
UCHOYHUKOB:
[1], 14-18
2 Konnenmus nudpoBoit 50 10 - 20 - - - - - 20 - Camocmoamenbvhoe usyuenue
AIIEKTPUIECKOI meopemuueckozo mamepuana: Odmas
nonctaniun (LTIC) xapakTepuctuka crangapta [IEC 62351
2.1 OcHOBBI 10 2 - 4 - - - - - 4 - (Cybersecurity Standards). OcHOBHBIE
TrOCyJIapCTBEHHON Mexaau3Mbl Ub nmpuMeHnTensHO K 00beKTaM
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MOJIUTHKH B chepe

OHCPICTUKU.

SHEPreTUYECKOU Ilo02omogka K npaKmuuecKum 3aHAMUAM:
0€30MacHOCTH. [Monoxenns CTO 34.01 -21-004-2019 o
2.2 OcHOBBHI 10 2 4 4 CTPYKTYpP€ U apXUTEKTYpe NPOTrPaMMHO-
U pOBU3AIIH texHrmyeckoro komrurekca L{IIC. Tpebosanus k
SHEPTeTHKH. unTerpanun LIIC B cuctemy mm¢poBoit
2.3 | Konnenmwus mudpooit 10 2 4 4 DIIEKTPUYECKOH CETH.
3JIEKTPUUYECKOI Ilo020mo6Ka K npaKmuyecKum 3aHAMUAM:
MTOJICTAHITUH HAa OCHOBE Konnenmust nudpoBoi 3meKTpHIECKOH
OTKPBITOTO 00BEKTHO- MOJICTAHLIMHM Ha OCHOBE OTKPBITOTO OOBEKTHO-
OpHUEHTHPOBAHHOTO opueHTHpOBaHHOTO cTtaHmapta MOK-61850.
cranaapta MOK- H3yuenue mamepuanoe numepamypHvix
61850. UCIMOYHUKOB:
2.4 Crpykrypa 10 2 4 4 [3], 68-120
OpOrpaMMHO- [4], 14-35
TEXHHUYECKOTO
kommuiekca L{I1C.
2.5 Hanpasnenus 10 2 4 4
COBEpPLICHCTBOBAHUS
3aIIUTH 0OBEKTOB
SHEPreTUKU OT
KuOepaTak u
JIECTPYKTUBHOTO
BO3JIEHCTBUS.
3 Oprasuzanys u 50 10 20 20 Camocmoamensvhoe uzyuenue
yIpaBJieHUE meopemuueckozo mamepuana: Ilapagurma
6€3011acHOCTHIO obecnieuerns 6e3onacHocT 00bpekToB KN
ob6bexkroB KU JHEPIEeTUKHU B KOHLIECTIUU IIPEBEHTUBHOCTH
DHEPreTUKH 3allIUThI OT KubepaTax.
3.1 T'ocymapcTBeHHas 10 2 4 4 Ilo020mo6Ka K npaKmuuecKum 3aHAmMuIM:
cucTeMa OOHapyXKEeHHS, OmnpeneneHne TOMEHOB 0€30MaCHOCTH
NpeAyNPexACHUS 1 Pa3IMYHOTO YpOBHS TpeOOBaHuil ¢
JIMKBHUIALUH UCTIONIb30BAaHUEM MH/IyCTPUAIIBHOTO HITI03a
MOCIEACTBHI oe3onacHoct koMrnanuu ViPNet. CucreMsl
KOMIIBIOTEPHBIX aTaK MoHuTOpHHra 3amuieHHoctu cetu ACYTII u
(IT'ocCOIIKA). oOHapy)xeHHsI KuOepaTak Ha €€ KOMIIOHEHTEI
3.2 Opranuzanus coopa 14 2 6 6 ISIM xomnanuu Positive Technologies.

nHpopmanuu o
coOpITHsx ot L{I1C.

CamocmosamenvHoe Ulyuenue
meopemu4ecKozo mamepuaia’ Cucrema c6opa
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3.3 IIporpammuo- 16 4 - 6 - 6 - COOBITHH: CTPYKTYypa, KOMIUIEKC POTPaMMHBIX
annaparHble PeLIeHus U IPOrpaMMHO-aNNapaTHBIX KOMIOHEHTOB.
6e3omacHoCTH Ilo02omogka K npaKmuuecKum 3aHAMUAM:
poccuiickux [lepedens, 06beM U TIOCIIEOBATEIEHOCTh
TIPOM3BOIUTENCH IS paboTsl o moxakIroueHuo. PaspaboTka
o00vexToB KU KOMIUIEKTa TOKYMEHTALUHU AJIs1 OIKIIOYEHUSL.
9HEPTETUKH. Camocmoamenvnoe usyuenue
3.4 | IlepcueKTHBEI pa3BUTHA 10 2 - 4 - 4 - meopemuueckozo mamepuana: Ilonstue,
MIPOTPaMMHOTO H MOJIOXKEHHE, LIENH, 331a41 U CTPYKTYypa
IIPOrpaMMHO- cucteMsl. Perynmuposanue I'ocCOIIKA.
arnmnapaTHOTO [Topsiiox MoaKII0YeHHS 3HAUUMBIX 00BEKTOB
obecrieueHust KHNU k I'ocCOIIKA.
6e3omacHoCTH H3yuenue mamepuanog aumepamypHsix
o6bexkToB KU UCHIOUHUKOB:
9HEPreTUKH. [2], 24-29
Ok3aMeH 36.0 - - - 0.5 - 335
Bcero 3a cemectp 180.0 28 - 56 0.5 60 335
Hroro 3a cemecTp 180.0 28 - 56 2 - 0.5 935

Ipumeuanue: Jlex — nexuuu; JIab — maboparopusie padboTsl; [Ip — npaktnyeckue 3ausaTust; KIIP — aynuTopHble KOHCYIBTAUHU TI0 KyPCOBBIM
npoektam/padoram; MKKII — unauBuayansHbie KOHCYIBTAIIMU 0 KYPCOBBIM MpoekTam/padoram; ['K- rpymmnoBsie KOHCYIbTAIIUU 110 pa3aenam
mucturuael; CP — camoctosarensHas padorta cryaenta; MKP — nunas konraktHas padota; TK — Texymuii koHTposb; [TA — npomexyTrouHas
aTTecranus




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Opeanuzayus sawumol undopmayuu na obvexmax KUU

1.1. IIpaBoBoe perynupoBanue 6e3onacHoctn 00bekToB KM

@®3-187 ot 26.07.2017r. «O 6e30MacHOCTH KPUTHIECKOH MH(DOPMAIIMOHHON MH(PPACTPYKTYPHI
P®y». OcHoBHBIC TONOXKEHUSA: CYOBbeKThI U 00bekThl KWW, monsTHS, TUIIBI U BUIBL. «JlopoxkHas
KapTay 1O BHIMOIHEHHIO TpeboBaHuih ®3 «O 0e30MaCHOCTH KPUTHYECKOW HWH(POPMAIMOHHON
uHppacTpyKkTyphl PD..

1.2. KareropupoBanue 06sexToB KUN
[Tonsitue 3naunMbix 00bekTOoB KU 1 ux kareropuu. Ilepeuens o6wexkroB KMU: UC, ACY,
NTKC. Csszp KU ¢ unpopmannonusivu cucremamu ['MIC, MUC, uasimu UC..

1.3. DHepretuka kak chepa byakunonupoBanus KNN.

AHnammu3 yrpo3 6e3omnacHoctu o0bekTaM KM sHepreTuku u MOCIESACTBUN pealu3aluu yrpo3s.
AHanM3 COBPEMEHHOTO YPOBHS IU(GPOBHU3AIMKM JIHEPreTHUKH W TMEPCHEKTUBBI ee LudpoBon
tpanchopmaruu. [Ipobdrema uMnopro3aMenieHus B SHEPTETUKE U TTEPCIIEKTUBBI €€ PEIICHHUS. .

1.4. OGecneuenue 6e3omacHoCcTH 3HaUUMBIX 00BeKkTOB KUU.

HopmartuBHoe perynmupoBanue OezomacHoctd 00bekToB KM Ha ocHOBE MoOOKeHMIA MpHUKa3a
OCTOIK Poccun Ne239 ot 25.12.2017. CocraB mep 6e3omacHOCTH 3HauuMbIX 00bekToB KU B
COOTBETCTBUU C UX KaTETOpUEH 3HAYUMOCTH..

2. Konuenuus uudpoesou snexmpuueckou noocmanyuu (L{I1C)

2.1. OcHOBBI TOCYIAPCTBEHHOM MOJIUTUKH B chepe IHEPreTUIECKON Oe30acHOCTH.

OHepreTuyeckas crtparerus Ha nepuoia a0 2035 r. HanuoHanbHBIA NPOEKT «DHEPIKUHET».
Peanuzanus xonuenuuu «HTepHera OHeprum». JlenieHTpann30BaHHAsA AJIEKTPOIHEPreTUYECKas
cucremMa IDEA (Internet of Distributed Energy Architecture). OOmmii KoHTEKCT Oe30macHOCTH
3HaunMbIX 00bekTOB KUU sHepreTuxm..

2.2. OcHOBBI LU (POBU3ALUHN SHEPTETUKH.

OO0muii koHTekcT 1M@poBuzauuu. Ilmocsl u MuHychl 1udpoBuzanuu. CoBpeMeHHbIE
HampaBieHuss LuppoBoi TpaHcopmaruu sHepreTuku P®. YpoBeHb MHTENIEKTYaJIbHOCTH U
yHUpHUKaUU 000py10BaHUS. .

2.3. Konuenuus nudpoBoii 31eKTpUUeCcKOi MOJICTAHIIMN Ha OCHOBE OTKPHITOTO 00BEKTHO-
opueHTHpoBaHHOTO cTaHaapra MOK-61850.

Nnes cranpapra MOK-61850. OcHoBHBIE NOHATHS cTaHAapTa. [lepeuens pas3nenos cranmapra.
[IpoGniema obmena wuHpopMalueil: TeXHOJOruueckas, ymnpasieHdeckas. [Iporokosnbr oOMeHa
uHpopmanueit 00bexkToB 3Hepretukn GOOSE, MMS u ananu3 u3 3amuuieHHoctu. [lpeumymectsa
HIIC. Ysazsumoctu LIIC..

2.4. CtpykTypa nporpaMmmHo- TexHuueckoro kommiekca LI1C.

[Monoxenns CTO 34.01 -21-004-2019 o cTpyKType W apXHUTEKType NpPOTPaAMMHO- TEXHH-
yeckoro komiuiekca L{IIC. Tpebosanus k unterpauuu LIIC B cucremy nudpoBoii 31eKTpudecKoit
ceTH. ABTOMATHU3UPOBAHHBIE CHCTEMbI YIPABIEHUS TEXHOJOTHYECKUMH MPOLIECCaMH, CUCTEMBbI
OIEpaTUBHO-TEXHOJIOITMYECKOTO U  ONEPaTUBHO-IUCIETYEPCKOrOo ynpasieHus. KommiekcHas
cucreMa obecrieueHus 6e30macHOCTH U obecrieuenne napopmannonHoit 6e3omacuoctu LIIC..



2.5. HanpaBiieHusi COBEPIICHCTBOBAHMS 3aLIUTHI 0OBEKTOB SHEPTETUKU OT KHOepaTak u
JNECTPYKTUBHOTO BO3/IEUCTBUS.

O6mas xapakrtepuctuka crangapra IEC 62351 (Cybersecurity Standards).  OcHoBHBIC
Mexanu3mbl b mpumeHuTenbHO K oObekTaM sHepreTuku. llepcrekTuBbl, ¢GOpMbI U CHOCOOBI
IIPAKTUYECKOI0 NMPUMEHEHMSI MOJIOXKEHUIM cTaHnapTa Ha oObekTax sHepretuku Pd. [lepcniekTuBbl
pa3paboTKu TPeOOBAHWI B OTHOIIEHWW 0a30BBIX (YHKIHUKA W MHPOPMAIMOHHON OE30MacHOCTH
00BEKTOB EKTPOdHEpPreTHKH PD 1 co31aHus CHCTEMBI YAaJICHHOTO MOHUTOPUHTA. .

3. Opzanusayus u ynpasierue bezonachocmovio obwvekmos KUU suepcemuku

3.1. T'ocynapcTBeHHas cucTeMa OOHAPYKCHHUS, TPEIYIPEKACHUS U JTUKBUIAINH MTOCIEICTBUI
koMibroTepHBIX aTak (I'ocCOIIKA).

[TonsiTue, monoxeHue, LEIH, 3a7adyd U CTpyKTypa cucrteMbl. PerymupoBanue I'ocCOIIKA.
[Topsimok  monkimrouenus  3HauyuMbiX  00bekTOB KUMKW k  T'ocCOIIKA. Opranuzanus
WH(OPMAIIMOHHOTO B3auMOJEUCTBUS U oOMeHa Mexnay oObekrtamu ['ocCOIIKA.. TexHomorus
noaktoueHus: 3HaunMoro oobekta KMU suepretuku k nentpy ['ocCOIIKA.. Tlepeuenb, o0beM u
MOCJIEIOBATEILHOCTh PabOThl MO TNOAKIIOYeHHI0. Pa3paboTka KOMILIEKTa JOKYMEHTALMM IS
MOJKIIIOUEHUSI. YCJIOBUA U YPOBEHb TEXHHYECKOW OCHAIIEHHOCTH [UIsi paboThl B COCTaBe
['ocCOIIKA. Tlopsaok mpeacrapieHuss nHGoOpMauu 00 MHIMICHTaX 0€30MacHOCTH Ha 00BEKTax
KHUN..

3.2. Opranuzanust coopa uaopmarmu o coositusx ot LIIIC.

Cucrema cbopa COOBITHH: CTPYKTYpa, KOMIUIEKC NMPOIPAaMMHBIX M IPOrpaMMHO-AINIapaTHBIX
KOMIOHEHTOB.  Curnanusauust  coctossHuii  APMos, SCADA  cepBepoB, BTOPHUYHOIO
KOMMYHHMKAIIMOHHOTO oOopynoBaHus. OpraHuzanus QUKcalMd W XpaHEeHUus HHpOpManuu B
KypHasax coOblTuil. BcTpoenHsle Mmexanu3mbl 3amuThl MasterSCADA..

3.3. IlporpaMMHo-anmnapaTHble peleHHst 6€30MacCHOCTH POCCUICKUX MPOU3BOIUTENCH [UIs
o0wvextoB KU snepreTuxy.

OO011ast xapakTepucTHKa U MepedeHb MPOrPaMMHBIX U MIPOrPaMMHO-ANINapaTHRIX PEIIeHUH IS
o0bexktoB KMUM osuepretuku. CpexactBa cermentupoBanuss JIBC mnoacraniuu. OnpeneneHue
JIOMEHOB 0€30IacHOCTH Pa3jIMYHOr0 YPOBHS TPeOOBaHUM C HCHOJIB30BAHWEM HHAYCTPHAIBLHOTO
nuto3a 6e3onacHoctu komnanuu ViPNet. Cuctemsl MoHUTOpHHTA 3amuiieHHocTH cetu ACYTII u
oOHapy>xeHHs kuOepaTtak Ha ee koMroHeHTs! ISIM kommnanuu Positive Technologies..

3.4. [lepcieKTHBBI pa3BUTHS IPOrPAMMHOTO U IPOrPaMMHO-ANIMAPaTHOrO 00eCeYeHUsI
6e3onacHoctn 00bexToB KMU 3HepreTux.

[Tapagurma obecnieueHust Oe3zonmacHOCTH 00bekTOoB KWW  sHEpreTkn B KOHIEMIIUH
NPEBEHTHUBHOCTH 3allUThl OT KuOepaTak. [losMTHKAa BCTPOEHHOCTM MEXAHM3MOB 3alllUTHl B
OCHOBHOH TEXHOJIOTUYECKUN (DYHKIMOHAT OOBEKTOB. MeXaHU3Mbl MPEBEHTUBHOCTH PEAKLIUU Ha
KkuOepaTaky. AHanuTHYecKass oOpaboTka COOBITMH 0€30MaCHOCTH Ha OCHOBE KOPPENSLMOHHBIX
METOJIOB U UCKYCCTBEHHOT'O MHTEJIIEKTA..

3.3. TeMbl NIpaKTHYECKUX 3aHATHI
1. Ananus yrpo3 6e3onacHoctu oobekram KM sHepreTuky u nociencTBuil peaan3anuu
yrpos.;
2. HopmatuBHoe perynupoBanue 0ezonacHoctu oobextoB KNUU. [lenosas urpa.;
3. OCHOBBI TOCYAAPCTBEHHOM MOTUTHKH B cepe IHepreTuueckoi 6esonacHocTH. Jlemosas
urpa.;
4. OcHOBBI IU(POBU3ALUHI SHEPTETUKH. ;



5. Konnenmust HIIC Ha 0CHOBE OTKPBITOI0 00BEKTHO-OPUEHTHPOBAHHOTO cTaHapra MOK-
61850.;

6. CTpykTypa nporpaMMHo- TexHuueckoro komruiekca LIIC. .;

7. TexHonmorust moakitoueHus 3HaunMoro oorekra KU snepretukn k nientpy 'ocCOITKA.
[enoBas urpa;

8. I'ocynapcTBeHHas cuctemMa 0OHapy>KeHUs, MPEAYIPEKICHUS U JTUKBUIAIUHU TTOCIEeICTBUN
KOMITBIOTEPHBIX aTaK.;

9. Opranuszanus coopa napopmanuu o codbiTusx ot LIIC. JlenoBas urpa.;

10. TIporpammHO-anmapaTHbIe pelIeHUs O€30MACHOCTH POCCUNCKHX TIPOU3BOAUTEICH IS

o6bexToB KU sHepreTuku.;

11. IlepcieKkTUBbI pa3BUTHS IPOTPAMMHOIO M IPOrPaMMHO-ANIapaTHOTO 00eCTIeYeHHs

6e3onacHocTu 00bekToB KU sHepreTukw. ;

12. KareropupoBanue oovexroB KMU. Jlenosas urpa.;
13. HanpaBieHus: COBEPILIEHCTBOBAHUS 3alUThl OObEKTOB SHEPIreTUKH OT KHUOepaTak U

JIECTPYKTUBHOTO BOo3/elcTBUs. JlenoBas urpa. (4 yaca).;

14. IIpaBoBoe perynupoBanue 6ezonacHocTi 00bekToB KMU. JlenoBas urpa.

3.4. Tembl 12a60paTOPHBIX padoT

HE MIPEAYCMOTPEHO

3.5 KoncyabTanuu

2.

Ipynnoevie koncyremayuu no pazoeaam oucyuniunsl (I°'K)

HopmatuBHoe perynupoBanue Oe3omacHOCTH 00bekToB KM Ha OCHOBE MONOXKEHHIM
npukaza @CTOK Poccuu Ne239 ot 25.12.2017.
Unes cranmapra MOK-61850. OcHoBHble mOHATHS cTaHjaaprta. llepedennb pasnienion
cragmapra. [IpoGiema oOMeHa WHGpOpPMAIUCH: TEXHOJOTHYECKAs, YIIpaBIeHYCCKAs.
[Iporokonbl oomena uHopmainueit 00bekToB sHepretuku GOOSE, MMS u ananus u3
samuieHnoctu. [Ipeumymecrsa LIIC. Vsa3sumoctu LITIC.

Texywuti konmpoas (TK)

CocraB mep Oe3omnacHocTH 3HAUUMbIX 00bekTOB KMW B COOTBETCTBUM € MX KaTeropueiu
3HaYMMOCTH.
HOI[FOTOBKa K BBIITIOJIHEHHUIO TECTOBOT'O 3aJaHUS

3.6 TemaTnka KypcoBbIX POEKTOB/KYPCOBBIX padoT
KypcoBoii npoekT/ paboTa He MPeAyCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEeHIIU

Howmep paznena
JTVCIUIUTUHBI (B

OueHo4YHOE CPEACTBO
(TUII 1 HAUMEHOBAHUE)

3amaHupOBaHHbIE PE3YAbTaThl 00YUYEHUS MO TUCIUILINHE Konpt
COOTBETCTBUHU C
(B COOTBETCTBHHM C pazneiiom 1) WHJIUKaTOPOB 1.3.1)
1 12 ] 3
3HaTh:
BO3MO>XHOCTH MPOTPAMMHBIX U TEXHUUYECKUX CPEACTB MOHUTOPHHTA MK-1. 1.1 + HenoBas urpa/KontposibHoe
3amuiIeHHoct oobekroB KNU; 3aganue 2
nepeyeHs TpeboBaHuii 3amuThl nHGopManuu Ha oobekTax KUU; MK-1. 111 + + HenoBas urpa/KontposibHoe
T 3ajaHue 2
npaBmiia kKareropupoBanusi oobextoB KUU snepretuky; K-1. 2111 + Henosas urpa/KontposibHoe
T 3aganue |
MIPaBOBBIE OCHOBHI 3aIIMTHI HHPOpManuu Ha o0bekTax K1U; Kontponbnas
pabota/KonTpoasHas padora 1
IMK-1.2nk-1 + +
JenoBas urpa/KoHTponbHOE
3aganue 1
OCHOBBI KOHIIETIIIHH [IU(PPOoBOH dnekTpudeckoit moacranimu (L{I1C); KonTponbshas
MK-1.30x.1 + pabora/KonTpomnbHas padora 1
TectupoBanue/Tect
na"mwadt yrpo3 oobektam KU sHepreTku 1 0OCHOBHBIE BEKTOPBI aTak Ha TTK-1 301 + Jenosas urpa/KoHTponbHOe
HUX; T 3aganue 1
YMersb:
IUTAHUPOBATh MEPONIPUATUS MOHUTOPUHTA 3aIIMIIEHHOCTH 00bekToB K TTIK-1. L.t + [enosas urpa/KontposbHoe
Y 3ananue 1
BBITIOJTHSITH OCHOBHBIE PabOTHI 1O KaTeropupoBannio o0bekToB KN TTK-1. 2111 + KonTponbnas
SHEPreTUKU; T pabota/KonTponpHas padora 1
(hopMHUpPOBATH MEPEUEHB U TIOCIICIOBATEIHFHOCTD BHITTOTHEHUS TK-1. 2151 + Henoas urpa/KortponsHoe
MmeponpusTii o 3anmre KMM 06beKTOB SHEPreTHKH; T 3ajanue 1
BBINOJIHATH OCHOBHBIE MTPOIIETypHl, aHATU3UPOBATh HHPOPMALIUIO TTK-1.30.1 + + Jenosas urpa/KoHTponbHoe
MOHHUTOPHHTA U pa3padbaThIBaTh peKOMEHAAINU 110 Pe3yJIbTaTaM aHaJIn3a T 3ajaHue 2
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MPAaBUJIHHO MPUMEHSTH TPEOOBAHHMSI TPABOBBIX M HOPMATHBHBIX
JOKYMEHTOB JiJIsl o0ecnieuenus 6e3omacHoctr 00bekToB KM

TIK-1.3mx-1

Henoas urpa/KontponbsHoe
3ajanue 1
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4. KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE OIIEHOYHEBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMS
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
6 cemecTp

®dopma peanuzanuu: 3anmra 3aaaHus
1. KontponbHoe 3amganue 1 (enosas urpa)
2. KontponbHoe 3aganue 2 (JlemoBas urpa)

Dopma peanuzanuu: [TucemenHas padora
1. Konrponpnas padota 1 (KonTponsHas pabora)
2. Tect (TectupoBaHnue)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 Ilpome:KyTOYHAS aTTeCTALMS 10 JUCHUIIMHE

Ixzamen (Cemecmp Nob)
WrtoroBast oleHKa MO KypCy BBICTaBIseTCS HCXoAs u3 TmonoxeHudd cucreMbl BAPC  kak
CEMECTpOBas U IK3aMEHALlMOHHAs! COCTABJISIIOLIAS

Ipumeuyanue: OnieHOYHBIC MAaTEPUATHI TI0 JUCIUILIMHE TPUBEICHBI B (DOH/IC OIICHOYHBIX
marepuasioB OITOII.

5. YYHEBHO-METOANYECKOE OBECIHEYEHUE JUCLHUIIJINHBI

5.1 IleyaTHbI€ ¥ JIEKTPOHHbIE U3TAHUA:

1. Pa3pabotka u BHeapenue komiuiekcoB P3A 1IIC ¢ pa3nuyHbIMU apXUTEKTypamMu
(ueHTpanu30BaHHasl, ACLEHTpAIN30BaHHas, TMOpuaHas) o Teme: IlpoekTupoBanue u
nabopaTopHOE MOJIETMPOBaHUE KITt0UeBbIX 351eMeHTOB TexHosoruu P3A IIIC ¢ ucnonb3zoBanuem
NOJUroHa udposoi noacranuu. Jtan 2. [Ipomexxyrounsiit oryer : HUP / Hau. uccnen. yn-t
"MOUN" (HUY"MBUN"), Hentp HTU MOU "TexHosnoruu TpaHCIIOPTUPOBKH 3JIEKTPOIHEPTUU U
pacripe/ielIeHHbIX HHTEIUIEKTyallbHbIX sHeprocucteM" ; pyk. TeMsl E. H. Kono6ponos . — Mockaa,
2020 . - 62 c.
http://elib.mpei.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentl
d=11184;

2. Abayxamuios, I'. A. Pa3paboTka METOIMKHA aBTOMaTU3UPOBAHHOTO ITPOEKTUPOBAHUS CXEM
omnepaTuBHON OJOKUPOBKU U(PpoBbIX noacTaHImit: 05.14.02 "DnekTpuyeckue CTaHIINK |
AIIEKTPOIHEPTEeTUUECKUE CUCTEMBI" : IUCCepTalMs KaHau1aTa TeXHHYeCcKuX Hayk / I A.
AOnyxamunos, Ham. uccnen. yu-t "MOU" . — M., 2017 .- 135 c.
http://elib.mpei.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentl
d=9391,

3. 1. M. Baznees, B. I'. Makapos- "Konuenuus ynpasieHus HUPPOBBIMHU MOACTAHIIMSIMU
oynymero", U3marenbctBo: "KazaHCkuil HAyYHO-HCCIIEIOBATEIHCKUM TEXHOJIOTHISCKUN
yauBepeuteT (KHUTY)", Kazans, 2019 - (152 ¢.)
https://biblioclub.ru/index.php?page=book&id=612961;

4. B. B. Cxusp- "O6ecneuenue 6e3onacHoctd ACYTII B COOTBETCTBUU C COBPEMEHHBIMU
crangapramu", U3narensctBo: "Uubpa-Uuxenepus", Mocksa, Bonorna, 2018 - (385 c.)
https://biblioclub.ru/index.php?page=book&id=493885.
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5.2 JIunieH3MOHHOE ¥ CBOOOHO pacnpocTpaHsaeMoe MPOrpaMMHOe ofecrnedeHue:
1. CAO "IIpomereii";

2. Office;

3. Windows;

4. Maitan Buneoxondepenuuu;

5. SCADA TRACE MODE;

6. ModelSim;

7. ERwin Data Modeler.

5.3 UnTepHeT-pecypchl, BKJIWOYasA NPodeccuoHaTbHbIe 0a3bl JAHHBIX 1 HH(OPMAIIUOHHO-
CIIPaBOYHbIE CHCTEMBI:

1. 9BC Jlanb - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 6u0J1M0TeKA OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. ba3za nannbix Web of Science - http://webofscience.com/

4. ba3za nauabix Scopus - http://www.scopus.com

5. Kypnaa Science - https://www.sciencemag.org/

6. DnexkTponnas 6udmorexka MOU (36 MIOMU) - http://elib.mpei.ru/login.php
7. OTkpbITasi yHuBepcuTerckasi uHgopmanuonHas cucrema «POCCHUS» -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomeeHus Homep ayauropun, OcHamenue
HauMCHOBaHHue
Y4eOHbIC ayAUTOPHH IS H-204, YueOnas napTa co CKaMbei, CTOJI IIPernoiaBaress, CTyI,
MIPOBEJICHUS JIEKIIMOHHBIX ayuTopus TpuOyHa, J0CKa MeNoBasi, KOJIOHKH 3BYKOBBIE,

3aHATUHI U TEKYILIETO
KOHTPOJIA

MYJIbTUMEANMHBIN IPOEKTOP, IKPaH

K-601, YucOuas
ayJIUTOpHUs

mapTa co CKaMbei, CTOJI TPEIo1aBaTes, CTyII,
TpuOyHa, JOCKa MEJIOBast, MyJIbTUMEINITHBIN
MIPOCKTOP, IKPaH

VYyeOHble ayAUTOPUH IS

M-510, YueOHas

rnapra co CKaMLeﬁ, CTOJI Ip€nioAaBaTelid, CTYlII,

MPOBEJICHUS ayAUTOpHUS JIOCKa MeoBast
MPAaKTUYECKUX 3aHIATUH,
KP u KII
Y4eOHble ayAUTOpUH IS M-510, YueOHas rapTa co CKaMbeu, CTOJ IIPENOAaBaTelis, CTyl,
MPOBEICHUS ayAUTOpHUS JIOCKa MeoBast

71a00paTOPHBIX 3aHATHH

VY4eOHble ayAUTOpUH IS

M-510, Yuebnas

mapra co cKambei, CTOJI TpenoaBareisi, CTyI,

MIPOBEICHUS ayJIuTOpus JIOCKa MEeJIOoBast
MIPOMEKYTOUHOMN K-120, MammHHbBIH cepBep, KOHAUIUOHEP
aTrTecTaluu 3an UBI]
ITomerienus mist HTB-303, CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITENTLHOUN pabOTHI KommbrotepHsiii MMCbMEHHBIN, BEIAIKa IS OISk IbI,

YUTAIbHBIN 3aJ1

KOMITBIOTEpHAs CETh C BBIXOAOM B MIHTEpHET,
KOMIIBIOTEP IIEPCOHAIIBHBIN, IPUHTED,
KOHJIULIHOHEP

ITomentenus mis
KOHCYJIbTUPOBAHHMS

A-300, YueOnas
aynuropus "A"

Kpecio pabouee, mapTa, CTEIIaX, CTOI
MIPEnoIaBaTelis, CTOJI YIeOHBIN, CTYJ, TpuOyHAa,
MUKPO(OH, MyJIbTUMEIUNHBIN IPOESKTOD,
DKpaH, T0CKa MapKepHasi, KOJIOHKH,
TEeXHHUYECKas anmnaparypa, KOHIUIUOHED,
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TEJICBU30D

[TomemeHus st XpaHEHUS
o0opyIoBaHUs U y4€OHOTO
WHBEHTapS

K-202/2, Cknag
kadeapsr BUT

CTEIUTaX ISl XpaHEHUS] MHBEHTAps, CTOM,
CTyJI, mKad sl JOKYMEHTOB, IIKad 1y
XpaHeHUs] UHBEHTAps1, TyMOa, 3aracHbIe

KOMILIEKTYIOITHE JUIsi 000pYJOBaHUS

15




bezonacHocTh kpuTHUECKON MHDOPMAIITMOHHON HHPPACTPYKTYPHI OOBEKTOB

IIpunoxenne A

BAJJIBHO-PEUTUHTOBAS CTPYKTYPA JJUCHUILJIMHBI

OHCPICTUKH

(Ha3BaHME AUCIMILIMHBI)

6 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUITHHE:
KM-1 KontpoasHnas pabota 1 (Kontposbhas pabota)
KM-2 KontponbsHoe 3aaanue 2 (JlenoBas urpa)
KM-3 KontpoasHoe 3ananue 1 (enoBas urpa)
KM-4 Tecr (TectupoBanue)

Bujx npome:xyTo4HOI aTTecTanu — JK3aMeH.

Wnnekc KM- | KM- | KM- | KM-
Howep Paznen qucuumimHbl KM: L 2 3 4
paszena AT et Henens 4 8 12 15
KM:
1 Opranu3anus 3amuTel ”HGopManuu Ha o0bekTax KNUNU
11 [TpaBoBoe perynupoBanue 6e3omnacHoctu 00bekToB KN + +
1.2 Kareropuposanue oobextoB KM + +
1.3 Ouepreruka kKak chepa pynkuuonuposanus KUN. + +
14 Obecneuenne 6e3onacHOCTU 3HaYMMBbIX 00bekTOB K. + +
2 Konnenmus nudporoii anexrpudeckoit noacrannuu (LI1C)
21 OCHOBBI rOCyJapCTBEHHOM MOJIUTUKH B chepe + +
' HHEPreTUYECKON OE30MacCHOCTH.
2.2 OcHOBBI 1TU(POBU3ALNH YHEPTETUKU. +
Konuenus undpoBoii anekTpuueckoi NoACTaHIMH Ha
2.3 OCHOBE OTKPBITOTO O0BEKTHO-OPUEHTUPOBAHHOTO CTaHAapTa + +
MDBK-61850.
2.4 CrtpykTypa nporpaMMHoO- TexHudeckoro komiuiekca LIIC. +
25 Hanpasienust coBepiIeHCTBOBAHMS 3alIUTH 0ObEKTOB +
' SHEPreTUKN OT KHOepaTak 1 JIeCTPYKTHBHOTO BO3JICHCTBHSI.
3 Opranuzanus U ynpasieHue 6e3onacHocTbio 00bexToB KU
SHEPTreTUKU
['ocynapcTBeHHas cucteMa 0OHApYKEHUS, TPeyTPEeKICHUS
3.1 ¥ JIMKBUJIAIIAY TIOCIIEJICTBUN KOMITBIOTEPHBIX aTaK +

(T'ocCOIIKA).
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3.2

Opranuzanus c6opa nuaopmaruu o coobrTusx ot LIIIC.

3.3

[TporpamMMHo-arinapaTHble penieHus 6€30nacHOCTH
pOCCUCKHX TIpou3BoAuTENeH st 00bekToB KN
SHEPIeTHUKHU.

3.4

[lepciekTHBBI pa3BUTHS IPOIPAMMHOIO U IIPOTrPAMMHO-
anmapartHoro obecrneueHus 6e3onacHoctu oobexkroB KUU
SHEPreTHUKHU.

Bec KM, %:

20

20

30

30
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