MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
denepanbHOe roCyJapCcTBEeHHOE 010:KeTHOE 00pa3oBaTe/IbHOE YUpeKAeHne
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagsaenune noarorosku/cnenuanbHocth: 10.03.01 UudopmaunonHast 6€30nacHOCTH
HaumenoBanue o0pa3zoBare/ibHOMH NPorpaMmMbl: be30nacHOCThL KOMIIBIOTEPHBIX CHCTEM
YpoBeHb 00pa3oBaHus: Beiciiee 00pa3oBaHue - 0aKaJaBpuaT

®opma o0yuenusi: Ounas

Pabouass nporpaMma QM CHUILIHHBI
BE3OIIACHOCTDB BECITPOBO/IHBIX CETEU IIEPEJAYHN

HHOOPMALUU

BJok:

Baok 1 «/Iucuyuniaunbl (MoOxyJam)»

Yacrp 00pa3zoBaTebLHOM
NPOrpaMmblI:

Yacrsb, popmMupyemMas ydyacTHUKAaMHU 00pa30BaTe/IbHbIX OTHOLIEHUI

Ne qucumnInHbI 10 yyeOHOMY
TJIaHY:

b1.4.09

TpyaoeMKOCTh B 3a4eTHBIX
e/IMHHIIAX:

8 cemectp - 4;

Yacos (Bcero) no yueGHomy
TJIaHY:

144 yaca

Jlekuuu

8 cemecTp - 28 yaca;

IIpakTnyeckue 3aHATHSA

8 cemectp - 28 yaca;

JlabopaTopHble pa6oThl

8 cemectp - 42 yaca;

Koncynbranumn

MPOBOAUTCS B PAMKAX YaCOB Ay/IMTOPHBIX 3aHATHI

CamocrosiTesibHasi padora

8 cemectp - 45,7 yaca;

B ToM unciae Ha KII/KP

He MPeAYCMOTPEHO Y4eOHBIM MJIAHOM

HNnas koHTakTHas padora

MPOBOAUTCS B PAMKAX YaCOB Ay/IMTOPHBIX 3aHATHI

BKJIIOYAS:
KonrpoJsbHas pa6ora

HpOMe)KyTO‘{Haﬂ aTTrecrauus:

3ayer c oneHKoOM

8 cemectp - 0,3 yaca;
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IMPOI'PAMMY COCTABNIJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageneyu Monak P.W.
IIpenogaBarenn WaeHTMMKaTOD Rbc0e923e-PoliakRI-10208dd2 P.N. ITonsak
(1OIKHOCTB) (moanuce) (pacuudpoBka

TIO/AITUCH)

COI'TACOBAHO:
MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»
CseneHva o snagensuye L3N M3K

PykoBogutens Braaenen Baporos O.P.
00pa30BaTEIIbHON IPOrpaMMBbI Maentaguarop R90d76356-BaronovOR-7hf8fd7e O.P. baponos

(1OIKHOCTB, ydeHast CTENEHb, yIEHOE 3BaHKE)

3aBeyIOIIMI BBITYCKAIOIICH
KadeIpbl

(moamnucek)

%Mo ¢

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

HeBckui A.HO.

Waentuduratop

R4bc65573-NevskyAY-0b6e493d

(pacudpoBka
MIOJITIHUCH)

A YO. HeBckuit

(1OIKHOCTB, ydeHast CTENEHb, yIEHOE 3BaHKE)

(moamnucek)

(pacuudpoBka
MOJITTHCH)



1. EJIX U 3AJTIAYN OCBOEHUSA JUCHUITJIMHBI
Heab ocBoennss qucuumiauabl: ChopmupoBath y OyqylmuX CHEIUAIUCTOB CHUCTEMY MOHSATHUU,

3HAHWI, YMCHUH W HABBIKOB B OOJACTH JESATECIBHOCTH, CBSI3aHHOH C MOAOOpPOM, SKCIUTyaTallued u

o0cITyKMBaHUEM 000PYI0BaHUS IIUPPOBLIX OCCIIPOBOTHBIX IUPOKOIMOIOCHBIX CETEH CBS3H.

3agaun AMCHMIIINHBI

- u3ydeHue (PU3MIECKUX OCHOB MEpeauu JaHHBIX 110 paJOKaHaly 1 0a30BBIMHU MPUHIIUIIAMH
OpraHu3ainuu O0ecrpoBOAHBIX KOMIIBIOTEPHBIX CETEH;;
- M3yuenune 0CHOB HACTPOMKHU M SKCIUTyaTalluH HU(POBBIX OECIPOBOIHBIX KOMIIBIOTEPHBIX

CeTeH;;

- [Tony4yeHne HaBBIKOB BBISIBJICHUS YTPO3 M YI3BUMOCTEH B OECIIPOBOAHBIX KOMIIBIOTEPHBIX CETSIX
U IPUMEHEHUS METOJIOB U CIIOCOOOB 3alUThl MH()OPMALK B HUX;
- ®opMupyeMbIe y 00y4aromIerocss KOMIIETCHIIMU U 3aIlJIAaHUPOBAaHHBIE Pe3yabTaThl 00y4eHUS 110

JUCHUITIINHC:.

dopmupyembie y 00y4aronierocs KOMNneTeHIHH 1 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JTUCIUTIIINHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUS KOMIIeTEeHIHI !

Koa n HanmMeHoBanue
KOMIIETeHI{UH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIEeTeHINHI

3amiaHNpPOBaHHbIE Pe3yJbTAThI 00yUeHHus

IIK-1 I'oToB 0OecnieunBaTh
3aUTy HHQOPMAINH B
ABTOMAaTHU3UPOBAHHBIX
CHUCTEMax B IIPOILIECCe UX
JKCILTyaTaluu

[TK-1.1k-1 AIMUHUCTpUPYET
CUCTEMBI 3alTUTHI
uHpopmarun
ABTOMATU3UPOBAHHBIX CHCTEM

3HATH:
- uznyeckre OCHOBHI pabOTHI
TEJICKOMMYHUKAIIMOHHBIX CHCTEM U
BO3MOXKHBIE YTPO3bl HH(POPMAITMOHHOM
0€30I1acHOCTH;,.

YMETbh:

- IPAKTUYECKH TPUMEHATh TEOPETUUECKHE
3HAHUSA [IPU PEIIECHUH 3a]a4 3alUThI
uHpopManuu B OeCIPOBOJIHBIX CUCTEMAX;.

[1K-2 I'0TOB K BHEAPEHHUIO
CUCTEM 3alllUThI
uHpOpMaLuu
ABTOMATH3UPOBAHHBIX
CUCTEM

ITK-2.1nx-2 YcTanaBnuBaeT u
HACTpPanBaeT CPEJICTBA 3AIUTHI
uHpopMaluu B
ABTOMATHU3UPOBAHHBIX
CHCTEMax

3HATH:
- CYLIECTBYIOLIUE CTaHAAPTHI JIOKAJIBHBIX
OeCIpOBOJHBIX KOMITbIOTEPHBIX CETEH.

YMETB:
- HABBIKAMU HACTPOUKHU CETEBBIX

uHTepPeiicoB 6ecrpoOBOIHBIX
KOMITBIOTEPHBIX CETEeH, METOIaMH
MOBBIIIIEHUS 3aIIUIIIEHHOCTH
nepeaaBaeMoil yepe3 HUX MH(opMaIum;.

I1K-3 Criocoben
aJIMUHUCTPHPOBATH
CpeZCTBa 3aIIUTHI
uH(popMaluu B
KOMITbIOTEPHBIX CUCTEMAX U
CeTsax

ITK-3.2nk-3 AIMUHUCTPUPYET
pOTpaMMHO-aIapaTHbIE
CpeZCTBa 3aIIUTHI
uH(popMaluu B
KOMITBIOTEPHBIX CETSIX

3HATh!
- IPUHLUIIBI TTOCTPOECHHUS OECIIPOBOTHBIX
KOMITBIOTEPHBIX CETEHN C pa3INuYHON
peanu3anuen GpU3NIECKOro KaHaia, a
TaK)Xe METOJIbI U CPEJICTBA OOeCTIeueHus
MH(POPMALIMOHHOM 0€30MacHOCTH;.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

I[I/ICI_II/IH.III/IH& OTHOCUTCSI K OCHOBHOM HpO(pCCCHOHaHBHOﬁ O6pa3OBaTCHBHOf/'I nporpamMmme

besomacHoCTh KOMIIBIOTCPHBIX CHUCTEM

(mamee — OIIOII),

HarpaBienus: moxarorosku 10.03.01

Wndpopmanronnas 6€30MacHOCTb, ypOBEHb 00pa30BaHUs: BbICIIEE 00pa3oBaHUe - OaKalaBpHar.




bazupyercs Ha ypoBHE cpeHero o01mero ooOpa3oBaHusl.

PesynbTarel 00yueHus1, MOTYYCHHBIE IPU OCBOCHUU JTUCHUTUIHHBI, HEOOXOIUMBI IPU BBIMOJTHCHUN
BBIMYCKHOM KBaTU(UKALMOHHON PabOTHI.



3. CTPYKTYPA U COAEP) KAHUE JUCIHUIIJINHbI
3.1 CTpyKTypa THCHUNIHHBI

OOm1as TpyI0EMKOCTh JUCITUTLTHEI COCTABIISET 4 3a4eTHBIX equHUIBL, 144 Jaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Paznenbl/Tembl =l o
Ne JUCTIATUTHHBL/ (pOpMBI § % § KonrakrHas pabora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/1 IIPOMEKYTOIHOM o &| 3 Koncyubranms NKP PaGora s | LOATOTOBKA K METONYECKUE yKa3aHMUs
arTecTammn | © e T e ey Tk | ikkn | o | M| cemeetpe ﬂ)ﬁ;fff
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Mogens ceTeBoit 62 8 14 20 14 - - - - - 14 - IToozomoeka Kk nadopamopnoii pabome: J1ns
6e3omacHoCcTH BBITIOJTHEHHS 33/IaHUH 110 T1a00paTopHOH padoTte
KOMMYTHPYEMBIX HEOOXOANMO TPEIBAPUTEIBEHO U3YIHTh TEMY 1
6ecrpoBOTHBIX 3a71a4¥ BBITIOJHEHHMS JTaOOpaToOpHOi paboThl, a
JIOKAJIbHBIX CETEH. TaK kK€ U3yYUTh BOIPOCHI BApHAHTOB
ATaku Ha CeTeBYIO 00paboTKH pe3ysIbTaToOB 10 U3YYEHHOMY B
nH(OpMaLMOHHYIO pasnene "Mogenb ceTeBoii 6e30macHOCTH
uHppacTpyKkTypy KOMMYTHPYEMBIX OECIIPOBO/HBIX JIOKATBbHBIX
0ecrnpoBOTHOM cereil. ATaku Ha CeTeBYI0 HHPOPMAIMOHHYIO
KOMIIBIOTEPHOU CETH nHppacTpykTypy OecrpoBoHOI
11 ATaku Ha CeTEeBYIO 62 14 20 | 14 - - - - - 14 - KOMIBIOTEPHOI ceTH" MaTepHaiy.

nH()OPMAHOHHYIO
MHPPACTPYKTYpY
OecrpoBOTHON
KOMITBIOTEPHOM CeTH

Tloozomosxka K ayoumopHvim 3auamusam:
[IpopaboTka JIeKIIUH, BHITOTHEHHE U
MOJITOTOBKA K 3alIuTe J1a0. paboTHI
Iloozomosxa domawnezo 3a0anus:
[MoxroToBka AOMAaITHETO 3a/JaHUS HATlpaBJICHA
Ha OTpabOTKy yMEHUIl peneHus
npodeccroHanbHBIX 3a1a4. JloMarHee 3a1aHue
BBIJIAETCS CTYJIEHTAM 110 U3Y4YEHHOMY B pasjelie
"Moaenb ceTeBoM 0€30IacHOCTU
KOMMYTHPYEMBIX OECIIPOBOIHBIX JTOKATBLHBIX
ceTel. ATaku Ha CEeTeBYIO HH(POPMAITHOHHYIO
nHppacTpykTypy 6€CripoBOIHOM
KOMIBIOTEPHOH ceTH" MaTepuaity.
JIOTIOTHUTEIBHO CTYICHTY HEOOXOAUMO
U3YYUTH JUTEPATYPy U pa3o0parh IpUMEPHI
BEITIOJTHEHUS ITOTOOHBIX 3aqanuid. [IpoBepka
JTOMAIITHETO 3a/IaHUsl POBOJIUTCSI O
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IIPEACTABICHHBIM TUCEMEHHBIM paboTaMm.
I10020mogKa K npaKmu4ecKum 3auAMuIM:
W3yuenne maTepuana no pasgeny "Monens
ceTeBoii 0€30MacCHOCTH KOMMYTHPYEMBIX
0ecrpOBOTHBIX JIOKAJBHBIX ceTel. ATaku Ha
ceTeByl0 MH)OPMALMOHHYIO HHPPACTPYKTYPY
OecrpoBOTHOM KOMITBIOTEPHOH ceTn"
MOJIrOTOBKA K BBITMIOJIHEHUIO 3aJaHUi Ha
MPaKTHIECKNX 3aHATHIX
Camocmoamenvroe usyuenue
meopemuyueckozo mamepuana: Vzyaenne
JIOTIOJTHUTENBHOTO MaTepHaia o pa3zieiny
"Mozenb ceTeBOM 0€30I1aCHOCTH
KOMMYTHPYEMBIX OECTIPOBOJHBIX JIOKAIBHBIX
cereil. ATaku Ha CeTeBYIO HHPOPMAIMOHHYIO
HHPPACTPYKTYPY OCCIPOBOAHOIM
KOMIIBbIOTEpHOI! ceTH"”

H3yuenue mamepuanog 1umepamypHoix
UCHIOUHUKOB:

[2], 1-192
[3], 1-288

MexaHu3Mbl U
cpezncTBa odecrieueHus
0€3011aCHOCTH CETEBOH

HHPOPMALMOHHOM
nH}pacTpyKTypHI
0ecrpoBOTHON
KOMIIBIOTEPHOU CETH

64

14

22

14

14

2.1

MexaHu3Mbl 1
cpencTBa obecrieueHus
6€30IacHOCTH CETEeBOM

nHpopMaMOHHOH
HHPPACTPYKTYPHI
6ecrpoBOTHOM
KOMITBIOTEPHOM CeTH

64

14

22

14

14

Ilod2omoeka domauinezo 3adanusn:
[MoaroroBka goMaIiHeTo 3a1aHKS HAIIPpaBIeHa
Ha OTPabOTKY YMEHUI pelIeHus
npodeccnoHANBHBIX 3a/1a4. JlomalHee 3agaHue
BBIJJAETCS CTY/ICHTaM I10 U3y4EHHOMY B pasJielie
"MexaHH3MBI B CPEICTBA 00CCIIeYCHUS
6e30I1aCHOCTH CeTeBOIl HH(OPMAMOHHON
HHPPACTPYKTYPHI OECIIPOBOAHOM
KOMITBIOTEPHOM CEeTH" MaTepuany.
J1OTIOTHUTEBHO CTYICHTY HE0OOX0AUMO
U3YYUTH JIUTEPATypy U pa3odpaTh MpUMEPHI
BBITIOJTHEHHS IOK00HBIX 3aanuil. [IpoBepka
JIOMAIIIHETO 33/1aHusl IPOBOAUTCS MO
NIPE/ICTaBICHHBIM TUCEMEHHBIM paboTaMm.
Ilod20moeKa K npaKmuuyecKkum 3aHAMUAM:
W3yuenune maTepuana no pasaeny "MexaHU3MBI
u cpejcTBa obecrieueHus 6€301acHOCTH
ceTeBoil HH(POPMATMOHHON HHPPACTPYKTYPHI
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OecrpoBOIHOW KOMITBIOTEPHOH ceTH"
MOATOTOBKA K BBITIOJIHCHUIO 3aJaHNH Ha
MPaKTHYECKUX 3aHATHIX
Camocmoamenvroe usyuenue
meopemuuecko20 mamepuana: N3yuenue
JOIOIHUTEIBHOTO MaTepHaa 1o pa3ierny
"MexaHU3MBbI U CpPeJCTBA 00eCIIeYeH s
0e3omnacHoOCTH ceTeBOi HH(POPMAaLMOHHOM
HHPPACTPYKTYPHI OECIIPOBOAHOM
KOMIBIOTEpHOI1 ceTH"

H3yuenue mamepuanog 1umepamypHbix
UCIOYHUKOG:

[1], 1-912
[4], 1-104
3adeT ¢ OLIEHKOM 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 144.0 28 42 28 0.3 28 17.7
Hroro 3a cemecTp 144.0 28 42 28 - - 0.3 45.7

IIpumeuanue: Jlex — nexuuu; JIab — naboparopHsie padboTsl; [Ip — npaktuueckue 3ansatust; KIIP — aynuTopHble KOHCYIbTALUU IO KYPCOBBIM
npoektam/padoram; MKKII — nnauBuIyanbHbIe KOHCYIBTAIIMH 110 KYPCOBBIM IpoekTaM/padoram; I'K- rpymmoBsie KOHCYIbTAMU IO pa3ienaM
mucuuiuiniel; CP — camocrostenbHas pabora crynenta; UKP — unas konraktHas padora; TK — Texymumii koHTposb; [TA — npomexxyrounas

aTrTecranusa




3.2 KpaTkoe coaep:kaHue pa3ieaoB
1. Mooenv cemesoii bezonacHocmu KOMMYymupyemolx 0ecnpo8oOHbLX JOKAAbHLIX cemel. Amaxu
Ha cemeayio UHGDOpMAyUoOHHYIO UHGDpacmpyKkmypy 6ecnpo8ooHol KOMRLIOMEPHOU cemu

1.1. Ataku Ha ceTeBy0 HH(POPMAIIMOHHYIO HH(PpACTPYKTYpy O€CIIPOBOAHON KOMITBIOTEPHOM
CeTH

JlokanbHble OecrpoBOHbIE KOMIIBIOTEPHBIE ceTH. JIoKanbHbIe OECIpOBOIHbIE KOMIIbIOTEPHBIE
cetu cra"gaproB IEEE 802.11, 802.15. ®usuueckuii, KaHaJbHbII M CETEBOW YpPOBHHU.
Kondurypauuss OecnpoBOIHBIX JIOKAJbHBIX KOMIIBIOTEpHBIX ceTeld. KommbroTepHble ceTu
cragmapra IEEE 802.11: TexHuueckas peanmsanusi W KoHurypupoBanue. CereBas
uH(popMalMOHHast THPPACTPYKTypa OeCIpOBOIHOM 1 KOMITbIOTEpHOI ceTr. CriocoObl COeAMHEHU.
ApXuTeKTypa ¥ 000pyZOBaHHE OeclpoBOAHBIX ceTell. becrnpoBoiHBIE TEpCOHANBHBIE CETH U
texHojoruu. Kinaccudukanus 6ecripoBoHbIx ceteil. CeTeBble TEXHOIOTHH CEKTOpa OECIPOBOIHBIX
JOKaJIbHBIX MHTEpdeiicoB. Texnomorun unppaxpacHoit ces3u. CereBas TexHonorus Bluetooth.
Texnomoruu ceHcopHbIx cered ZigBee. Texnomnorus Wireless USB. 6.2 becripoBoaHbIe JTOKaTbHBIC
ceru u texHonoruu. Texnonoruu WiFi u cranmapter 802.11. OO60OmeHHBIH clieHapuii aTak Ha
CeTeBYI0  MH(QOPMAIMOHHYIO  MHPPACTPYKTYpYy  OECIpPOBOIHON  KOMIIBIOTEPHOH  CETH.
Knaccugpukamuss arak Ha ceTeByl0 HWHPOPMALMOHHYIO HH(pAcTpyKTypy OEcIpoBOAHOM
KOMIIBIOTEPHOMN CETH.

2. Mexanuszmul u cpedcmea obecneyerus 6e30nacHocmuy cemeson UHMOPMAUUOHHOU
uHdpacmpykmypwvl 6ecnpogoOHOU KOMIbIOMEPHOU cemul

2.1. MexaHU3MBI U cpelicTBa obecnieueHus: 0€30MacHOCTH CeTEBO HHPOPMALMOHHOM
UHGPACTPYKTYPHI OECTIPOBOTHON KOMITBIOTEPHON CETH

Kpunrorpadus m cucremsr mmppoBanus. OCHOBBI 0O€30MACHOCTH M 3alIUTHl JaHHBIX B
O0ecnipoBoaHbIX ceTsaX. Kommbrotepasie cetn crangapta IEEE 802.11: ocHOBBI 0Oe30macHOCTH,
CHOCOOBI 3alIUTHl JAaHHBIX W anropuTmbl mmdpoBanus. Crpykrypa mmdpoBanus Deiicrens.
Anroput™mbl  craHzaptHoro mudposanus. Pacnpenenenue kmoueil. OOmme  MeXaHU3MBI
oOecnieueHrs 0€30MaCHOCTH JIOKAJNBHBIX ceTed. OrpaHudyeHHe KOJIMYeCTBa YINpPaBISEMbIX
komnbroTepoB. @unetpanuss MAC aapecoB. Pomm ycrpoiictB. Metoasl KOHTpOJIs AOCTyNa B
OeCpoOBOJHBIX CceTsAX Tmepenaun uHopmanuu. MexaHu3Mbl MEXKCEeTeBOM O€30MacHOCTH.
Cocrosinne mnoproB kommyratopa. Cerm Ha ©Oaze mopToB. MexceTeBble 3KkpaHbl CHCTEMBI
oOHapyKeHHMI arak W BTOopkeHui. Kiaccubukaruss mMexaHu3MOB Oe3omacHocTH cetd Wi-Fi.
Cremuduxanus WPA. Cucremsl TyHenupoBanus. BupryansHsle yacTHbele ceTu. O030p nmpoTokana
PPPoE. O630p nporokana PPP. Private Network, VPN). be3somacHocTs ynaneHHOTo ympaBieHUsI.
Aynut 6e3onacHoct nporokoiaa SNMP. O630p nporokona SSH..

3.3. TeMbl NIPaAKTHYECKUX 3aHATHH
1. 7.Aynut 6e30macHOCTH MMPOTOKOJIA CBsA3yromero aepesa STP;
. 6.Mexanu3Msbl obecriedeHus1 0€30MacCHOCTH KOMMYTHPYEMBIX JOKAJIbHBIX CETeH;
. 2.06HapyxeHue aTak B OeCIIpOBOIHOM ceTH;
. 4.Kpunrorpadus u cucreMsl uppoBaHus;
. 1.O6HapyxeHne 6ecipoOBOTHON CETH U MOJAKIIOYECHUE K HEH;
. 11.MexcereBble DKpaHBbI;
. 5.Kpunrorpadus u ayreHTHPHUKAIUS COOOIIEHII Ha OCHOBE O0IIETO KITI0Ya;
. 3.Monens ceTeBoOi 0€30MMacHOCTH;
. 9.0011e MexaHU3MbI 00eCIIeUeHHsT OS30IMaCHOCTH JIOKAJIbHBIX CETEH;
10. 10.MexaHHU3MBI MEXKCETEBOM O€30ITaCHOCTH;
11. 8. MexaHu3mbl o0ecriedeHuns: 6e30MacHOCTH OECIIPOBOIHBIX JTOKAIBHBIX CETEH.
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3.4. Tembl 1260paTOPHBIX padoT
1. 1.be3onacuHocts cereii Ethernet;
2. 2.00HapyxeHre HECAaHKIIMOHUPOBAHHOM TOUKH JTOCTYIA. AyTeHTU(DUKAIUS
OecTpOBOIHBIX KJIMEHTOB HA OCHOBE YUETHBIX 3allMCEl M10JIb30BaTENEN U annapaTHbIX
aJIpecoB KOMITbIOTEPOB;
3. 3.1lIudpoBanue kaHaJIa C HCIIOIB30BaHUEM MPOTOKOIa WPA;
4. 6.Bupryansnsbie jokaibhbie cetu IEEE 802.1q;
5. 7.Ayaut 6e3omacHocTu npotokona SNMP;
6. 4.bazoBble MeXaHU3MbI O€30M1aCHOCTH KOMMYTAaTOPOB;
7. 5.be3omnacHocts Ha ocHoBe npoTokoiia IEEE 802.1x.

3.5 Koncyabranumn

Ipynnoewie koncyremavuuu no pazoeaam oucyuniunsl (I'K)

1. OOGcyxnenue wmarepualoB 1O Keiicam paszena "Mogenb ceTeBoi 0e30MacHOCTH
KOMMYTUPYEMBIX  OCCIIPOBOJHBIX  JIOKAJbHBIX  CeTed. ATakM Ha  CETEBYIO

nH(POPMAMOHHYIO HH(PACTPYKTYpy OECIIpOBOIHOM KOMIIBIOTEpHOH ceTn"

2. OOcyxIeHHEe MaTepHaloB MO Keiicam paszgena "MexaHU3MBblI U CpeICTBa 00ECHCUCHUS
0e30macHOCTH  ceTeBOW  HMHGOPMAIMOHHOW  WHQPACTPYKTYpbl  OECHpOBOIHON

KOMIIbIOTEpHOM ceTn"
Texywuti konmpoas (TK)

1. KoHcynbTalnuy HampaBiICHbl Ha MOJYYCHUE WHIUBUAYAILHOTO 3aJaHMsI JUIS BBITIOJTHEHUS
KOHTPOJBHBIX ~ MEpOnmpusiTHid 1o  pazmeny "Momenb  ceTeBO  OE30MACHOCTH
KOMMYTHPYEMbIX  OCCIIPOBOJIHBIX  JIOKAJIBHBIX  CeTed. ATaku Ha  CETEBYIO

nH(POPMAMOHHYIO HH(PACTPYKTYpy OeCIIpOBOIHOM KOMIIBIOTEpHOH ceTn"

2. KoHcynbTanuu HampapieHbl HA MOJyYEeHUE WHAWBUYAIbHOTO 3a/laHUs [l BBIIOJHEHUS
KOHTPOJBHBIX MEPONpHUATHH 1o pa3aeny "MexaHu3Mbl U CpeAcTBa 0OecreyeHHs!
0e30macHOCTH  ceTeBOM  MH(OPMAIMOHHOM  MHQPACTPyKTypbl  OeCHpoBOJIHON

KOMITBIOTEPHOM ceTH"

3.6 TemaTnka KypcoBbIX IPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekTt/ paboTa HEe MPEayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

Howmep pasznena
JTCIUTIIAHEI (B

O1eHOYHOE CPEICTBO
(T 1 HAUMEHOBAHUE)

3arIaHMpOBaHHBIE PE3YAbTAThl 00YUEHUS 110 TUCIUILIMHE Konst
COOTBETCTBHUH C
(B COOTBETCTBUU C pazjieiioM 1) WH/INKaTOPOB n.3.1)
1 | 2
3HaTth:
¢u3nveckre 0OCHOBBI pabOTHI TEIEKOMMYHHUKAIIMOHHBIX CHCTEM H KonTtponsnast padora/KonrponbsHast
BO3MOXKHBIE YTPO3bl HH(POPMAIIMOHHOM 0€30MaCHOCTH; IK-1.1nk-1 + pabota Ne 1; JlaGoparopnas pabota Ne
1;
CYIIECTBYIOIIUE CTAaHAAPTHI JIOKATLHBIX OSCIPOBOIHBIX KOMITBIOTEPHBIX KonTtpomnbHas padbora/KoHTponbsHast
cereit pabota Ne 1; JlaGopaTtopnast pabora Ne
1;
IMK-2.1nk-2 +
KonTpomnpHas padora/JlabopaTropHas
pabota Ne 2; JlaGoparopnas pabota Ne
3.
MPUHIUITBI TIOCTPOCHUS OECIPOBOIHBIX KOMITBFOTEPHBIX CETEH C KonTtpomnbHas pabora/KoHTponbsHast
pa3auyYHON peanusanueit pusnueckoro KaHasia, a Takke METOAbl U pabota Ne 1; JTaboparopnast pabota Ne
cpencTBa obecrnieueHus: UHGOPMAIMOHHOM 0€30MacHOCTH; 1,
TIK-3.211k-3 +
Kontponbnas padota/JlaboparopHas
pabota Ne 2; JlaGopatopHast pabota Ne
3.
YMersb:
MPAKTUYECKH MPUMEHATH TEOPETUUECKUE 3HAHUS MPU PELICHUH 3a/1a4 KonTponsnas pabora/KonTponbHas
3amuThl HHGOPMAITUU B OECIIPOBOIHBIX CUCTEMAX; MK-1.1mk-1 + pabota Ne 4; JITaGoparopHast pabota Ne
S5;
HaBbIKaMU HACTPOMKU CETEBBIX UHTEP(EcOB OECIPOBOIHBIX KonTponbnas pabora/JlaboparopHas
KOMITBIOTEPHBIX CETeH, METOaMH MOBBIIIEHUS 3alUIIIEHHOCTH IK-2.1nx-2 + pabota Ne 6; JTaboparopnast pabota Ne

nepeiaBaeMoil uepe3 HuxX uHbopMaIuy;
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4. KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE OLIEHOUYHBIE CPEJCTBA JJIsI
KOHTPO.JISI OCBOEHHUS PE3YJIbTATOB OBYUYEHUSI IO JJUCUUIIIUHE
(TEKYIMI KOHTPOJIb YCIIEBAEMOCTH, IPOMEJKYTOUYHASI ATTECTALIUS
O JUCLIUILJINHE)

4.1. Tekymuii KOHTPOJIb yCIIEBAEMOCTH
8 cemecTp

Dopma peanuzanuu: [TucemenHas padora
1. Kontposnbnas padota Ne 1; Jlaboparopnas pabora Ne 1; (KonTposbHas padorta)
2. Kontponbnast padota Ne 4; Jlaboparopuas pabota Ne 5; (KonTponbHas paboTa)
3. JlabopaTtopHas padota Ne 2; JTabopaTopnast pabota Ne 3. (KontposipHas padoTta)
4. JlTaboparopuas pabota Ne 6; Jlaboparopuas padorta Ne 7 (KonTposbnas paboTa)

bamibHO-pedTHHTOBAs CTPYKTYpa AUCLUILTUHBI SABISETCS MPUIOKEHUEM A.

4.2 TIIpoMe:KyTOYHASI ATTECTAIUSA MO AUCHHUIJINHE
3auem ¢ ouenxou (Cemecmp No§)

IIpumeuyanue: OLeHOYHbIE MaTEpUAIbI 110 TUCHMILIIMHE IPUBEICHBI B (DOHIE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUITJIMHBI

5.1 IleyaTHbIe H IJIEKTPOHHBIE H3IAHNS

1. bporr, P. be3onacHocts ceteil : moaHOE pyKOBOJCTBO : mep. ¢ auri. / P. bparr, M. Poac-Oycinu,
K. Crpaccoepr . — M. : DKOM : BUHOM. Jlaboparopwus 3nanwmii, 2006 . — 912 c. - ISBN 5-7163-
0132-0 .;

2. Baramantok, A. U. bectipoBoanas cets cBoumu pykamu / A. Y. Baramaniok . — CII0. : TTutep,
2006 . — 192 c. - ISBN 5-469-01384-7 .;

3. HoBukos, 0. B. Annaparypa nokanbHbIx ceteil: @yHkunu,Bp100p,pazpadotka / FO. B. HoBukos,
J. I'. Kapnienko . — M. : OKOM, 1998 . — 288 c. : 21.60 ;

4. llly6un, B. . becipoBoiHbIe ceTu nepeadyn JaHHbIX | yueOHOe ocoOue JIsl By30B IO
Hanpasienuto 210700 "MHpokoMMyHHKaIIMOHHbBIE TEXHOJIOTUH U cucTeMsl cBsizu" / B. U. llyOuH,
O. C. KpacunsaukoBa . — 2-¢ u3z . — M. : By3oBckas kaura, 2013 . — 104 c. - ISBN 978-5-9502-
0725-9 ..

5.2 .]II/IIICHC%I/IOHHOQ Hu CBOﬁO}]HO pacinpocTpansieMoe nmporpammMmHoO¢E o0ecreyenue:
1. CO "IIpomereit”;

2. Office;

3. Windows;

4. Maiitng BuneokondepeHuuu;

5. Windows Server;

6. Kali Linux.

5.3 UnTepHeT-pecypchl, BKIWYas NpodeccuoHaIbHbIe 6a3bl JAHHBIX U HH(OPMAIMOHHO-
CIPABOYHbIE CUCTEMBI:

1. 9BC Jlaus - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 6u0J1M0TeKA OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red
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3. Hayunas 3;1ekTpoHHas 0mdamoreka - https://elibrary.ru/
4. JneKTPOHHBIE pecypchbl H3aaTebeTBa Springer - https://link.springer.com/
5. ba3za nannbix Web of Science - http://webofscience.com/

6. ba3za mannbix Scopus - http://www.scopus.com

7. HanpoHanbHas 3JIeKTPOHHAs 0mdamoTeKa - https://rusneb.ru/
8. 9BC "KoncyabTanT ctyaenra' - http://www.studentlibrary.ru/
9. Daexkrponnasi oudauoreka MOU (36 MDMN) - http://elib.mpei.ru/login.php
10. OrkpbITas yauBepcuTerckas nnpopmanuonnas cucrema «POCCHUSA» -

https://uisrussia.msu.ru

11. ®enepanbHblii moptaa ""Poccuiickoe o6pazoBanme’ - http://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomenieHust Homep ayauropun, OcHamenue
HAaNMMECHOBaAHUEC
Y4eOHbIe ayAUTOPHH TS H-204, YueOnas rapTa co CKamMbel, CTOJI IpernoiaBares, CTy,
MIPOBEJCHUS JIEKIIMOHHBIX ayuTopus TpuOyHa, J0CKa MeNoBasi, KOJIOHKH 3BYKOBBIE,

3aHATUI U TEKYILIETO
KOHTPOJIA

MYJIbTUMEAUMHBIN IPOEKTOP, IKPaH

K-601, YucOnas
ayIUTOpHS

napTa co CKaMbeH, CTOJI MPENoAaBarTes, CTyll,
TpuOyHa, JOCKAa MEJIOBast, MyJIbTUMEIUITHBIN
IIPOEKTOP, IKPaH

Y4eOHbIC ayAUTOPHH IS

M-508, Yuebnas

napTa co CKaMbei, CTOJI TIPEroIaBaTesis, CTYI,

MIPOBEICHUS ayuTopus JI0CKa MeToBast
MPAaKTUYECKUX 3aHITUH,
KP u KII
Y4eOHbIC ayAUTOPHH IS M-508, Yuebnas napTa co CKaMbeil, CTOJ MpernoaBaress, CTy,
MIPOBEICHUS ayJuTopus JIOCKa MEJIoBast
MIPOMEKYTOUHOM K-120, MammHHbIH cepBep, KOHAUIUOHEP
aTTecTaluu 3an UBI]
ITomerienus mist HTB-303, CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITENTLHOUN pabOTHI KomnbrorepHslii MUCHMEHHBIN, BEIIaIKa JJIsl OJIXKIbI,

YUTAIbHBIN 3aJ1

KOMITBIOTEPHAs CETh C BBIXOJOM B MIHTEpHET,
KOMIIBIOTED IIEPCOHAIBHBIN, IPUHTED,
KOHJIULIHOHEP

ITomentenus mis
KOHCYJIbTUPOBAHHUS

A-300, YueOnas
aynutopus "A"

Kpecio pabouee, mapTa, CTEJIaX, CTOI
MIpenoaBaTeis, CTOJ Y4eOHbIN, CTY, TpuOyHa,
MUKPO(OH, MyJIbTUMEIUUHBII IPOEKTOD,
9KpaH, T0cKa MapKepHasi, KOJIOHKH,
TEeXHHUYECKas anmnaparypa, KOHAUIUOHED,
TEJICBU30D

[TomemeHus st XpaHEHUS
o0opy0BaHus U y4eOHOTO
WHBEHTapS

K-202/2, Cxnan
kadenpst BUT

CTEJUIaX JJIsl XpaHEHUs] UHBEHTaps, CTOI,
CTyJ, mKad UIst JOKYMEHTOB, IIKad 17
XpaHeHUsl UHBEHTaps1, TyMOa, 3amacHbIe

KOMIUIEKTYIOIINE JUTsl 000PYAOBaHUS
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IIpuio:xkenue A

BAJJIBHO-PEUTUHIOBAS CTPYKTYPA JJUCHOUILJIMHBI

be3onacHocTh OecrpoBOIHBIX ceTel nepeaaun nHdopmauu

(Ha3BaHME AUCIUILINHBI)
8 cemecTtp

IlepeyeHb KOHTPOJIBbHBIX MEPONPHUSITHIT TEKYIIETr0 KOHTPOJS YCIIeBAEMOCTH 110 THCIUTIIHHE:
KM-1 KontponbsHas pabota Ne 1; JlabopatopHuast padora Ne 1; (KonrponbsHas pabora)

KM-2 JlaGoparopnas padota Ne 2; JlaboparopHas padota Ne 3. (KonTtponwsHas pabota)

KM-3 KontponbHas pabota Ne 4; JlabopatopHuas padora Ne 5; (KonrponbsHas pabora)

KM-4 JlaGoparopnas padota Ne 6; JlaboparopHas padorta Ne 7 (KonTpoasHas pabora)

Buja npomexyTouHOi aTTecTanMu — 3a4€T C OLICHKOM.

Nunexc KM- | KM- | KM- | KM-
Howep Pa3nen nucuumninHb KM: L 2 3 4
pasjena Henens 4 8 12 15
KM:
Monens ceTeBoil 6€30MacHOCTH KOMMYTHUPYEMBIX
1 0ecrpOBOIHBIX JIOKAJIbHBIX CETel. ATaKu Ha CETEBYIO
nH(GOPMaLIMOHHYIO HH(PPACTPYKTYPY OECTIPOBOTHOM
KOMITBIOTEPHOU CETH
11 ATaku Ha ceTeByI0 HH()OPMALIMOHHYIO HHPPACTPYKTYPY + +

0ecrpoBOIHOM KOMIIBIOTEPHON CETH

MexaHu3MBI U cpesIcTBa obecrieueHust 0€30MacHOCTH
2 ceTeBoi MH(OPMALIMOHHON UHPPACTPYKTYpPbI OECTIPOBOTHOM
KOMIIBIOTEPHOM CETH

MexaHu3MBbI U CpeAcTBa oOecreueHus: 6e30MacHOCTH
2.1 ceTeBoil nH(pOpMaIIMOHHON HH(PACTPYKTYphl OECTIPOBOIHOM + +
KOMITBIOTEPHOU CETH

Bec KM, %: | 25 25 25 25
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