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1. IEJHA U 3AJJAYU TOCYJTAPCTBEHHOM UTOTOBOM ATTECTAIIMN

Heabio rocynapcTBeHHOI HTOrOBOM aTTeCTAIIMHU ABJISETCS OLIEHKA IOJITOTOBICHHOCTH
00y4aromerocs K pemeHuio 3aa1a4 npodheccCuoHaIbHON eI TeIbHOCTH.

3ajayaMu rocy1apCcTBeHHOI UTOTOBOM aTTeCTAIlUN:

- oueHKa c(OPMHPOBAHHOCTU BCEX KOMIIETECHLMH, YCTaHOBIIEHHBIX 00pa3oBaTeIbHOM
MIPOTpaMMOit

— OIEHKAa OCBOGHHS  pe3yabTaToB  OOydeHHs  TpeOoBaHMSIM  (enepaibHOro
TOCYy/IapCTBEHHOTO0 00pa30BaTeNbHOrO CTaHAapTa Mo HampasieHuto moarotoBku 10.03.01
Uudopmanmonnas 06e30MacHOCTh, YTBEPKIACHHBIM NpukazoM MunHoOpHayku Poccum ot
17.11.2020 r. Ne 1427, 3apeructpupoBanHsiM B Muntocte Poccunm 18.02.2021 r.,
peructpanoHHbii HoMep 62548, IIpodeccuonanpubiii ctangapt 06.033 «Crnenmanuct 1o
3amuTe WHOOpPMAIMM B aBTOMATH3UPOBAHHBIX CHCTEMax», YTBEPKIACHHBIA IMPUKA30M
MunucTepcTBa Tpy/la ¥ cColManbHbIX OTHOIIEHU Poccuiickoit @enepannu Ne 5221 ot 15.09.2016
r., per.Homep 843; Ilpodeccuonanbubiii crangapt 06.032 «Crnenmamuct mo 0e30macHOCTH
KOMIIBIOTEPHBIX CHCTEM M CeTei», YTBEpKACHHbIH MpHKazoM MuHHCTEpCTBA Tpyda U
counanbpHbIX oTHOWeHUH Poccuiickoit @enepaunu Ne 5981 ot 01.11.2016 1., per.Homep 842.

2. OBULIEKYJIBTYPHBIE (YHUBEPCAJIBHBIE), OBIIENNPO®ECCHUOHAJIBHBIE U
IMPO®ECCHUOHAJIBHBIE KOMIIETEHIIUU, YCTAHOBJIEHHBIE

OBPA30OBATEJBHON TPOI'PAMMON
2.1. YHuBepcajbHble KOMIIETEHIIUH BHIMYCKHUKOB

CHUCTEMHBIN TMOJXOJ IS perIeHUs
[IOCTaBJIEHHBIX 33124

Kareropus Kox u nanmenoBanue Koa v HauMeHOBaHUE MHAMKATOPA
YHHUBepCAJbH YHHBEPCAJBHOIH KOMIIETEHIIMU JTOCTHKEHHS YHUBEPCATbHOM
bIX KOMIEeTEeHI[HH
KOMIIeTeHIM i
cucteMoe U | YK-1. Cnocoben ocymectButh | UI-1yk.i. Brinonnsier MTOUCK
KPUTHUYECKOE MOWCK, KPUTHYECKUW aHanu3 U | HeoOxomumoi — uHbopmaruu,  e€
MBIILIJICHUE CHHTE3 HMH(OPMAIUH, TPUMEHSTH | KpUTHYECKHI aHanmu3 W 0000IIaeT

pe3yJIbTaThl aHanu3a A PELIEHUs
IIOCTaBJICHHOW 3a7a4u

N-2yk1. HWcmonmp3yer cUCTEMHBIH
MIOAXOJ JUIsl PEIICHUs TOCTABIEHHBIX
3a1a4

JIETTOBYI0O KOMMYHUKAIUIO B YCTHOU
M  [HUCbMEHHOW  ¢opMax  Ha

pazpaborka u | YK-2. Cnocoben omnpeaensats kpyr | U-1yk.. dopmynupyeT B pamkax
peanuzarus 3alad B paMKax IOCTaBIEHHOMW | MOCTaBJICHHOMN 1eH MpOeKTa
MPOEKTa eNMd W BBIOMpPATh ONTHUMAIbHBIC | COBOKYITHOCTD 3ajad,
CHOCOOBl UX pEHICHUs, UCXO0J U3 | 00ecCreunBaroIuX ee JTOCTHKEHNE
NEHCTBYIOIUX TPaBOBBIX HOPM, | U-2yk-o. Boibupaer  Haubounee
UMEIOIIUXCS pecypcoB U | 5bdexTuBHBIN  cmoco0  pemieHus
OTpaHUYEHUN 3a1a4,  Y4YuThIBas  JICMCTBYIOLIUE
MPaBOBbIE HOPMBI W HMEIOLTUECS
YCIIOBHSI, PECYPCHI M OTPAaHHYCHHSI
KOMaHHasI VYK-3. Cnocoben ocymectBusath | Ul-1yks. Ompenensier  cTpaTeruro
pabora U | COMAIbHOE B3aMMOJCWCTBUE W | COTPYAHWUYECTBA JUIS  JOCTHIKCHHS
JUJIEPCTBO peaan30BbIBATh CBOIO  POJb B | MOCTABJICHHOM Lienn
KOMaH/Ie NI-2yks. B3aumopeiictByeT C
OPYTMMH 4ICHaMH KOMAaHABI st
JIOCTYDKEHUS TIOCTABIICHHOH 3a/1a4H
kommyHukamus | YK-4. Cnocoben ocymectBisath | U-1yks. demoHcTpupyeT yMmeHue

BeCcTH OOMEH Jes10BOi nHpopMarueit




rOCyIapCTBEHHOM SI3BIKE
Poccuiickoit Denepanuu 51
WHOCTPaHHOM(BIX ) sI3bIKE(ax)

B YCTHOW W MHUCHBMEHHOH (opmax Ha
roCyJ1apCTBEHHOM SI3bIKE

N-2yks. JleMOHCTpHUpPYET yMEHHUE
BECTH OOMEH JeN0BOM MH(pOpManuei
B YCTHOM W NMUCBMEHHOW (dopmax He
MEHEE YeM Ha OJHOM HMHOCTPAaHHOM
A3BIKE

MexKyiIpTypHO | YK-5. Cnocoben Bocnpunumath | M/1-1lyks. AHanU3UpyeT cCOBpEMEHHOE

e MEXKYJIBTYPHOE pa3HooOpa3ue | cocTosiHie OOIIecTBa Ha OCHOBE

B3aUMOJICHCTBH | 00mIecTBa B COLIMATILHO- | 3HAHUS UCTOPUU

e ucropudeckoM,  dtudeckoM U | UJI-2yks. UHTEpHIpeTHpYeT IpoOIemMbl

¢buIocoPpcKoM KOHTEKCTaX COBPEMEHHOCTH C TMO3UIUN ITUKH U

dbunocockux 3HaHUM
NJI-3yks. JleMoHCTpUpYeT MOHUMaHKE
o0miero 1 O0COOCHHOTO B Pa3BUTUU
UBHIIN3AIINI, pEIUTHUO3HO-
KYJIbTYPHBIX OTJIMYUN W IICHHOCTEH
JIOKQJIbHBIX [TUBUIIN3AIUI

camoopranuzan; | YK-6. Crnocoben ynpapnsats cBouM | U/1-1yks. DddekTuBHO maHupyeT

U1 W CaMo | BpeMEHEM, BBICTPanBaTh U | cOOCTBEHHOE BpeMs

pa3BuTHE (B TOM | pean30BbIBATh tpaekroputo | UJ1-2vke. [lmaHupyeT TpaeKkTOpHIO

qrcie CaMOpPa3BUTHUS Ha OCHOBE | CBOETO Pa3BUTUS M TPEIIPHHUMACT

3I0pOBbecOepe | MPUHIIMIIOB o0pa3zoBaHMsI B | IIarH 10 e€ pearn3aluu

KEHUE) TEUCHHE BCEU KU3HU

camoopranmuzan | YK-7. Cnocoben mnopnepxuBath | U-1yk.r. [Tonumaer BIIMSIHHE

Ui M CaMo | IOJDKHBI YpOBEHb (DU3UYECKOH | 03I0POBHUTEIBHBIX CHCTEM

pa3BHUTHE (B TOM | MOATOTOBICHHOCTH JUTSL | PUBUYECKOTO BOCITUTAHHUS Ha

qHcie obecrieueHus TIOJTHOIIEHHOH | YKpeIUICHHE 3II0POBBS,

310poBbecOepe | COIMaTbHONH M MPOPECCHOHATBHON | MPOPHUIAKTHKY —TPOPECCHOHATBHBIX
KEeHHUe) JeSITeIbHOCTH 3aboseBaHui
NJ1-2yk.s. Beimonuser
WH/IMBUYaJIbHO oj00paHHbIe
KOMIUIEKCHI  03I0POBUTEIHLHON  HITH
alanTUBHON (PU3MUECKON KYIbTYphl
0€301acHOCTh VK-8. Cmnocoben coznaBatb u | UJ[-1yks. BbIsBIsSIeT  BO3MOXKHBIE
KHU3HENeATEeNbH | MOAJIEPKUBATh B IOBCEJHEBHOHM | YIpo3bl JJISl JKU3HU M 3]I0POBbS
OCTH XKHU3HH M B Mpo(dhecCHOHAIBHOW | YeoBeKa, U IIPUPOIHON CPEIbl, B TOM
JeSITeIbHOCTH Oe3omacHble | yucie npu BO3HUKHOBEHHUH
YCIIOBHS JKU3HEACATENBHOCTH JUIS | YPE3BBIYANHHBIX CHUTYAI[M U BOCHHBIX
COXpaHEHMsI NPUPOAHON cpelbl, | KOHQIUKTOB

oOecrnieueHus YCTONYHMBOIO
pasBUTHs OOILIECTBA, B TOM 4YHCIE
Opu Yrpo3e U BO3HHUKHOBEHUU
YpEe3BbIYANHBIX CUTyaluin u
BOCHHBIX KOH(IUKTOB

N/1-2yks. [ToHMMaET, KaK co3/1aBaTh U
MOJAJEPKUBATh O€30TMacHbIe YCIOBHS
KHU3HEACITCILHOCTH, TOM YHCJIC MPHU

BO3HUKHOBEHUH Ype3BbIUatHBIX
CUTYyalHit

NJ1-3vks. deMoHCTpUpyeT 3HaHUE
MPUEMOB OKa3aHHs TEPBOH TTOMOIIN
MOCTPaJIaBILIEMy

N1-4yxs. leMOHCTpUpYET HOHUMaHUE
BIISIHUS 00BEKTOB

poeCCHOHAIBHON JCSITEIbHOCTH Ha




COCTOSIHME TMPHUPOJHOM Cpeabl U
YCTOWYHMBOE Pa3BUTHUE OOIIECTBA
skoHomuueckas | YK-9.  Cnocoben  mpuammath | U/[-1lyke. eMoHCTpHpyeT 3HaHUE
KYJIbTYpa, B TOM | 0OOOCHOBaHHBIE  JKOHOMHYECKHE | OCHOBHBIX IKOHOMUYECKUX
qucle pelieHuss B Pa3MYHbIX O00JACTSIX | MPUHIUIIOB (GYHKIIMOHUPOBAHUS
(dbuHaHCOBas KHU3HEICATEIILHOCTH oOrmiecTBa
IrPaMOTHOCTh
rpakIaHCKast YK-10. Cmnocoben ¢opmupoBats | MJI-1yk-o. JleMoHCTpHpYET
O3NS HETEPIIUMOE OTHOIIICHUE K | CITOCOOHOCTH BEISIBIISITH
KOPPYNIMOHHOMY MOBEICHUIO KOPPYIILIMOHHOE MoBe/IeHUE u
COJICHCTBOBATb €TI0 IIPECEUEHUIO
N-2yk10. AHAIM3UPYET NMPUUYUHBI U
YCIIOBHS CIOCOOCTBYIOIIHE
KOPPYNIIMOHHOMY MOBEJICHUIO

2.2. OomenpogeccuoHAIbHbIE KOMIIETEHIIHH

BBIINYCKHUKOB

Kareropus Kox u nanmenoBanue Koa v HauMeHOBaHUE MHANKATOPA
o0menpodgeccu oduenpogeccHoOHATbHOM JAOCTHKEHM S
OHAJIbHBIX KOMIIETEHI[UH o0menpodeccuoHAIbLHOM
KOMIeTEeH Uit KOMIETEHIIHH
OIIK-1. Criocob6en onenuBath poiib | MJI-1omk.s. [Tonunmaet 3HAYCHUE
uH(popManuy, WHPOPMAIMOHHBIX | HH()OPMALIUN B pa3BUTHU
TEXHOJOTHUIl M HMH()OPMALIMOHHON | COBPEMEHHOT0 O0IIEeCTBA, MPUMEHSThH
0C30MacHOCTH B  COBPEMECHHOM | HH()OPMAIIMOHHBIC TEXHOJOTHH JIJIS
oOmecTBe, WX 3HAYCHHE IS | IOMCKA M 00paboTku HHpOpMaIUH
obecrieueHus 00bexTuBHbIX | MU/1-20rk1.  IloHMMaer — 3HaueHue
noTpebHoCTEH JUYHOCTH, | UHPOPMAIIMOHHOW 0€30MacHOCTH st
o011ecTBa U rocyapcTna obecrieueHus 00BEKTUBHBIX
NOTPeOHOCTEN TNYHOCTH, 00IIIECTBA U
rocy1IapcTBa
6e3onacHocts | OIIK-1.1. Cnocoben | U/I-1onk11. PazpabareiBaeT nopsiiok u
KOMITBIOTEPHBIX | pa3pabaThiBaTh W PEATM30BBIBATH | MPABWJIA MPUMEHEHHS IPOTPAMMHO-
CUCTEM MOJIMTUKHU YIPABIEHUS JOCTYIIOM B | anmapaTHbIX CpEeICTB 3aIUTHI
KOMITBIOTEPHBIX CHCTEMAX uHpOpMaMd B KOMITBIOTEPHBIX
CHUCTEeMax
0€301acHOCTh OIIK-1.2. Cnocoben | UI-1onk12. VYcranaBnuBaeT u
KOMITBIOTEPHBIX | aIMUHUCTPUPOBATH CpeICTBa | HACTpanuBaeT oTepaIioHHbIe
cUCTEeM 3aIUTHI uHpOpMAITUU B | CHCTEMBI,  CHCTEMBbI  YIIPaBJICHUS
KOMIIBIOTEPHBIX CHUCTEMaX U CeTsAX | 0a3aMu JaHHBIX, KOMIBIOTEPHBIE CETH
U MPOTPAMMHBIE CHCTEMBI C YY4ETOM
TpeboBaHU o 00eCneueHUI0
3a1uThl HH(GOpMalUn
0€301acHOCTh OIIK-1.3. Crioco6en obecnieunBats | U/1-lonk1s. Pa3pabareiBaer mopsgox
KOMITBIOTEPHBIX | 3aIIUTy WH(MOpMaLUU Ipu paboTe ¢ | MPUMEHEHHS POrPaMMHOTO
CUCTEM 0azamMu JaHHBIX, IIPU Tiepeade 1Mo | 00eCreYeHusT C eI COOIOCHUS
KOMIIBIOTEPHBIM CETSIM TpeboBaHuil Mo 3anuTe HHGOPMALIUU
6e3onacHoctb | OIIK-1.4. CnocobGen ouenuBath | M/1-1onk-14. KonTtponupyer
KOMITEIOTEPHBIX | YPOBEHB 0C30IMaCHOCTH | KOPPEKTHOCTh  (DYHKITHOHUPOBAHHUS
CUCTEM KOMIBIOTEPHBIX CHCTEM M CETeH, B | MPOrpaMMHO-AMIMAPATHBIX  CPEJCTB




TOM 4HCJI€ B COOTBETCTBUU C
HOPMAaTUBHBIMH u
KOPIOPAaTUBHBIMU TPEOOBAHUSIMHU

3aIUTHI uHpopmauu B
KOMHBIOTepHBIX CUCTEMax MU CCTIAX B
COOTBETCTBUU C HOPMATHUBHBIMH U
KOPIOPATUBHBIMU TPEOOBAHUSIMU

OIIK-2. CnocobeH TpPUMEHSATH
UH(POPMALIMOHHO-

KOMMYHUKAIIIOHHBIE TEXHOJIOTHH,
IIPOrpaMMHBbIE CpeacTBa
CUCTEMHOTO M  MPUKIATHOTO
Ha3Ha4yeHWs, B  TOM  4YHCIe
OTEYECTBEHHOI'O  TNPOM3BOJICTBA,
JUIs pelieHus 3aj1a4

npoecCuoHaNBHOM e TeIbHOCTH

N-Lonko. [Tpumenser
UH(POPMAIIMOHHO-

KOMMYHHUKAIIHOHHBIE TEXHOJOTHUH, B
TOM qucie OTEYECTBEHHOTO

IPOM3BOJICTBA JUIsl pEIIEHUs 3aaay
po(ecCHOHATLHOM NI TEIILHOCTH
N-20nk-. [IpuMenser mporpamMMHO-
ammapaTtHble CpeICTBa U CPEICTBA
CHUCTEMHOI0 Ha3Ha4eHUs,
MHCTPYMEHTAJIbHBIE CPE/ICTBA, B TOM
YHCJIe OTEYECTBEHHOTO IPOU3BOJICTBA
JUIA  pemeHuss Mpo(hecCHOHAIBHBIX
3a1a4

N/I-3onk-2. TIpuMeHsIeT porpaMMHbIe
CpeCTBA MPUKJIIAIHOTO HA3HAYCHHUS, B
TOM qucie OTEYEeCTBEHHOTO
IPOU3BOJICTBA s peLeHus
pohecCHOHANIBHBIX 3aj1au

OIIK-3. Cnoco0eH uCHIOJIb30BaTh
HEOOXOTMMEIC MaTeMaTUYCCKHE
METOABl JUIS  pelIeHus  3aaad
poEeCCHOHAIBHON JEATEIHbHOCTH

N-Lomks. [Tpumenser
COOTBETCTBYIOILIUE MAaTEMaTHYECKHE
METO/IBI VIS pelieHus
npodeccuoHaNbHBIX 3a7a4

N-20mxk-s. [Tpumenser
COOTBETCTBYIOIIMA MAaTeMaTUYECKUI
amnmnapar VIS pelieHus
poecCHOHANIBHBIX 3aj1au

OIIK-4. CnocobeH NpUMEHSTH
HE0O0X0IMMBbIE (PU3NIECKHUE 3aKOHBI
U MOAENH [UId pELIeHHus 3aaad

N-lonks. AHaIM3UpyeT GU3NUECKue
SBIICHUST W TIPOIECCHI UL PEIICHUS
npodeCCHOHATBHBIX 3a1a4

npodeccrnonanbHoi nesatensHocTH | U-2omk4.  Tlpumensier  monoskeHus
AJIEKTPOTEXHUKHU, DIIEKTPOHUKH U
CXEMOTEXHHUKH ISt pereHus
npodecCHOHATILHBIX 3a]a4

OIIK-5. Cnocoben mnpumensats | U-lonks.  Mcmonb3yer  OCHOBBI

HOpPMATUBHBIE TPABOBBIC AKTHI, | IPABOBBIX 3HAHUH B  Pa3IMYHBIX

HOPMAaTUBHBIE W METOIWYECKHE | chepax MesITeTbHOCTH

JNOKyMeHThI, pernameHtupytomme | U-2onks. Vicnonabp3yer HopMaTUBHBIE

JeSITeTTHHOCTD o 3alIUTe | IPABOBBIC aKTHI B PO ECCHOHATHHOMN

uHpOpMaLUu B cdepe | AeATENBHOCTU

poeCCHOHAIBHON e TENHHOCTH

OIIK-6. CriocobeH mpu pelieHuu
npodecCHOHATBLHBIX 3a1a4
OpTraHHU30BbLIBATH 3alnuTy
uHpopMaun OTPaHUYEHHOTO
JOCTyma B COOTBETCTBHH  C
HOPMAaTHUBHBIMU MIPaBOBBIMHU
aKTaMH, HOPMAaTUBHBIMHA u

N-lonks. Odopmisier  pabouyro
TEXHUYECKYI0  JOKYMEHTAIul0  C
Y4E€TOM JEHCTBYIOINX HOPMAaTHBHBIX
U METOJMYECKHUX JOKYMEHTOB

N-20nke. YuacTByeT B paboTax Mo
peanuzanuu MOJIUTUKU
WH(pOPMaAITMOHHON 0€30MacHOCTH,




METOOUYECKUMU JIOKyMEHTaMH1
®denepalibHON CITYKOBI
0€e301acHOCTH Poccuiickoit
®denepauuu, denepanbHOU
CIYyXOBI 1O TEXHUYECKOMY U

AKCIIOPTHOMY KOHTPOJIIO

MPUMEHSIET KOMIUIEKCHBIH TMOIX0J K
o0ecreyeHnIo UH(POPMALMOHHOM
0€e30MacHOCTH 00BEKTa 3aLTUTHI
N-3onk-e. Opranusyer
TEXHOJIOTUYECKHUM MPOLECC 3alIUThI
uHpopMauu OTPaHUYEHHOTO
Joctyna B COOTBETCTBUU C
HOPMATUBHBIMH ITPABOBBIMU aKTAMH U
HOPMAaTUBHBIMU METOIUYECKUMU
nokymMeHTaMu DenepanbHOR CITy>KObI
6e301macHOCTH Poccuiickoit
Oenepannn, DenepanbHON CITYKOBI
M0 TEXHUYECKOMY U DJKCHOPTHOMY
KOHTPOJTIO

OIIK-7. CnocobeH HCIIOIb30BaTh

A3BIKM  NPOrPaMMMpPOBAaHUS U
TEXHOJIOTUH pa3paboTKu
IIPOrpaMMHBIX CPENCTB JUIS
peuieHus 3a1a4

poEeCCHOHAIBHON JEATEIHbHOCTH

N-lonkr. [lpumensieT nmporpaMMHbIe
CpEJICTBA CIIEUAIBHOIO Ha3HAYEHUS,
MHCTPYMEHTAJIbBHBIE CPEJICTBA, SI3BIKU
U CUCTEMBI IPOrPaMMHUPOBAHUS IS
penieHus mpohecCuoHaNbHBIX 3a7a4
N-2onk7. IlppuMeHsieT TEXHOIOTUU U
METOJIbI pa3pabOTKU U BHEAPEHUS
IIPUKIIATHOTO IPOrpaMMHOTO
obOecrieueHus Jid pELICHUS 3aaady
poECCHOHAIIBHON e TEIHHOCTH

OIIK-8. CrmocobeH ocCyIIecTBIsATh
noadop, u3ydYeHue U OoOIIeHHe
HAyYHO-TEXHUUYECKOH JUTEepaTyphl,
HOPMAaTUBHBIX M METOJUYECKHUX
JOKYMEHTOB B IENSIX pEelIeHus

NI-1onks. Beimonasier  moabop,
u3ydyeHue © 000O0IIeHHe Hay4YHO-
TEXHHYECKOMH JUTEPATyPHI,
HOPMATUBHBIX U METOJUYECCKHX
MaTEpUajIOB, COCTAaBJIIET 0030p IO

3a1a4 npodecCHOHATBLHON | BOTIpOCamM obecrieueHHs

JeSITeIbHOCTH MHGOPMALIMOHHOM 0€30MacHOCTH 10
npouiIr0 cBoe mpodecCHoHATbHON
JIeSITeIbHOCTH

OIIK-9. Cnocoben mnpumensats | U-lomk.o. Hactpaupaer

CpeAcTBa KpUNTOrpapuuecKkod M | MporpaMMHBbIE U anmaparHble

TEXHUYECKOMN 3al0MTHI | CPEACTBA MMOCTPOCHUMA

UHGOpPMALUU Ul peIIeHUs 3a]ad | KOMIbIOTEPHBIX cerel,

poeCCHOHAIBHON JEATEHHOCTH

MCIOJIB3YIOUINX KPUNTOrpaduyecKyro
3alMTy HH(pOpMaLUU

OIIK-10. CoocobeH B KayecTBe

TEXHUYECKOTO CHenuanucTa
MPUHUMATH ydacTtue B
dbopMupoBaHUU MOJIUTUKU

nH(popMaIMoOHHOW 0€30MacHOCTH,
OpPraHU30BBIBaTh M TOJAJCPKUBATH
BBINTOJIHEHNE KOMILJIEKCAa Mep TI0
obecrieyeHHI0  MHPOPMAITMOHHOM
0e30MacHOCTH, yIPaBIsATh
NpOLIECCOM UX peaju3aluk  Ha
00BEKTE 3aITUTHI

N-lonk1. YuacTByeT B paboTax 1o
peanu3anuu MOJIUTUKU
nH(pOpMaAITMOHHOM 0€30MacHOCTH,
IPUMEHSET KOMIUIEKCHBIN IMOJAX0J K
00ecneveHuno MH(pOpMallMOHHON
6e30macHOCTH 00BEKTA 3aIIUTHI

N-20nk-10. [lpuHEMaeT ydvactue B
dbopMHpOBaHMHU, OpraHM3allUd |
MoJIIep )KaHu U BBITTOJTHEHHSI

KOMILIEKCa Mep Mo 00ecCneyeHHIo
nH(OPMaLIMOHHON 0e30IacHOCTH,
YIIPABIISIET MPOIIECCOM UX pealTi3aluu




pa3zsButus Poccuu, ee MmecTo u poiib
B KOHTEKCTE BCEOOILel UCTOPHUH, B
TOM uyucie s (GOpMUPOBAHUA
IpaXXAaHCKOW MO3ULMU U Pa3BUTHUS

OIIK-11. Cnocob6en mpoBoauth | MJ-1lonkii. [IpoBOIUT SKCTIEpUMEHTHI
OKCIEPUMEHTHl 10  33/JIaHHOMW | O 3aJJaHHOM MeTOoAMKe, 00paboTKY,
METOUKE U  00pabOTKy  HX | OILIEHKY MOTPEIIHOCTH u
pE3yJIbTaTOB JIOCTOBEPHOCTH UX PE3YyJIbTaTOB
N-2onk11. IlpuHumaer ydactue B
IIPOBEICHUU IKCIIEPUMEHTATBHBIX
UCCJIEIOBAHUM  CHUCTEMBbl  3aIIUTHI
uHpopManuu
OIIK-12. Cnocob6en npoBoauth | MJI-lonk1z. [IpoBoauT a”HaIn3
MOJITOTOBKY UCXOIHBIX JAHHBIX IS | UCXOTHBIX JTAHHBIX TUTST
MIPOEKTUPOBAHUS MOJICUCTEM, | IPOCKTUPOBAHUS  TOACHUCTEM U
CpeAcTB  OOecredyeHus 3alluThl | CPEACTB obecrniedeHus
uHbpopMallMu M JUISI  TEXHHUKO- | MHQOPMALIMOHHONW O€30MacHOCTH U
HKOHOMUYECKOTO 00OCHOBaHUS | y9acTBYeT B IMPOBEICHUU TEXHHKO-
COOTBETCTBYIOILIUX MIPOEKTHBIX | SKOHOMHUYECKOTO 000CHOBaHUS
peleHui COOTBETCTBYIOIIUX MPOEKTHBIX
pelIeHu
OIIK-13. Cnoco6en | U1-1onk-1s. AHaIM3UpPyeT OCHOBHBIE
AQHAIM3UPOBATH OCHOBHBIE JTAIbl U | ATAIbI u 3aKOHOMEPHOCTH
3aKOHOMEPHOCTH  MCTOPUYECKOIO | UCTOpUYecKoro passutus Poccuu, eé

MECTO U pOJb B COBPEMEHHOM MHpE
It (OpMUPOBAHUS  TPAKIAHCKOU
MO3ULMHU U PAa3BUTHS IATPUOTU3MA

[MaTpuoOTU3Ma

2.3. HpO(l)eCCI/IOHaJIbHI)Ie KOMIICTCHI MU BBINTYCKHUKOB

Koa n naumenoBanue
npo¢ecCHOHATBHOH KOMIIETEHINH

Koa n HauMeHOBaHHe HHAUKATOPA
AOCTHKEHUSA NMPO(PecCHOHATIBLHOMI
KOMIIeTEHIIUH

I[IK-1. TotoB oOecneunBaTh  3aIIUTY
nHpopMalui B  AaBTOMATU3HPOBAHHBIX
CUCTEMAax B IIPOLIECCE UX IKCIUTyaTaluu

ITK-1.1nk1. AAMUHUCTPUPYET CUCTEMBI 3aIUTHI
MH(pOpMalLli aBTOMATU3UPOBAHHBIX CUCTEM
[TK-1.2nx1. Yopasaser 3amuToil ”HGOpMaLuu B
ABTOMATU3UPOBAHHBIX CUCTEMAX

IMTK-1.3mk1. Beinonnser MOHHUTOPHUHT
3AIIUAIEHHOCTH uH(bopMauu B
ABTOMATU3UPOBAHHBIX CHCTEMAX

[MK-1.41k... BelmonHseT ayauT 3alMIEHHOCTH
uH(OpPMAallMU B aBTOMATU3UPOBAHHBIX CUCTEMAX

[TIK-2. T'0TOB K BHEAPEHUIO CUCTEM 3aIUTHI
uHhopManuu ABTOMAaTU3UPOBAHHBIX
CHUCTEM

[MK-2.1nk,. YcTaHaBIWBaeT ©  HACTpaWBaeT
cpeacTBa 3aIIUTHI uHpOpMaIu B
ABTOMATU3UPOBAHHBIX CHCTEMAaX

[1K-2.2nk2. Pa3pabarpiBaeT opraHu3almoHHO-
pacnopsiIUTEIbHbIE JOKYMEHTBI 110 3alluTe
UH(OpPMAIIMU B aBTOMaTU3UPOBAHHBIX CUCTEMAxX
[TK-2.3rk2. BHenpsieT opraHu3aiiioHHbIE MEpbI
o 3anmTe uH(pOopMaIu B
ABTOMATU3UPOBAHHBIX CHCTEMaX




IIK-3. Cnocoben  agmunuctpupoBarh | [IK-3.1nxs.  AJIMUHHCTpUPYET  MOJCHCTEMBI
cCpeacTBa  3amMTHl  MHGOpPMAUM B | 3aIUTBl  MHQOpMAmMM B ONEPAMOHHBIX
KOMITBIOTEPHBIX CHUCTEMaX U CeTIX cucTemMax

[MK-3.21k3.  AIMHHHACTPHpPYET HPOTPaMMHO-
anmnaparHble CpelCcTBa 3alluThl HH(GOpMaLUU B
KOMIIBIOTEPHBIX CETAX

ITK-3.31k-3. AAIMHHUCTPHUPYET CPEACTBA 3AIIUTHI
uHpOpMALIUK  TPUKIATHOTO U CHCTEMHOTO
IPOrpaMMHOTr0 obecreyeHus

3. ®OPMA, CPOKM M TPYJOEMKOCTH TI'OCYJAPCTBEHHON HTOI'OBOW
ATTECTAIIMA

OOwiast TpyA0EMKOCTh TOCYAAPCTBEHHOM MTOTOBOM aTTECTAllMU COCTABISET 6 3a4€THBIX
enuuumil, 216 Jacos.

l'ocynapcTBeHHass ~ WTOroBas — arTecTallds  SBISIETCA  3aBeplIAlOIIEed  YacThiO
00pa30BaTeNbHOI MpOorpaMMbl U IIPOBOAMUTCS B 8 CEMECTpPE IOCIE YCIEIIHOIO MPOXO0KICHUS
IPOMEKYTOUHON aTTeCTallMM [0 BCEM JUCLUILIMHAM (MOIYJISIM) U IPaKTUKaM 00pa3oBaTeIbHON
IIPOrPaMMBI.

I'ocynapcTBeHHass UTOroBasi arTecTalus HPOBOAUTCA B (hOpMe 3allUThl BBITYCKHOMN
KBaJIM(DUKALIMOHHOM paboThl.

B rocynapcTBeHHYI0 HTOTOBYIO aTTECTALMIO BXOJUT MOATOTOBKA K MPOLELYPE 3aLUTHI U
IpoIielypa 3alUThl BBITYCKHON KBAJTM(UKATMOHHONW PaOOTHI.

4. KPATKOE COJIEPXAHHUE PA3JEJIOB JAUCHUIIJIMH, BK/IIOYEHHBIX B
T'OCYJAPCTBEHHBIN DK3AMEH

I'ocynapcTBeHHBIN 3K3aMeH y4EOHbBIM IJIAaHOM HE IIPEyCMOTpPEH.

5. IPUMEPHASI TEMATUKA BbIIIYCKHBIX KBAJIM®OUKAIIMOHHBIX PABOT

1. Pa3paborka mporpaMmMHOro oOecreueHus: BbIIEICHHUS arperaroB pUCKOB MO OOLIUM
yrpo3aMm, ys3BUMOCTSIM M aKTHBaM;

2. VmuTtanmoHHOE  MOJEIMPOBAHWE  CIICHAPHEB  PHCKOB  WH(POPMAIMOHHOMN
0e30IMacHOCTH;

3. MOHHUTOPHHT COCTOSIHUS 0OBEKTa Ha OCHOBE OLICHKH PHCKOB;

4. ABTOMAaTH3MpPOBAaHHBIN BHIOOP MEP U CPEACTB KOHTPOJIS U YIIPABJICHUS 110 3aJJaHHBIM
pHCKaM C MCII0JIb30BaHHMEM HEHPOHHBIX CeTel;

5. MopaenupoBanue puUCKOB HWH(OpPMAIMOHHOM 0€30macHOCTH B HH(GOPMAIIMOHHBIX
cucTeMax, IOCTPOCHHBIX 110 TEXHOJIOTUU OJIOKUEiiH;

6. UuBentapuszanms u Ki1accupuKays THPOPMAITMOHHBIX aKTHBOB OPTaHHU3AIUU IMPH
OLICHKE PUCKOB;

7. OueHka ¥ aHAJIU3 PUCKOB C UCTOIB30BaHuEM IporpammHoro odecriedeHusi CORAS;

8. Obecneuenue  OezomacHOCTH  WHGpOpMAMM  HAa  OOBEKTaX  KPUTHUYECKOM
MH(OPMaLMOHHON HHPPACTPYKTYPBI;

9. Opranuzanus paccieoBaHUs HHLUUICHTOB HH(OpPMAIMOHHOW O€30MacHOCTH Ha
NPEANPUITHH;

10. Opranu3anus CHeUUAIBHBIX WHCTPYMEHTAIBHBIX MPOBEPOK IepcoHana  Jyis
IPOTHBOCHCTBUS HHCANIEPCTBY B (PMHAHCOBOM YUPEIKACHUH (HA TIPEATIPUSITAN YHEPTETHKH );

11. Ananu3 meTon0B obecriedeHusl HHOOPMAIIMOHHONW 0€30MacHOCTH B OECIIPOBOHBIX
CeTsX Tepenayn HHPOopMaIny;



12. AZMUHUCTPUpPOBaHHE CHUCTEM OE30MAaCHOCTH CETEBOT0 B3aWMOJICHCTBHS Ha OCHOBE
TexHogornu VPN;

13. 3ammra ¢ailioBoro apxuBa OpraHu3alui CPEICTBAMU OTIEPALIMOHHON CUCTEMBI;

14. Pa3zpaGoTka KOMIUIEKCAa IpaBWJ, MNPOLENYP M INPAKTUUYECKUX MPHUEMOB 3alIUTHI
uHpOpPMAaLUU B MOOMIIBHBIX YCTPOMCTBAX;

15. ApMuHUCTpUpOBaHME NIPOrPaMMHO-AIIIAPATHOIO KOMIUIEKca «AKKOpP/» Ha pabouux
CTaHIMSAX OpraHU3aluy;

16. IlporpammMHas 3ammra HMH(MOPMALMOHHOW CHUCTEMbl OpraHU3allMM Ha OCHOBE
BO3MO>KHOCTEH ONEPALlMOHHON CUCTEMBI;

17. Opranuzanus TporpaMMHOM 3aIIUTHI CEPBEPA C UCIIOIB30BaHUEM Bo3MokHOCTeH OC
Microsoft Windows;

18. Obecneuenne 0€30IaCHOCTH CETEBOrO  B3aUMOJAEHCTBUSL C  HUCIOJIBb30BaHUEM
texnosoruu OpenVPN;

19. 3ammra J10KaNbHOM BBIYMCINUTEIBHON CETH OPraHU3allui OT HECAaHKIIMOHUPOBAHHOTO
JocTyna K e€ pecypcam ¢ UCII0JIb30BaHUEM MapLIpyTHU3aTOPOB YPOBHS JIOKAJIbHBIX CETEH;

20. 3aummra MHQOPMALUU B BBIYUCIUTEIBHOW CETH OpraHM3allud C HUCIOJIb30BaHUEM
BO3MOKHOCTEHN IIPOBANIEPOB;

21. IlpuMeHeHHEe MEKCETEeBBIX JKPAHOB 3KCIIEPTHOIO YPOBHs Ul 3allUThl PECYpCOB
JIOKaJIbHOM BBIYMCIUTEIBHON CETH B OPTaHU3ALUY;

22. AIMMHUCTPUPOBAHME CUCTEMbl  PE3E€pPBHOIO  KONMPOBAHUSA U1 3alIUTHI
MH(OPMaLIMOHHBIX aKTUBOB OpraHU3aluy;

23. BHenpeHnue cucteMbl aHTUBUPYCHOM 3allIUThl B OpraHU3allu;

24. 3amura cereBoro xpanwiuia cpeactBamMu QNAP NAS oT HeCaHKIIMOHUPOBAHHOTO
JIOCTYIA U HAapyLLIEHUsI LIeJIOCTHOCTH JAHHBIX;

25. 3ammra CETEBOTO XPaHUJIHIIA CpeICcTBaMHU Synology ~ NAS oT
HECaHKLIMOHUPOBAHHOTO AOCTYIA U HAPYLICHUS LIEJIOCTHOCTH JIaHHBIX;

26. OpraHuzanus NTPOTPAaMMHON 3aIIMTHI (aiJIOBOTO cepBepa C HCIOIb30BAHUEM
BO3MOJKHOCTEH OIepanuoHHO# crucTembl Astralinux;

27. OpraHu3zanus IporpaMMHON 3aIIUTHI BEO-CepBeEpa C UCIOJIb30BAaHHEM BO3MOKHOCTEH
OIepaLMOHHOM cucteMsl Astralinux;

28. OpraHm3anus TPOTPaMMHON 3amuTHl (PalIOBOTO CcCepBepa C WCIOIB30BaHUEM
BO3MOXHOCTeH onepannoHHoil cuctembl ALT Linux;

29. OpraHu3anus IporpaMMHON 3aIIUTH BEO-CepBepa ¢ UCIOJIb30BAaHHEM BO3MOKHOCTEH
oneparnuonHoit cucreMbl ALT Linux;

30. AnMuHUCTpHpPOBAHKE TPOrPaMMHO-AIAPATHOTO KoMIuiekca «Co0oiby» Ha paboumx
CTaHLMAX B OpraHu3aluy;

31. 3ammTa JTOKATFHOW BRIYHCIUTEIIEHOM CeTH OpTaHn3alni ¢ ucronb3oBanrem IDS/IPS
CHUCTEM;

32. JlmarHOCTHKAa CTETaHOTpapUUECKUX BO3MOXHOCTEH M TPOTHUBOJECHCTBHE WM IIPH
peanu3any HHPOPMALMOHHBIX MPOLIECCOB B OPraHU3aINH;

33. Pazpabotka cpeAcTB aBTOMATHU3ALWU IS HACTPOMKHU CPEICTB 3aIIUTHI HH()OpMAIHH
OT HECAaHKLIMOHUPOBAHHOTO JIOCTYTIA;

34. Pa3paboTka  cpencTB aBTOMaTHU3allud IS KOHTPOJIA  3allUIIEHHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM I10 TpeOOBaHUAM 0€30MaCHOCTH HH(POPMALINY;

35. PaspaboTka cpescTB aBTOMATH3AIIMH JJIS1 UCCIIEAOBAHISI TIPOTPAMMHOTO 00€CTIeUeHUS
1o TpeboBaHUAM 0€30MacHOCTH HH(OopMaI;

36. PazpaboTka cHcTEeMBl JHATHOCTHUKH HAJIUYUS BPEIOHOCHOTO IMPOTPAaMMHOTO
oOecrieyeHns («B JIOKAIBbHOM CeTH OpraHuM3aluu» WM «Ha cerax loT-ycTpoilcTB» mnmm «B
MIPOMBIIIJIEHHON CETH OpraHU3aluny;

37. Obecrieuenue  0e30MacHOrO  MOAKIIOYEHHMS  pabodyMx  cTaHIMKA  (Ha3BaHUE
opranusaium), oopadareiBaronX KOHGUACHINAIBHYIO HH(pOopManuio, k cetu HTepHerT;



38. IIpumeHeHHEe cUCTEM KOHTPOJIS M YIIPABJICHUS MPOLIECCaMU («BBIBOA HA NIEUATh) UITH
«BBIBOJIA HA BHEIIHME HOCUTEIU MH(DOPMALUNY) WIH «OTHPaBKU (aJIOB Yyepe3 UHTEPHET» WIN
«OTHpaBKu (ailyIoB MO IEKTPOHHON MOYTE») B (Ha3BaHUE OPTaHU3AIMH);

39. 3ammra OT HECaHKLMOHMPOBAHHBIX MPOBOJHBIX MOJKIIOYEHUHN K JIOKAIBHOW CeTH
(Ha3BaHUE OpraHU3alun);

40. Ananmu3 ypoHs 3amuueHHoctd JIBC opranu3anum Ha OCHOBE HCHOJIb30BAHUSA
CKAHEPOB ySA3BUMOCTEN;

41. AHanu3 ypoBHs 3alUILEHHOCTH BEO-TNPHIIOKEHHS OPIraHU3aLUU [IPH UCIIOJIb30BAHUN
CKAaHEPOB ySA3BUMOCTEN;

42. Bueapenue merononorun DevSecOps B oOpraHu3aiuio;

43. Pa3paboTka ¥ BHEOPEHUE TOJUTHUKM TPUMEHEHUs TexHojormn VPN mns
IPOTUBOEHCTBUS BHEIIHUM aTakaM Ha MIC opranuszauuu;

44. PazpaboTka U BHEIPEHHUE IOJUTUKU TpuMeHeHus TtexHojsorun COB nmns
IPOTUBOEHCTBUS BHEIIHUM aTakaM Ha MIC opranuszauuu;

45. Pa3paboTka ¥ BHEAPEHHE TMOJUTUKU TpUMEHEeHHs TexHonorun WAF s
IPOTUBOEHCTBUS BHEIIHUM aTakaM Ha MIC opranusanuu;

46. PazpaboTka W BHEIPCHHE IMOJUTUKKA TNpuMeHeHuss TtexHomorun NGFW  ms
IPOTUBOEHCTBUS BHEIIHUM aTakaM Ha MIC opranuszauuu;

47. PazpaboTka M BHEApPEHUE IMOJUTUKU TpUMEHEeHHs] TexHosorun DLP  nns
IPOTUBOEHCTBUS BHEIIHUM aTakaM Ha MIC opranuszauuu;

48. TlpumeneHue MeTOIMKHU TOHKOW HacTporiku CAB3 11st coBepIIeHCTBOBAHUS 3AIIUTHI
N C opranuzanuu oT BO3ACHCTBUS KOMIIBIOTEPHBIX BUPYCOB;

49. Pa3paboTka, pa3BepThIBaHHE U MOAEPHKKA IMPOLIECCOB HEMPEPHIBHOTO TECTUPOBAHUS
0€30I1aCHOCTH U OLEHKH COCTOSIHUSI 3aLUIIEHHOCTH HH(POPMALIMOHHOM CUCTEMBI OpraHU3aLUY;

50. Pa3paboTka pekoMeHIaNWi 10 3aIUTe BEO-TIPUIIOKEHUS OT aTaK BHEAPCHHUS;

51. Pa3zpaboTka pexoMeHIaUMi NO OpPraHM3alUM 3allUThl BEO-NPUIIOKEHHUS OT arak,
AKCIUTYaTUPYIOIIUX CUCTEMY ayTeHTU(PHUKAIHH;

52. Opranuzauus ayauTa  HMHGOPMAIMOHHOM  O€30HAaCHOCTH  OpraHM3alUu  C
MCIIOJIb30BaHUEM CHELMAIBHOTO POrPaMMHOI0 00eCIIeUEeHNUS;

53. I[IpuMeHeHHe TEXHOJIOTMU aKTUBHOIO ayAuTa HWH(POPMALMOHHOM 0€30IacHOCTU B
OpraHu3aluy;

54. BHeapenue TexHOJOTMHA mpenoTBpaiieHus yreuku nHpopmanuu (DLP-cuctemsr) B
OpraHu3aluy;

55. BHenpenue TeXHOJOTMM YyHpaBieHHs HMHPoOpManueil U coObITHAMU 0€30IacHOCTH
(SIEM-cucrembl) B OpraHu3aIiim;

56. ABTOMaTH3alMs MPOLECCOB MEHEIKMEHTa MH(OPMAIMOHHONW 0€30IacHOCTH B
OpraHH3aIiHy.

57. BHenpenue cucteMmbl NPENOTBpALICHUS YTEUKH HHPopManuu B  (PUHAHCOBO-
KPEAUTHOM YUPEXKICHUH;

58. BHenpenue cucreMbl MOHUTOPUHTa MH(OpMAIIMOHHON 0€301acHOCTH B (PMHAHCOBO-
KPEAUTHOM YUPEXKICHUU;

59. PaccrnenoBaHue HHIMIEHTOB HHPOPMALIMOHHOM O€30MaCHOCTH B OpraHU3aIUHY;

60. Aymur 0e30macHOCTH JIOKAJIbHOH  BBIYHCIMTEIBHOH CETH OpPraHU3allul  C
UCIIOJIb30BaHUEM CKaHepa 0€30MacHOCTH;

61. 3ammra WHQOpPMAIMK C HWCIOIH30BAHUEM METOJOB M TEXHOJOTHHA YIPOIIEHHON
KpUnTorpadguu B opraHu3aliiy;

62. Kpunrorpaduueckue crocoObl KOHTPOJS IENOCTHOCTH M MX IpaKTHYecKas
peanuzanus;

63. AcuMMeTpHYHBIE KPUITOCHCTEMBI W METOJBI OOecredeHUs] KOH(PHUICHIIMATLHOCTH
IIPU UX UCIIOJIb30BaHNY;

64. MonenupoBaHue ySI3BUMOCTEH MPOTOKOIOB 3amuThl TLS;

65. MopenupoBaHue ysI3BUMOCTEH MPOTOKOJIOB 3amuThl SSL;



66. MopaenupoBaHue ya3BUMOCTEH MTPOTOKOJIOB 3alIUThl HHpopManuu B cetsax Kerberos;

67. WccnenoBanne MEXaHU3MOB IIEJIOCTHOCTH U JIOCTYITHOCTH HWHMOpPMAIMU Ha
wiatopme OI0KUeHH;

68. AHayn3 TEXHOJOTHI pa3pabOTKU CMAPT-KOHTPAKTOB U BBISIBIICHHE UX YSI3BUMOCTEH;

69. OrneHka OnacHOCTH yA3BUMOCTEH CMapT-KOHTPAKTOB B TEXHOJIOTUN OJIOKYEHH;

70. OueHka ONacHOCTH ysA3BUMOCTEN OecrpOBOAHBIX HH(POPMALIMOHHBIX TEXHOJIOTUIN Ha
ocuose Kali Linux;

71. Metoabl M TEXHOJOTHMM OOHAPYKEHHUS CKPBITBIX KOHTEHHEPOB B COOOLICHMSIX
METO/IaMHU CTaTUCTUYECKOTO aHAJIH3a;

72. Metoauka HHBEHTApU3alMU, KIacCCU(PHUKAILMK U aHaIu3a HH(POPMALIMOHHBIX aKTUBOB
OpraHu3aIuy;

73. Meroauka reHepaluu ClIeHapyUeB 1eJIeBbIX aTak Ha MH()OPMAI[MOHHBIE CUCTEMBI;

74. Pa3pa0oTka KBECTOB 110 00Y4YEHHIO TEXHOJIOIMH IPOHUKHOBEHMS B 3AILIUIIIEHHYIO CETh
(3TUYHBIN XaKUHT),

75. Texnomoruu peBepcuHra (0OpaTHOrO MPOTPAMMHUPOBAHUS) U MX MPUMEHEHHUE IPH
UCCJICIOBAaHUH HEIEKJIapUPOBAaHHBIX (DYHKIIMH IPOrpaMMHOro o0ecrieueHus;

76. IlpuMeHeHHME  TEXHOJOTHH W  CpPencTB  HMH(GOPMAIMOHHO-AaHATUTHYECKOTO
o0ecrieyeHus Ipy pacciieJOBaHUU UHIUIEHTOB HHPOPMALIMOHHOM 6€3011aCHOCTH

6. YYEBHO-METOAUYECKOE OBECIIEYHEHHUE IFOCYJAPCTBEHHOM
HUTOIOBOM ATTECTAIIAM

6.1. IleuyaTHbIe U YJIEKTPOHHBIE U3IAHUS

1. ®enepanbhbliil 3akoH PO No5485-1 1993 roga «O rocynapcTBEHHOH TailHEY.

2. Oenepanpubiii 3akon PO No  149-®d3 2006 roma «O6 wuHbpopManuw,
WH()OPMAIIMOHHBIX TEXHOJOTHUSX U 3alIUTe HHOOPMAITUN.

3. ®enepanbhblil 3akoH PO Ne63-D3 2011 roga «O0 371€KTpOHHON MOAINUCH.

4, ®enepanbubiit 3akoH PO Ne 98-D3 2004 rona «O koMMepUeCcKOM TaitHe».

S. ®enepanbhblil 3akoH PO Ne 152-03 2006 roga «O nepcoHanbHbIX JaHHBIX.

6. ®denepanbHblil 3akoH "O 6€30MaCHOCTH KPUTHUYECKON MH(DOPMAIIMOHHON
uH(ppacTpykTypsl Poccuiickoit @enepanun ot 26.07.2017 N 187-D3.

7. ®DenepanbHblil 3aKk0H «O TeXHUYECKOM perynupoBaHun» otT 27.12.2002 r. Ned3-
184

8. Va3 [Ipesunenta PO Ne 1203 1995 rona «O6 yrBepxkaenuu Ilepeuns cBeneHui,
OTHECEHHBIX K F'OCYJapCTBEHHOM TalHE.

9. Vka3 Ilpesunenta PO Ne 188 1997 roma «OO6 yrBepxkaenuu Ilepeuns
CBeJICHNN KOHPUACHITMAIBHOTO XapaKTepay.

10.  IlocranoBienue npaButenscTBa Poccuiickoit deneparyu ot 8 despans 2018 r. N

127 «O06 yrBepxkaenun [lpaBun kaTeropupoBaHHs OOBEKTOB KPUTHUECKONW MHGOPMAIMOHHON
uHpacTpykTypbl Poccuiickoit deneparnuu, a Takke IMEpedyHs IOKa3arenel KpuTepuen
3HAUUMOCTH OOBEKTOB KpUTHUYECKOW HMHGPOpMAIMOHHON uHppacTpykTypsl Poccuiickoit
denepanuy U UX 3HAYCHUND.

11. Crangaptuzauus B Poccuiickoit  @eneparyn. OCHOBHBIE — IOJIOKEHUS.
Haumonaneneit cranpapt P®. 'OCT P 1.0 — 2012. — M.: Crangaptuadopm, 2013.,
[DnexTponnsiii qokyment], http://meganorm.ru/Index/53/53710.htm.

12. HudopmannoHHas TEXHOIOTUA. MeToIbl U cpesicTBa obecneueHust 0€30MacHOCTH.
CBoJ1 HOPM U MPABHII MEHEHPKMEHTa MHPOPMAITMOHHOM Oe30macHocTy. HarmoHanbHbIH cCTaHaapT
PO T'OCT P UCO/M3K 27002-2012. — M.: Crangapturdopm, 2014., [DneKTpoHHBIN JOKYMEHT],
http://meganorm.ru/Index/54/54705.htm.

13.  3ammra wuHpopmamuu. Cucrema craHgaptoB. (OCHOBHbBIE  ITOJIOXKEHUS.
Harmmonaneueni craggapt PO T'OCT P 52069.0-2013. — M.: Craamaptuadopm, 2014.,
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cucrembl Poccuiickoit @enepanun. O6ume nonoxenus. Cranmapt banmka Poccun. CTO BP
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coopa u mepemaun uHpopmanuu (MIIK CCIIN) noacranuumii B peXMME TMOBBIIICHHON
UH(POPMALIMOHHOM HATPY3KH «ILITOPM.

26. T'OCT P UCO/MDBK 27007-2014 Nudopmannonnas trexuonorus (UT). Merons u
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GbyHKIIMOHUpOBaHUS "
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[moAXoAbl K MPEAYIPEXJIEHUIO YTEUEK MTHOOPMAILIMU B KOPTIOPATHBHBIX
NHO®OPMALIMOHHBIX CUCTEMAX/ craThst B cOOpHUK Tpy10B X1 MexayHapo HON HayyHO-
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http://meganorm.ru/Index/5/5737.htm.



59.  Cucremsl 00pabGoTku wuHGpoOpManyu. 3amura KpuUnTorpapuyueckas. AJITOpUTM
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cnenuanbHocTaM 090103 "Opranuzanuss U TexHonorus 3amutel uHGopmaruu', 090104
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8199-0411-4
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71. ®enoroB  H.®. @PopeHsuka — KOMIBIOTEpHAas KpUMMHAJIMCTHKA. — M.

«Onebook.ruy», 2013. — 420 c.: un. https://forensics.ru/.
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73.  AsepuenkoB B.M. Aynut uHpOpMaIMOHHO# 6e30MmacHOCTH, - yued. mocodue A
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74. [Tox obmelt penaknueit Kypuno A.Il. Ayaut undopmarmoHHoi 6€301MacCHOCTH. —
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6.2. JluneH3MOHHOE W CBOOOJHO pacmpocTpaHseMoe MporpammHoe odecneudenue: OC
Windows, Microsoft Office.

6.3. UHTepHeT-pecypchl, BKJIOYas  npodeccMoHAIbHbIe  0a3bl  JAHHBIX H

HH(OPMANMOHHO-CIIPABOYHbIE CHCTEMBI:
YHuusepcurerckas nadopmarmontas cuctema «POCCHUSA» https://uisrussia.msu.ru
CnpaBouHo-mipaBoBas cucrema «KoncynbranT-+H» http://www.consultant-urist.ru
CrnpaBouHno-npaBoBas cucteMa «[ apant» http://www.garant.ru
baza nannbix Web of Science https://apps.webofknowledge.com/
baza gannbix Scopus https://www.scopus.com
[Topran oTKpeITEIX AaHHBIX Poccuiickoit @eneparuu https://data.gov.ru
baza oTkpbITBIX gmaHHBIX MuHHCTEpCTBA TpyAa M COLMAIbHOM 3amurel PO
https://rosmintrud.ru/opendata
baza nannbeix Hayunoii snexkrponHoit 6ubimoreku eLIBRARY.RU https://elibrary.ru/
baza nanHbIX HpodeccHoHaNbHBIX CTaHAApPTOB MUHHCTEpCTBA TpyJa M COLMAIBHOM
3aIUTHI PO http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/
baspl nannbix MunuctepcTBa s3xoHOMUdeckoro pa3Butus PO http://www.economy.gov.ru
baza otkprIThIX qanHbX Pochuamonuropunra http://www.fedsfm.ru/opendata
DnektpoHHas 6a3a nanHbiX «M3marenscTBo JIanby https://e.lanbook.com
@enepanbHas  rocyaapcTBeHHas — mH(popMamuonHas — cuctema  «HammonanpHas
aJIeKTpOoHHAas Oubamorexay https://H30.pd
HarmonanesHeiii mopran onnait o0ydenus «OTkpbeiToe oOpa3zoBanue» https://openedu.ru
OnexTponHas 6a3a nanHeix "Polpred.com O630p CMU" https://www.polpred.com
Odunmanbupiii caiit denepalbHOTO areHTCTBa MO TEXHUYECKOMY PETYIMPOBAHHUIO U
MmeTposoru http://protect.gost.ru/
OnektponHas oudanoreka MOU https://nth.mpei.ru/e-library/index.php

7. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHHME T OCYJIAPCTBEHHOM
HUTOTOBOM ATTECTALIUU

J1y1st TpoBeICHUS TOCYJTAPCTBEHHON UTOTOBOM aTTECTAIIMM HEOOXOUMO HaTHYHE yueOHOM
ayJUTOPUU U TIOMEIICHUE JJI1 CAMOCTOSTENIbHOM pabOThl 00YJarOIIUXCSI.



