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1. IEJH Y 3ATJAYU KYPCOBOM PABOTBI(ITPOEKTA)

L]envio gvinonnenuss Kypcogou pabomul A611emcs 3aKkpenienue u yeuyoneHue

meopemu4eckux SHGHMIZ, NOJIY4YEHHbIX 6 npoyecce U3y4eHusl OMCZ/;MI’ZJZMHZ)Z, ux

cucmemamusayusl U paseumue, a mdaxK oice U3ydeHue munoevlx anicopummoes

KOMNbIOMeEPHbIX Ku6epama}< U MeXAHU3IMOE 3auUiUunibl MH&OpMClLﬂlOHHle cucmem.

CDopmupyeMble y 06)/7-[61}01/[46200}1 KomnemeHuyuu u 3anjiaHupoeaHrnsle

pe3yibmamol 00y4eHus no OUCYUNIUHe, COOMHECeHHble C UHOUKAMOopamu

00CmudIceHUs Komnemeuumi

Kon n Kon n HanmeHoBaHue 3aniaHupoOBaHHbIE Pe3yJbTATHI 00y4YeHusl
HaHMeHOBaHHe HHINKATOPA 10CTHKEHHSI
KOMIIeTeHIIHH KOMIIeTeHIIHH
3HATh:
- KJIacCU(PUKAIIHIO Kubepyrpo3
UH(HOPMAITMOHHON 0e301MMacHOCTH B
COOTBETCTBUM HOPMATHUBHBIMH JOKYMEHTAMH
PEryisiTOpOoB;
- TUIMOBBIE AaNTOPUTMBI aTaKd M MEXaHU3MBbI
3amUTel OT KuOeparak Ha WHGOPMAIMOHHBIC
CUCTEMBI;
- MpOrpaMMHBIE M TMPOrPaMMHO-aIapaTHBIC
CpeICTBa 3alIUThl KOMIIBIOTEPHBIX CHCTEM OT
Kkubeparak.
IK-3
AJIMUHUCTPUPOBAHU WJ-2ncs Anmmsmactpupyer yMETh:
€ CpEACTB 3allUThI NPOTPAMMHO-AIIAPATHRIC | ooponpTe  amamms  yrpos  Ge30MacHOCTH
uH(OpMAIHU B ;1; ?SSE;HHH 3au1pm§ MH(QOPMAIIMOHHBIX CHUCTEM B COOTBETCTBUHU C
KOMIIBIOTEPHBIX MEXIYHAPOJHBIMU M OTEYECTBEHHBIMH Oazamu

CHUCTEMAaxX M CETAX

KOMITBIOTCPHBIX CCTAX

JaHHBIX YSI3BUMOCTEM;
- TNPUMEHSTh KOMIUIEKCHBIE IPOrpPAMMHBIE
peleHust JUisl TECTUPOBaHUS, OOHApYXKEHUs u
JUKBUJAIMN KUOEpyrpo3 B HMH(DOPMAIIMOHHBIX
CHCTEMaX;

- pa3pabaThIBaTh PEKOMEH1alluu o
MPUMEHEHUIO TPOTPAMMHBIX U TMPOTPAMMHO-
anmnapaTHbIX PEIIEHUN AJis 3alUThl CUCTEMHBIX
U TPUKIAJAHBIX TMPOTPAMMHBIX MPOAYKTOB, a
TakKe Web-TIPUIOKEHUI U PEecypcoB CeTH
"UnTepueT" oT KUOEpyrpos.

Kypcosass paboma Oondicna noxazame 2nyouHy YCc80eHusi cmyoeHmamu

meopemu4ecKkozco Kypca «Texnonocuu 3auumosl qubOpMClL;UOHHbDC cucmem om

Kubepamaxy.




3aoauu xypcosou pabomoi:
— U3zyuenue ocHnog awnanusza KOMNIEKCHBIX NPOSPAMMHBIX peuleHuti OJisl
MecmupoB8anus, OOHAPYICEHUs U JUKSUOAYUU Kubepyepo3 6 UHOOPMAYUOHHBIX
cucmemax;,
— Ionyuenue npaxmuueckux HaABbIKO8 pA3PAOOMKU PEKOMEeHOayuti no
NPUMEHEHUIO NPOCPAMMHBIX U NPOCPAMMHO-ANNAPAMHBIX DeuleHuti 01 3auumaol
CUCTMEMHBIX U HNPUKIAOHLIX NPOSPAMMHBIX NPOOYKMOS8, @ makce web-

npunodicerull u pecypcos cemu "Hnumepnem' om xubepyepos.

2. BBIBOP TEMbI KYPCOBOM PABOTHI (ITPOEKTA)

Temamuka Kypcogvix pabom cocmasieHa 8 COOMBemCmeuU ¢ Y4eOHOl
npocpammou u ymeepxcoena kageopou. Ilepewenb mem npedcmaeénien 8
APUTIOHCEHUU.

Kaowcowviti cmyoenm mooicem eviopamov n100y10  3aUHMEPECOBABULYIO €20
memy U3 npeoCmasieHHO20 NePeyHs, 8 COOMBEMCMEUU C UHOUBUOYATbHBIMU
cnocobnocmamu. Bvlbop memvl dondicen Obimb ocyujecmenen 8 YCmaHO8IeH bl

npenooasamesiem Cpok.

3. PEKOMEHJALIMY MO HAMUCAHUIO KYPCOBOM PABOTHI
(ITPOEKTA)

Copaep:xanue KypcoBoii padoThl (IIpoeKTa)

Beeoenue

Bo eseoenuu kpamko oceewaemcs cocmosiue npobiemvt u cumyayus, 8
KOMOPOU OHA peulaemcs, Cixcamo 000CHO8bIBAEMC s AKMYAIbHOCMb MeMbl,
NPAKMUYECKas 3HAYUMOCMb pA3pabOmKU, OMMeYaromcs OCHOBHble Uelu U
onpeoensiomcs 3a0auu 0Jis OOCMUNCEHUSL NOCMABIEHHbIX Yellell, Onpeodensemcs
obvekm u npeomemuasl 0O1ACMb UCCIE008AHUs, NOKA3bIeAemcs oubnuozpaghus
OaHHOU npobNeMbl C NnepeducieHuemMm demopos, pa3padbamvl8arouwjux OaHHYH

memamuxy. Beedenue dondicno 3anumams He Oonee mpex cmpaHuy.



I'nasa 1. Teopemuueckasa wacme (meopemuueckas 4acmv 8 KOHKPEMHOU
KYpCosoU pabome Q0NHCHA UMeMb HA36aHUE).

B osmoii yacmu pabomwi paccmampuearomcsi OCHO8Hble meopemuiecKue
NOJNIOJICEHUS], PACKPbI8AIOWjue Cymob memvl KYypcogol pabomwvl. [[ns nposedeHus
JIUMEPAMYPHLIX — UCCNe008AHULL  CMYOEHm  O00NHCEeH  NOJb308AMbCA  KAK
@dyHOaMeHMANbHbIMU — TUMEPAMYPHLIMU — UCIOYHUKAMU — (MOHO2pagusamu,
VUeOHUKamuU, y4eOHbIMU NOCOOUSIMU), MAK U NEPUOOUYECKOU NeYamblo (HAYUHbIMU
U NONYAAPHBIMU HCYPHATAMU U 2A3eMaAMU, OPOuIopamu).

Teopemuueckas enasa  OOMdCHA — UMemb  pazoeivl, 68  KOMOPbIX
PACKPbI8AOMcs meopemuieckue 60npocsl, 000CHOBAHHbIE MEMAMUKOL KYPCOBOLU
pabomul. Obvem meopemuyeckotl enasvl — 10-12 cmpanuy,.

Ananuz npoéaemut uccneoosanusn. Oovem ananumuyeckoun wacmu — 8 - 9
Cmpanuy.

B konye Teopemuueckoti uacmu oaemcs 6bl8600 NO PACCMOMPEHHOMY
mamepuarny no eceti 4acmu.

I'nasa 2. Ilpakmuueckas wacmv (npakmuueckas 4acmov 6 KOHKPEMHOL
KYPCOB8O1 pabome 00NIHCHA UMemb HA36aHUe)

Ilpakxmuueckas uacms pabomul exnouaem: Ilpakmuueckyio peanuzayuro
meopemuyecKkux NoOJONXCEeHUll Ha npumepe npeonpusamus (opeanusayuu), ¢
npogedeHuemM IKOHOMUUECKO20 O0OOCHOBAHUS pPA3PAOOMAHHBIX NPeOOHCeHUl
(npoexma,).

B konye Ilpaxmuueckou uacmu oaemcsi 6b1600 NO pe3yIbMAMam 6celi
yacmu.

3aknwuenue

B 3axnouenuu noogoosmcs umozau Kypcosou pabomuvl (npoexma),
oenaromcsi  bl800bl HA OCHOBE NPOBEOEHHO20 UCCIe008AHUSA, HAMeUaromcs
B03MOJICHbIE NYMU U PEeKOMeHOayuu Oas OalbHeuue20 CO8ePUIeHCMBO8AHUS
paccmampusaemou npoo.iemul.

Obvem 3aknouenus — 1-2 cmpanuyul.



4. TPEBOBAHUS 110 O®OPMJIEHUIO KYPCOBOM
PABOTBI(ITPOEKTA)

4.1. Texkct KypcoBoW pabOTHI(IIPOEKTA) IOJDKEH OBITH OTIIEYaTaH Ha
KOMIIBIOTEpPE 4Yepe3 IMOJTOpa HMHTEepBaja C HCIOJIb30BAHUEM CTPOro mpudra
Times New Roman, kerip 14. MuHMMaabHBIH 00beM Oe3 mpuioxeHuit 25-30
cTpanull. Hymepammst crpaHui JokKHA OBITH CKBO3HOW. llpuiokeHust wu
3aKJIIOYEHUE BKIIOYAIOTCA B CKBO3HYIO HyMmepauutoo. Homep crpanuiisi
MPOCTaBIIAETCS BHU3Y JucTa cipasa. Orcryn ad3amna — 1,25 cm (1o ymoiyaHuio B
Word 2003/2010). B Tekcre KypcoBoii padoThl BbIAeJeHUsS] KUPHBIM
mwpudTOoM M NMOTYEPKUBAHHUS HE JOMYCKAKTCS.

4.2. Tekct mnevaraercs Ha mnuctax ¢opmara A4, C OIHOH CTOPOHBI.
[TapameTtpsl cTpanuiisl: OTCTyIbI cneBa 30, ceepxy u cHu3y — 20, cipaBa — 10 mm.

Ecnu B TexcTe KypcoBOM paOOThl HUCIOJIB3YIOTCS MEPEUYUCIIECHUS, TO OHU
oQOopMIISIOTCSI TAKUM 00pa3oM, HaIIpUMED:

Oco0oe BHUMaHHE CIEAYET yACTUTh PACCMOTPEHHIO CIIEAYIOIINX BOIIPOCOB:
— MOJIHOTA U TIIyOrMHA PacCMOTPEHUS MTPOOJIEMBI;

— UCITIOJIb30BAaHUE OTEUECTBEHHOM U 3apy0eKHOM JIUTEepaTyphl;
— MO3UIIHS aBTOPa, €¢ 000CHOBAHHOCTb;

— UCTIONIb3yeMbIe METO/IbI aHAJIM3a TPOOIEMBI;

— HACKOJIbKO PEIICHbI TOCTABJICHHBIE 33]1a4H;

- KaueCcTBO 0(pOPMIICHUS.

4.3. KypcoBas paboTa J0DKHA COJEPIKaTh:
® TUTYJIbHBIN JIUCT; (MputoxkeHue 1)

® OIJIaBJICHUE,;

® BBEJCHIC,

® OCHOBHYIO 4acTh (riaBsel 1,2 );

® 3aKJIIOYEHHE;



® CIIHCOK MCIOJIb30BAHHBIX UCTOYHUKOB U JIUTEPATYPHI;
® TIPUJIOKEHUS (€CITU OHM €CTh).

CnoBa «OrJiaBjieHue», «BBeneHue», «3aK/I0YeHHe» 3alMCHIBAIOT C
KpPaCHOM CTPOKM 3arjaBHbIMU OyKBamu >KMPHBIM HIPUDTOM.

TUTYIBHBIA JTUCT ABIISETCS NMEPBOM CTpaHULEH KypCOBOM pabOThl, OH HE
HyMEpYeTcsl.

TurynbHbiii Jucr. HanMeHOBaHHWE TE€Mbl HA THUTYJIBHOM JIMCTE IHIILYT
nponucHeiMU OykBamu. IlepeHOC CIIOB Ha TUTYJIBHOM JHCTE HE JOMYCKAeTCs.
Touky B KOHIIE (Ppa3 HE CTABST.

OrJasienue. B ornaBieHnN MOCIIEIOBATENIBHO NEPEUYHUCISIIOTCS BBEAECHUE,
BCE 3arojOBKM  TIJaB, NYHKTOB, MOJIMYHKTOB, 3aKJIIOYEHUE, NPWIOKEHUE U
YKa3bIBa€TCsl HOMEP CTPAHUILIbI, HA KOTOPOW OHU PACIOJIOAKEHBI. 3arjJaBHEM 3TOTO
aucta A0JKHO ciyxuTh cioBo «OI'JIABJIEHUE), nanucanHoe B OTIEIBHOMN
CTPOKE T10 IIEHTPY CTPAHUIIBI 3arJaBHBIMU OYKBaMU KUPHBIM HIPUPTOM.

OcHOBHAsl YaCTh COCTOUT U3 IJIaB, MYHKTOB, OAMYHKTOB. [ JTaBbI JOJIKHBI
UMETh NOPAJIKOBBIE HOMEpPA B MpenesiaX BCel KypcoBOMl pabOThI, 0003HAUECHHbIE
apaOckumu udpamMu ¢ TOUKOM Ha KoHIle. [IyHKTHI TOJKHBI UMETh HyMEpaluio B
npenenax riaBbl, MOANYHKTH — B Mpeenax nyHkTa. llepBoil nmudpoi myHkTa
ABJISICTCS. HOMEDP IJIaBbl, BTOPOM — HOMEpP IIYHKTAa B JaHHOM riase. Hymepanwus
MOANYHKTA OCYLIECTBIISIETCSI AaHAJIOTUYHO: HOMEpP IJIaBbl, HOMEp IyHKTa, HOMEp
MOAMYHKTA.

3aroyioBKM TraB CIEIyeT 3amuchiBaTh C ab3ama (KpacHas CTpOKa)
3arjlaBHbIMU OYKBaMH >KUPHBIM MIPUGTOM O€3 TOUKH B KOHIIE, HE MO TYEPKUBASI.

3arojoBKM TYHKTOB CJIEyeT 3aluChbiBaTh C aO3amna (KpacHash CTpOKa)
MPOMUCHBIMU OYKBaMU KUPHBIM MIPUPTOM 0€3 TOUKU B KOHIIE, HE TIOTYEPKUBAS.

4.4.®opmyJibl, UCIIONB3YyEMBIE JII PACUETOB, PACIOIAraloT Ha OTAENIbHBIX
CTpOKaX, HYMEPYIOT CKBO3HOW Hymepamuer apabckumu nudpamu, KOTOPHIE
3aMKMCHIBAIOT Ha YPOBHE (POPMYIIBI CTIpaBa B KPYTibIX ckoOkax. HemocpencTBeHHO

noj (popmyJioil NpUBOIUTCA pacIM(PpOBKa CUMBOJIOB.



Ilpumep: «Pvinounas cmoumocms yeHHOU Oymazu paccuumvléaemcsi no

Gdopmyne:
1, = K*HC, 1)

20e K —xypc axyuu;

HC — HomunanvHas cmoumocmo akyuuy.

4.5.Bce ucnonp3yemMbie B KypCcOBOi paboTe MaTepraibl JAIOTCS CO CCHIITKOM
Ha WCTOYHHK: B TEKCTE MOCJE YIIOMHHAHHS MaTepPHaNbl MMPOCTABIISIIOTCS B KOCKHIX
CKOOKax HOMep, MOJ KOTOPHIM OH 3HAYUTCA B CIHCKE HCHOJIb30BaHHON

JUTEPATYphl U HOMEP CTpaHuibl (Hampumep, /1, ¢. 42), muO0 MarOTCA CHOCKHU.B

KOHIIC CTPaHMIIBI C YKa3aHHEM ITOJIHOTO HaMMEHOBaHUS McToYHnKa ((Menamuvesa
A.B., Maxcumyes M.M. Hccnedosanue cucmem ynpaeénenus. — M.:

FOHUTH, 2008. - c. 34-36).

4.6. CokparieHue CIOB B TEKCTE HE JIOMYyCKAeTCs, KPOME yCTaHOBIICHHBIX
I'OCT 2.316, 'OCT 21.1101, TOCT 7.12. YcnoBHble OyKBeHHBIC U TpaduuecKue
0003HaueHUs1 JOJHKHBI COOTBETCTBOBAaTH ycTaHOBIEHHBbIM cTaHaaptam (I'OCT
2.105). O6o3HayeHust eaUHUI] (HU3UUECKUX BEIMYUH HEOOXOIUMO MPUHHUMATH B
cootrBeTcTBUM ¢ 'OCT 8.417, CH 528.

4.7. lHudposoil MmaTtepuan opopmisieTcs B BUIE TAOJHUI, HA KOTOpHIE B
TEKCTE JI0JKHA OBITh CCHUIKA.

Hanpumep: «B maba. 1 npusedenwvl nokazamenu pabomsi npeonpusmusLy.

Tabnuma pgo/DKHa HMMETh Ha3BaHHMeE. TaOMuIBl HYMEpPYIOTCS CKBO3HOM
HyMmepalme Bo Bceil KypcoBod pabore. CcbUIKM Ha TaONMIBI JIAIOT C
COKpallleHHEeM CcJoBa Tabnuua, Hanpumep, maba.l.  JlomyckaeTcss mnoMemaTh
TaOJIHILy BIOJIb IJTMHHOW CTOPOHBI JiucTa. Eciu yacTh TabMUIIBI IEPEHOCUTCS Ha
CIICIYIONIYI0 CTPaHMIy, TO B TPaBOM YIUIy JIHCTa HaJ TaOJMIEH CTaBUTCS
Ilpooonxcenue maon. I.llpudt Tekcra B Tabiauine Times New Roman, kernp 11-

12, MEeKCTPOUHBIN UHTEPBAJT OJITUHAPHBIN.



lpumep:

Tabnuya 1

DxoHoMuYecKue nokasamenu pd60WZbl npednpuﬂmuﬂ

HaumenoBa | PeasinzoBannas CebecTouMOCTh Marepuansusie | OnToBas  1ieHa,
HUE  MPO- | MPOIYKIUS, THIC. IIT. | €IUHULIBI Ipo- | 3aTpaTbl,  ThIC. | THIC. pYO.
JYKIIUU TYKIIAH, ThIC. py0. | pyo.
A 80 2,4 1,9 2,65
b 40 3,1 1,8 3,6
B 15 2,9 2,2 3,3
I 150 1,1 0,6 1,25
4.8. UamwocTtpanum -  cxeMmbl U rpaduKd, HMEHYeMble PHUCYHKaMU,

HYMEpYIOTCSI CKBO3HOM HyMmepaluedl B mpezesax OAHOW TIJlaBbl, 0003HAYaroTCs
apabckumu mupamu. PUCyHKH TOMKHBI UMETh Ha3BaHWE, HA HUX JOJDKHBI OBITH
ccbUiku B Tekcre. Hanpumep: «Ha puc. 1.1 npuBenena 3aBucumMocTb NpuObLIN OT
IEHBl TMPOAYKIMK M 3aTpaT Ha €€ MPOM3BOACTBO». Bech HILIIOCTpalMOHHBIN
MaTepual JOJKEeH ObITh 0(hOpPMIIEH aKKypaTHO.

PucyHku J0KHBI OBITH PACIONOXKEHBI MO TEKCTY KypcOBOH paboThl,
BO3MOXKHO OJTMKE K COOTBETCTBYIOIIMM YaCTSIM TEKCTA.

4.9. Cnucok UCNo/Ib30BAHHOM JTUTEPATYPbI.

Cnucok HCMOJb30BaHHOM JHTEpaTypbl odopmisiercss B andaBUTHOM
nopsiJiKe (paMuiInil aBTOPOB WJIM Ha3BaHUM (€CIIM aBTOp HE yKa3aH).

B kypcoBoii paboTe B CHHMCOK JUTEpaTypbl BKIIOYAIOTCA TOJBKO TE
UCTOYHHUKH, HA KOTOPBIE €CTh CCHIJIKA B OCHOBHOM TEKCTE U KOTOPBIE (PaKTUUECKH
UCHOJNB30BaINCh. CIUCOK JHUTEpaTyphl He MOKeT cOCTOsITh MeHee yeM u3 10
HNCTOYHUKOB.

B cnomcke uWCMonb30BaHHOW JHMTEpaTyphl YKas3bIBAIOTCA: IS KHUTH —
dbamMuiIMM ¥ WMHULKAIBl aBTOPOB, IOJIHOE HA3BaHME KHUTH, MECTO W3JlaHus,
U3JIaTeNIbCTBO, TOJl M3JaHMs, KOJMYeCTBO cTpaHwil. [Ipu gmcie aBTOpoB Ooiee
JIBYX MOXET OBbITh yKa3blBaJla (haMUJIUsl TOJBKO MEPBOrO0 aBTOpa CO CIOBaAMHU «H
Ip.».

CBenmenusi 0 cTaTbe W3 MEPUOJUYECKOTO W3JAHUS JIOJDKHBI BKIIOUYATh:

(I)aMI/IJII/IIO W HWHUIOUAJIBI aBTOpad, 3arjaBUC CTAaTbH, HA3BAHHUC JKYypHalla, I'OXO




W3/1aHus, HOMEP, CTPAHUIIBI Ha KOTOPBIX HameyaTaHa cTaThsi. CHHUCOK JINTEPATypPhI
JIOJKEH BKJIIOYATh KHUTU HE TMO37HEE S-JICHTETO CPOKa JTABHOCTH (€CIM TeMaTuKa
HE TIpelyCMaTPUBAET UCIIOJIb30BaHUE 00JIee paHHUX UCTOYHUKOB).

BrurodeHne B criucok Jimreparypsl aapecoB Web-cTpanuil uiim HHBIX (HopM
npeacrasienuss  uHbopmaruu B cetn  InterNet  cBumerenscTByer o
COOTBETCTBYIOIIIEM COBPEMEHHBIM TPeOOBAaHUSAM YPOBHE IMOJATOTOBKH CTYJEHTA

Crucok UCTOIb30BaHHOM JTUTEPATYPhI JOIHKEH OBITh IPOHYMEPOBAH.

HNcTOYyHMKM B CHHUCKE HCHOJIB30BAHHOW JIMTEPATyphl paclojaratorcs B
CIIEAYIOIIEM TTOPSAKE:

- dbenepanbHble 3aKOHBI, 3aKOHOAATEIbHBIE aKThl U UHBIC HOPMATUBHBIE

TOKYMEHTBI;

- JUTEpATypa Mo TEMATUKE KypCOBOMl pabOTHI.

IIpumep cnucka ucno1b308aHHBIX UCTMOYHUKOG U IUMEPAMYPbl.

CIIMCOK MCITOJIb30OBAHHOM JINTEPATYPHI

1.JIutBak B.I'. PazpaboTka ympaBieHUeCcKOro pemieHus: Y 4eOHuK.-5-¢ u3.,
uctp. u aom.- M.:/lemo ,2006. -.297c.

2.Mekcon M.X., Ans6ept M., Xenoypu ®.OcHoBbl MeHemkMeHTa: [lep. ¢
anri. — M.: Jleno, 2006. — 720c.

3.PymsuueBa 3.I1., Conomatun H.A. u np.MeHEmIXMEHT OpraHU3alMM:
VYuebnoe nocodbue. M.:Mudpa-M, 2007.- 245c.
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5. HEPEYEHB TEM KYPCOBBIX PABOT (ITPOEKTOB)
1 OcobenHoctu peanuzauuu 3alMTHRIX Mep oT kuodepartak aiist ACY TII na
oobekTax KU
2 Awnanu3 MeToAoB OOHApy>KEHHMsI M NPEIOTBPAIICHUS MEXCAUTOBOU

noaaenku 3anpoca (CSRF) u noanenku 3anpoca Ha cropoHe cepsepa (SSRF)



3 Anamu3 ocobenHocteil ucnonp3oBaHuss WAF s oOHapykeHHS U
OJIOKMPOBAHUS CETEBBIX ATAK HA BEO-MPUIIOKEHHUS

4  AHanmu3  TOCIEOBATENbHOCTH  pabOT 1O  OOHAPYKEHHIO U
NpEeAOTBPAIlCHUI0 KuOepaTak ¢ HCIOJIb30BaHUEM MEXaHW3Ma ''BbINOJIHEHUE"
(execution)

5 Ananu3  MOCIEAOBATENLHOCTH  paboOT MO  OOHApYXEHUIO U
NPENOTBPAIEHUIO KHUOepaTak C HCIOJIb30BAHHEM MeXaHu3Mma ''BoznelnctBue”
(impact)

6 AHamM3  MOCIEJAOBATEIbHOCTH  paboOT 1O  OOHApPYXKEHUI0 U
NPEIOTBPAICHHIO KHOEepaTak C MCHOJIb30BAHUEM MEXaHHW3Ma 'HadalbHOTO
nocrymna" (initial access)

7 AHamu3  NOCNeAOBAaTENBHOCTH  paboT 1O  OOHAPYKEHHID U
IpEeIOTBPAlICHUIO KHOEpaTak C HCIOJIb30BAHMEM MexaHu3Ma "00Xoja 3aliuThl”
(defense evasion)

8 AHaiM3  MOCJIENOBAaTEIBbHOCTH  PabOT MO  OOHApYKEHUI0 U
OpEeIOTBpAalICHUIO KHUOEpaTak C MCIOJIb30BAaHUEM MEXaHHW3Ma ''MepeMeleHus
BHyTpH nepumerpa” (lateral movement)

9 Amanu3  moCneAOBAaTEIbHOCTH  pabOT 1O  OOHApYXKEHUIO U
OpEeJOTBpAlleHHIO KHUOepaTak C HCIOJIb30BAHUEM MEXaHH3Ma 'TIOBBIIIEHUE
npusuieruii" (privilege escalation)

10 Ananu3 mOCIeIOBATENbHOCTH  paboT 1O  OOHAapY>KEHUIO U
NpeoTBpalleHUuI0 KuOepaTak ¢ MCIOJIb30BAHUEM MEXaHU3Ma 'TOJy4eHUS
y4eTHBIX JaHHbIX" (credential access)

11 Ananu3 mocienoBaTeNbHOCTH  paboT 1O  OOHAapY>KEHUIO U
NpeoTBpalllcHUuI0 KuOepaTak C MCIOJIb30BaHMEM MeXaHu3Ma 'pa3Beaku”
(discovery)

12 Ananu3 mOCIeIOBAaTENIbHOCTH  paboT 1O  OOHAapY)KEHUIO U
MpeOTBPAIICHUI0O KHUOEpaTaKk C HCMOJb30BaHHEM MexXxaHu3ma 'cOopa maHHBIX"

(collection)



13 AHanu3 MOCIENOBATENBbHOCTH  paboOT MO  OOHApYyXEHHIO U
NpeIOTBpalleHHIO KhOepaTak ¢ HCIIOJIb30BAHUEM MeXaHu3Ma 'yrnpaBieHHE U
KoHTpoJb" (command and control)

14 Anmanm3 mOCIEIOBATENLHOCTH  paboOT 1O  OOHApPYKEHUIO W
NpeIoTBpalIeHUI0 KuOepaTak C HUCIOJIb30BAaHUEM MexaHu3Ma '"sKchuibTparus
naHHbIx" (exfiltration)

15 AmHanu3 moCIeIoBaTeNbHOCTH  paboOT MO  OOHAPYKEHHIO |
MpEeIOTBPAICHUIO KUOepaTak ¢ UCIOJIb30BaHMEM MeXaHu3Ma '3akperuieHue"
(persistence)

16 Ananu3 mocyienoBaTebHOCTH padOT MO MPEeAOTBpAICHUIO KubepaTak ¢
UCII0JIb30BaHUEM MexaHu3Ma "dukcaruu ceccun” (session fixation)

17 Ananu3 npeuMyIIeCTB HMCIOJIB30BAHMS MEKCETEBBIX JKPAHOB HOBOTO
nokosnieanst (NGFW, next-generation firewall) mo cpaBHEHHIO ¢ MeEKCETEBBIMU
HKpaHaMU MPEAbIAYIIUX TOKOJIECHUHN

18 AHamu3 COOTHOLIEHHsI TPeOOBAaHUM MO 3AIMUIIEHHOCTH MPOrPaMMHOIO
obecrniedyeHus: OT KMOepaTak K YPOBHIO TI0BEPHSI

19 VMicnonib30BaHKE CKAHEPOB YS3BUMOCTEH JIJIs 3aIIUTHI OT KHOEepaTak

20 HcnonwzoBanue texHojgorun SD-WAN security mis mpeaoTBpalieHus
KkuOepaTak Ha mpuMepe BUpTyanbHoro Mapuipyruzatopa Cisco CSR1000v

21 Metonpl OOHapyX eHUs W MPEJOTBPALICHUS MEXKCAUTOBOM MOANEIKH
3anpoca (CSRF) u mognenku 3ampoca Ha ctopoHe cepepa (SSRF)

22 Opra"uzanus Tmporecca co3JaHusi 0e30macHOM cpeabl  yIajJeHHOM
paboThI COTPYTHUKOB

23 TlocnenoBaTeNbHOCTh CO3/IaHUS PpaOOYMX MPOIECCOB B  paMKax
Metonosoruu DevSecOps

24 TlpumeHeHHe MeTOAAa OYUCTKA W DKPAHUPOBAHHS TIOJH30BATEIIbCKUX
JAHHBIX TIPU peaTu3alliy 3alIUTHBIX MEP OT KubepaTak

25 Ilpumenenue wmerona mnportuBogerctBus APT (Advanced Persistent
Threats) nmpu opranmu3anuu 3auUThl OT KHOEpaTak Ha WHPOPMAITMOHHYIO CUCTEMY

MPEANPUATHS



26 Ilpumenenue metoaa GUIBTPALMU U SKPAHUPOBAHUS MOJIH30BATEIbCKUX
JAHHBIX NP peaTn3aliy 3alIUTHRIX MEp OT KHOepaTaKk THIIA BHEIPECHUS

27 PazpaboTka anroput™Ma 3allUThl  MHQOPMAIIMOHHOM  CHCTEMBI
OpEeAnpusATAsS OT KUOepaTak ¢ MCIOJIb30BAHUEM CpPEICTB OOHApPYKEHHS U
npenoTBpainieHus: Bropxkenuit (IDS/IPS)

28 Pa3paboTka W BHEAPEHUE NPOrpaMM IIOBBIIIEHHUS OCBEIOMIIEHHOCTH
nepcoHana (SAP), HampaBieHHBIX Ha MPOTUBOJCUCTBUE METOJAM COIMAIbHON
VUH)XCHEPUU

29 Pa3paboTka u BHeApEHHE MPOTPAMMHOTO MPOIYKTA, MPEIHA3HAYCHHOTO
JUTSl IOBBILIEHUSI OCBEAOMIIEHHOCTH MIEPCOHAa OT yrpo3 COLMATIbLHON MHXXEHEPUH

30 Pa3zpaboTka muiaHa pearupoBaHusi Ha KubepaTaku

31 Pa3paboTka peKOMEHIAaUMi JUIsl 3alUThl HHPOPMALIMOHHBIX CUCTEM OT
aTak ¢ IPUMEHEHUEM METO/IOB COLMAIbHON NHKEHEPUHU

32 Pa3paboTka pekoMeHJalMi MO HAaCTPOMKE CHUCTEMbl OOHApYKEHUS
BTOpKeHUU s 3ammThl ceter ACY TII

33 Pa3paboTka pekoMeHAalMWd 10 MOPSAAKY BHEIPEHHUS M HACTPOUKH
CpEIICTB OOHAPYKEHUS U IPEIOTBPAILICHHS BTOPKEHUH JJIs 3alUTHI OT KHOepaTak

34 PaspaboTka pEKOMEHJAIMKA MO YCTPAHEHHUIO VYSI3BUMOCTH (DOPMBI
aBTOpPHU3aLlMU B BEO-TIPUIIOKEHUN

35 CoBpeMEHHbIE TEXHOJOTMM M METOJbl ayTeHTU(uKauum B BeO-
IPUIOKEHUAX

36 CpaBHUTENBHBIA aHAIA3 CKAHEPOB YA3BHUMOCTEM JUISl 3allUTBl OT
Kubeparak

37 CpaBHUTENIbHBIN aHANU3 CPEACTB OOHAPYKEHUS U NPEIOTBPALICHUS
BTOPKEHMI JIJIS 3a1UTHI OT KuOeparax

38 @opmupoBaHHe PEKOMEHIAMN TI0 OOCCICUSHUIO 3alIATBI  OT
TapreTUPOBaHHOM aTakd Ha MH(POPMALMOHHYIO CHCTEMY KOMMEPYECKOIro

MPEANPUATHS.



39 ®opmupoBaHre TpeOOBaHWI K KOMIUIEKCHOW CHCTEME 3allUThl
uHpopMaruu OT KuOepaTak C WCIOJIb30BAHUEM CHCTEM OOHApYyXEHUS U
MPEAOTBPAICHUS BTOPKEHUN

40 ®opmupoBaHue TpeOOBAHU MO MCIOJIB30BAHUIO CKAHEPOB YSI3BUMOCTEN
JUTSL 31Tl Web-TIpUII0KeHH OT KubepaTak

6. PEIIEH3UPOBAHUE KYPCOBOM PABOTHI (ITPOEKTA)

PykoBomuTenb KypcoBoil pabOThl 3HAKOMHUTCS C COACPKAHHEM KYpPCOBBIX
paboT Ha MpeaMeT WX TOTOBHOCTH K 3alllUTE W JTaeT CBOE 3aKIIFOUCHHE B BHJIC
peleH3HUH.

Periensust Ha KypcoBYIO pabOTy OTpakaer:

- aKTyaJIbHOCTb TEMBI:

- IyOMHY M3y4YeHUs CIICUAILHOMN JINTepaTyphI,

— OOBEKTHUBHOCTh  METOJIOB  HWCCJECJAOBAaHHMS U JOCTOBEPHOCTH

pE3yNbTaTOB;

— 000CHOBAaHHOCTH BEIBOJOB;

— CTUJIb U 0opMIIEHUE PaOOTHI;

- MMpCaJIOKCHUA U BBIBOJEI.

7. NOPSAJOK 3AIIMTHI KYPCOBOM PABOTHI (ITPOEKTA)

K 3ammre gomyckaroTCsl TOJBKO KypCOBbIE pabOThl (POEKTHI), MPOLIEIINE
pelleH3upoBaHue, COpOIIIOpOBAaHHbIE W  O(OPMJIEHHBIE B COOTBETCTBUU C
TpeOOBAHUSIMU JAHHBIX METOJUYECKUX pekoMeHaanui. CTyIeHT 3alluinaeTt
KypCOBYIO0 paboTy (mpoekT) mepen kKomuccuei. [lomMeHHBIH COCTaB YJICHOB
KOMHUCCHUM YTBEpIKAaeTCs 3aBeAyromumM kadenpoit. KonrmuecTBo 4jieHOB KOMUCCHU
OTIpEJIEISIETCSl KOJIMYECTBOM CTYJICHTOB B TpyIMe. 3almra KypcoBOM pabOThI
BKJIIOUYAET KpaTKUM JOoKJa cTyaeHTa (He 6onee 10 MUHYT), U OTBETHI Ha BOIIPOCHI
O CYIIECTBY PaOOTHI.

CrpykTypa qokiaaa:



1 TeMa KypCcoBOM pabOThl, €€ 11eTb;

2 aKTyaJbHOCTb TEMBI, €€ 00OCHOBAHMUE;

3. dbopmMyIHpoBKa MPOOJIEMBI;

4 O00BEKT MPEAMETHON 001acTH;

5 XapaKTePUCTHUKA TJIaB KypPCOBOW pabOThlI (Hanpumep, KaKue paccmompebl
BONPOCHl, KAKASL OpP2aAHU3aAyus UCCIe008AHA, KAKUe Memoodvl UCCIe008aHUS
NPUMEHANIUCHL, KAKOBbL pe3yIbmamvl UCCLe008aHUs  (OCHOBHbIE  NONONACEHUS
meopemuyeckol U NPAKMU4eckou Yacmu),-  3aKuodenue (KOHKpemHbvle
NpeoJodCcenUst N0 peuleHUI0 NOCMAasieHHbIX npodiem, 000CHO8aHUe NPEONONHCEH U,
8618000l NO pabome).

B cBoem [fokmane CTyA€HT JOJDKEH KPAaTKO HU3JI0XKUTh LEIH U 3ajadu
KypCcOBOM pabOThl, OXapaKTepU30BaTh OOBEKT M MPEIAMET HCCIEA0BaHUsA,
OOBSICHUTH OCHOBHBIE TIOJIO’KEHUS ¥ BBIBOJIbI, K KOTOPBIM OH MPUIIEI B PE3yJIbTaTe
npoBefieHHOW paboTbl. Ocoboe BHHMaHuE B JIOKJIaJ€ HEOOXOIUMO YAEIUTh
COOCTBEHHBIM pa3paboTkaM. B 3akiroyeHuu JoKiana HyX HO AaTh COOCTBEHHYIO
OLIEHKY JIOCTUTHYTBIM pe3yJbTaTaM KypCOBOW pPaOOTBl M BO3MOXXHOCTH HUX
MPAKTHYECKOTO IPUMEHEHUSI.

CryneHTy 3a/1ai0Tcsl BOIIPOCHI, Ha KOTOpPbIE OH 00s13aH AaTh OTBET. OTBETHI
JOJDKHBI OBITh KOHKPETHBIMH, COACPIKATEIHLHBIMUA U TAKOHUYHBIMH.

[Tpu mpocTaBneHNH OIEHKU IO pab0Te KOMHUCCHEH YUYUTBHIBAIOTCS:

— JOKJIaJ] CTYACHTA;

— IOJHOTa U TJIyOMHAa OTBETOB Ha BOINPOCHI PYKOBOAMUTENS (UJICHOB
KOMUCCHUN);

— aKTyallbHOCTh, COJIEp)KaHUE, COOTBETCTBUE COACPKAHUA Teme paboTHl,
CaMOCTOATENLHOCTh ~ BBIMOJHEHUS  paOOThl, TIOyOMHA  PACKPBITHS  TEMBI,
MPAaBIJILHOCTh PACUYETOB, YPOBEHb BHITIOJTHEHHBIX HCCIIEAOBAHNMN, TEOPETUUYECKAS U
MpaKTHYeCKass 3HAYUMOCTb TIONYYEHHBIX pE3yJIbTaTOB, HATUYHME BBHIBOJIOB W
PEKOMEHIAINH;

— KauyecTBO OPOpMIIEHUSI.



I CryneHTt, HE BBINOJHUBIIMK KypCcOBOMl pPaOOThl, YCTaHOBJIEHHOM
y4eOHBIM IJIAHOM MO JUCIHMIUIMHE, WU MOJYYUBIIMA HEYIOBICTBOPUTEIBHYIO
OLIEHKY, K 9K3aMEHAllMOHHON CECCUM HE J0IyCKaeTCs.

CryaeHTy, MOJMY4YMBIIEMY HEYIOBIETBOPUTEIBHYIO OLIEHKY IO KypCOBOW
paboTte, nmpeaocTaBiIseTCsl NPaBo BbIOOpa HOBOW TE€Mbl KYpCOBOM pabOTHI WM, O
PELICHUIO PYKOBOJIUTEINS, NOPA0OTKH MPEXKHEH TeMbl, U ONPEAEAETCS HOBBIN
CPOK JIJISl €€ BBINOJHEHUS.

OneHka 1Mo KypcoBod paboTe CTaBUTCS B BEJOMOCTb U 3aYETHYIO KHUXKKY
CTYJEHTa, B JaJbHEWIIEM OHAa OYJET BBICTABJICHA B MPWIOKEHUE K TUILIIOMY
OakaaBpa.

[Ipy HeynoOBIETBOPUTENBLHON OLEHKE KypCOBOW pabOTBhl CTYJEHT HMEET

IIPABO MOBTOPHO €€ 3aIlMIIATh 0CIe JOPAOOTKH U BHECEHUS HCIIPABICHUN.

8. KPUTEPHUU OIIEHKH KYPCOBOM PABOTHI (ITPOEKTA)

Onenka "OTJIMYHO" BricTaBIsIeTCS B TOM CIIy4ae, €CIu:
— cojiep>kaHue pabOThl COOTBETCTBYET BBHIOPAHHOUN CHENHAJIBLHOCTH U TEME
paboTHI;
- paboTa aKTyalibHa, BBIMOJHEHA CAMOCTOSITEIBHO, HMMEET TBOPUYECKHIA
XapakTep, OTIIMYAETCS ONPENECICHHOM HOBU3HOM;
— JTaH OOCTOSITENIbHBIM aHaJIN3 CTENEeHH TEOPETUYECKOTO UCCIIEIOBAHUS
POOJIEMBI, PA3TUYHBIX MMOX0/I0B K €€ PEIICHUIO;
- MOKa3aHO 3HAaHWE HOPMATHUBHOW 0asbl, YYTEHBI TOCIETHUE U3MEHEHHUS B
3aKOHOAATEIHCTBE U HOPMATUBHBIX JJOKYMEHTAX IO JaHHOU mpoObJiiemMe;
- npo0iiemMa packpbiTa TiTyO0OKO U BCECTOPOHHE, MaTEepHaIl U3JI0KEH JIOTUYHO;
- TEOPETUYECKHE TOJOKEHUSI OPTaHUYHO COMNPSHKEHBI C MPAKTUKOW; JaHbI
NPEACTABIAIONIME HHTEPEC MPAKTUYECKUE PEKOMEHJAIMU, BBITEKAIOIIUE U3

aHanu3a npooJIeMbl;



— B pa0OTe MIMPOKO UCIIOIB3YIOTCS MaTEPHAIIBI UCCIEAOBAHUS, TPOBEACHHOTO
aBTOPOM CaMOCTOSITEJIbHO WJIM B COCTaBe Tpymmbl (B OTHEIBHBIX CIIy4asx
JIOITYCKAETCs OMOpa Ha BTOPUYHBIN aHATIN3 UMEIOIINXCS JaHHBIX );
— B paboTe TMpOBEIEH KOJMYECTBEHHBIM aHAW3 TPOOJIEMBI, KOTOPHIH
MOJIKPEIUISICT TCOPHI0 W WILIIOCTPUPYET pealbHYI0 CHUTYaIlUuIo, IPUBEICHBI
TaONUIBI CPaBHEHUH, TpaduKu, AHArpaMMbl, GOpMYJIbl, TIOKA3bIBAIOIINE YMEHHE
aBTOpa (OPMATH30BATh PE3yJIbTAThI UCCIICIOBAHUS;
— IITUPOKO TIpeIcTaBiIeHa Oudmorpadus mo TemMe paboThI,
— NPUIIOKEHUS K paboTe WILTIOCTPUPYIOT TOCTIKEHUST aBTOPA U TIOIKPEIUISIFOT
€T0 BBIBOJIBL;
— o CcBoeMy cojepxaHuto u ¢opme pabdoTa COOTBETCTBYET BCEM
IPEIbSIBICHHBIM TPEOOBAHHUSIM.

Ounenka “XOPOLIO”:
— TEeMa COOTBETCTBYET CIICIIHAIEHOCTH;
— coJiep>kaHue paboOThl B IIEJIOM COOTBETCTBYET 3a/IaHUIO;
— paboTa akTyaibHa, HalTMCaHa CaMOCTOATEIBHO;
— JIaH aHaJIN3 CTEIICHU TEOPETUIECKOTO UCCIICIOBAHMSI POOIICMBI;
— OCHOBHBIC TTOJIOKCHHSI pa0OTHI PACKPBITHI HA IOCTATOYHOM TCOPETHUECKOM
¥ METOJI0JIOTUYECKOM YPOBHE;
— TEOPETUYCCKHE MTOJIOKCHHSI COTIPSHKEHBI C TIPAKTHKOM;
— NPEJCTABICHB  KOJWYECTBCHHBIC  IIOKa3aTeld,  XapaKTepU3YIOIIHE
POOJIEMHYIO CUTYAIIHIO;
— MPAKTUYCCKHE PEKOMEHIAIMKA 000CHOBAHBI,
— MPWIOKEHUST TPAMOTHO COCTaBJICHBI W  TIPOCICKHBACTCA CBSA3b C
MIOJIOKEHUSIMU KYPCOBOM padoTHI,
— cocTaBiieHa Oubrorpadus o TemMe padboThI.

Onenka "YJIOBJIETBOPUTEJIBHO'":

- pa60Ta COOTBCTCTBYCT CIICIHIUAJIBHOCTH,



- MMEET MECTO ONPEICICHHOE HECOOTBETCTBUE  COJIEPKAaHUS PaOOTHI

3asIBJICHHOHN TeMeE;

- ucciaeayemass mpoOjieMa B OCHOBHOM pacKpbiTa, HO HE OTJIHWYaeTCs

HOBU3HOM, TEOPETUUYECKON TIyOMHOM M apryMEHTUPOBAHHOCTHIO;

- HAapyIlICHAa JIOTUKAa W3J0XKEHUsS MaTepuana, 3aJadyd pPACKPBITBL  HE

MOJIHOCTBIO;

- B paboTe HE MOJHOCTHIO MCIOJIH30BaHbl HEOOXOJUMBIC [IJISI PACKPBITHS

TEMbl Hay4dHas JUTEpaTypa, HOPMATUBHBIC JOKYMEHTBHI, a TakKKe MaTepHalibl

HCCICI0BaHUM;

- TEOPETUYCCKHE  TOJIOKEHHS  cl1ab0  yBsA3aHbl € yNpaBICHYCCKOU

MPAKTUKOM, MTPAKTHYECKUE PEKOMEHIAIIMHA HOCIT hopMaIbHbIN Oe3/10Ka3aTeIbHBIN

XapakTep;

- COJIEp/KaHUE TPUIIOKCHU HE OCBEIIAET PEIICHUS ITOCTABJICHHBIX 3a/1a4.
Onenka “HEYJIOBJIETBOPUTEJIBHO":

- TeMa paboThl HE COOTBETCTBYET CIIEIIMATBHOCTH;

- cojiep>kaHue pabOThl HE COOTBETCTBYET TEME;

- paboTa COAEPKUT CYIIECTBEHHBIEC TEOPETUKO-METOI0JOTHUECCKHE OMUOKH H

MMOBEPXHOCTHYIO apryMEHTAIIMI0 OCHOBHBIX TTOJIOKECHU;

— KypcoBasi paboTa HOCHUT YMO3PUTEIbHbIM U (WIKM) KOMIIMJISTUBHBIN

XapakTep;

— MIPEIOKEHHS aBTOPA YETKO HE CPOPMYIIUPOBAHBI.
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