IMPNJIOXEHME 5
AHHOTaINMS roCyAapCTBEHHOW UTOTOBOW aTTECTAIUH

TpyaoeMKocTh B 3a4eTHBIX eTUHHIIAX 8 cemecTp — 6
Yacos (Bcero) mo yued0HOMY IJIaHy 216
BKJIIOYAs:

MOATOTOBKY K IPOIEAYPE 3AIIUTHI U 3aIIUTY
BBIITyCKHOW KBaJIM(PUKAIIMOHHOW paboThI 8 cemectp — 216 vacos

L{enb rocyIapCTBEHHOM UTOTOBOM aTTECTAIMU: OI[CHKA TOITOTOBJICHHOCTHA 00YYaOIIErocs K

pELICHUIO 3a/1a4 NPO(HECCUOHAIBHOMN 1eSTEIbHOCTH.

HDI/IMeDHafl TEMATHKA BbITTYCKHBIX KBaJII/Id)I/IKaHI/IOHHI)IX Da60TI

1. Pa3paboTka mporpaMMHOTO O0OECII€YECHHUs BBIIEICHUSI arperaToB PUCKOB MO OOLINM
yrpo3am, ysi3BUMOCTSIM M aKTHBaM;

2. VmuTtanmoHHOE  MOJEIMPOBAHWE  CIICHAPHEB  PHCKOB  HWH(POPMAIIMOHHOMN
0€30I1aCHOCTH;

3.  MoOHUTOPUHT COCTOSIHUSL O0BEKTA HA OCHOBE OIICHKU PHUCKOB;

4. ABTOMAaTH3UPOBAHHBIN BHIOOP MEP U CPEACTB KOHTPOJIS U YIIPABJICHUS 110 3aJJaHHBIM
PHUCKaM C HCIIOJIb30BAaHHEM HEHPOHHBIX CETel;

5. MogenupoBanue PUCKOB WH(OPMANHMOHHOW O€30MacHOCTH B HH(OPMAIMOHHBIX
CUCTEeMaX, MOCTPOEHHBIX MO TEXHOJIOTHH OJIOKYEITH;

6. UuBentapuzanms u KiaccupuKanys THPOPMAIMOHHBIX aKTHBOB OPTraHU3AIUU IMPH
OILICHKE PUCKOB;

7. OueHka ¥ aHAJIU3 PUCKOB C UCTIOIB30BaHUEM nporpammHoro odecriedeHuss CORAS;

8. Obecneuenue  OezomacHOCTH  WHGpOpMAMM  HAa  OOBEKTaX  KPUTHUYECKOM
MH(}OPMaLlMOHHON UHPPACTPYKTYPBI;

9. Opranuzanus paccieoBaHUs HHLUIACHTOB HH()OpPMAIMOHHONW O€30MacHOCTH Ha
TIPETPUSITHH;

10. Opranu3anus cCHeUUAIBHBIX WHCTPYMEHTAJIbHBIX MPOBEPOK IepcoHana  Juis
IIPOTUBOACHUCTBUS NHCAIIEPCTBY B (PUHAHCOBOM YUPEXKJIEHUU (Ha MPEANPUITUH SHEPTETHKN );

11. Ananu3 meTon0B obecredeHusi HHHOPMAIIMOHHONW 0€30MacHOCTH B OECIIPOBOTHBIX
CeTsIX nepenayu MHPpopMaluy;

12. AnMuHUCTpUpOBaHHME CHCTEM O€30IaCHOCTH CETEBOT0 B3aMMOJICHCTBHS Ha OCHOBE
TexHogornu VPN;

13. 3ammra ¢ailioBoro apxuBa opraHu3alu CpeICTBAMU ONEPALIMOHHON CUCTEMBI;

14. Pa3paboTka KOMIUIEKCAa NpaBWJI, MPOLUEAYpP M MPAKTHYECKUX IPUEMOB 3aIUThI
UHpOpPMaLIUU B MOOUJIBHBIX YCTPOIMCTBAX;

15. AaMUHUCTPUPOBAHKME TPOTrPAMMHO-AIIIAPATHOTO KOMIUIEKCa «AKKOPI» Ha pabodmnx
CTaHIIUSIX OpraHU3aIH;

16. IlporpammMHas 3ammTa HH()OPMAITMOHHOW CHCTEMBI OpTaHW3allMd Ha OCHOBE
BO3MOXHOCTEN ONEPALMOHHON CHCTEMBI;

17. Opranuzanus nporpaMMHOM 3aIlIUTHI CEPBEPA C UCTIOIb30BaHHEM Bo3MoxkHOcTeN OC
Microsoft Windows;

18. OGecneuenne 0O€30IIaCHOCTH CETEBOTO B3aMMOIENCTBUA C  HCIOJIB30BaHUEM
texHoaoruu OpenVPN;



19. 3ammra 10KaNbHOM BHIYMCINUTEIBHOM CETH OPraHU3allui OT HECAHKIITHOHUPOBAHHOTO
JIOCTYIIA K €€ pecypcaM € UCIOJIb30BAHNEM MapLIPYTU3aTOPOB YPOBHS JIOKAJIbHBIX CETEH;

20. 3ammTa MHGOPMALUU B BBIYUCIUTENBHOW CETH OPraHM3alMd C HCIOJIb30BaHUEM
BO3MOKHOCTEHN MPOBAIEPOB;

21. TlpuMeHeHHE MEKCETEeBBIX JKPAHOB 3KCIIEPTHOTO YPOBHS Ui 3allMTHI PECYPCOB
JIOKaJIbHOM BBIUMCIUTEIBHON CETU B OPTaHU3aLUY;

22. AIMUHUCTpUPOBAHHE CHUCTEMbl  pPE3€pPBHOTO  KONHPOBAHMUA  JUIS  3alUTHI
MH(OPMALIMOHHBIX aKTUBOB OpraHU3aIUH;

23. BHeapenue cucteMbl aHTUBHUPYCHOM 3alUTHI B OPraHU3aLNY;

24. 3amura cereBoro xpanunuiia cpeactBaMmu QNAP NAS oT HecaHKITMOHHPOBAHHOTO
JI0CTyIa U HapyIIEHUsI LIEIOCTHOCTH JaHHBIX;

25. 3amura CETEBOTO XpaHWINIIA cpencTBamMu Synology NAS oT
HECaHKI{MOHMPOBAHHOIO JOCTYIIA U HAPYLIEHUS LIEJOCTHOCTU JaHHbIX;

26. OpraHuzanusi NpOrpaMMHOM 3aImuThl (aiiIoBOro cepepa € MCHOJIb30BAaHUEM
BO3MOXXHOCTEH ornepannoHHoN cuctemsl Astralinux;

27. Opranuzaius NporpaMMHOH 3alllUThl BeO-cepBepa ¢ UCII0JIb30BAHUEM BO3MOKHOCTEN
omnepanroHHoi cucteMbl Astralinux;

28. OpraHuzanusi NpPOrpaMMHOM 3aImMThl (DaiiIoBOro cepBepa € MCHOIb30BAHUEM
BO3MOXKHOCTeH onepannoHHon cuctembl ALT Linux;

29. Opranuzanus NporpaMMHOM 3alllUThI BeO-cepBepa ¢ UCIOJIb30BAaHUEM BO3MOKHOCTEH
onepanuonHoi cucreMbl ALT Linux;

30. AnMuHHCTpHpOBaHHE MPOrpaMMHO-aMnapaTHoro komiiekca «Co6oiab» Ha pabounx
CTaHIMAX B OpraHU3aluy;

31. 3amura JOKaNbHOM BRIYUCIIMTEIILHON CETH OpraHu3alnu ¢ ucnoyibzopanuem IDS/IPS
CHUCTEM;

32. JluarHocTuka creraHorpauueckux BO3MOXKHOCTEH W MPOTHBOJCHCTBHE UM IPHU
peanu3anuy HHGOPMAIIMOHHBIX IIPOIIECCOB B OPTaHU3AINH;

33. Pa3paboTka cpeicTB aBTOMATU3ALMU AJISl HACTPOUKH CPEJCTB 3aIUThl HHPOpMAITUU
OT HECAaHKLIMOHUPOBAHHOIO JIOCTYIIA;

34. Pa3zpaboTka  cpencTB  aBTOMAaTH3allMK Ui KOHTPOJS  3aIIUIICHHOCTH
AaBTOMATHU3UPOBAHHBIX CHCTEM IO TPEOOBaHUSAM 0O€30MaCHOCTH HH(OPMAIINH;

35. Pazpabotka cpeacTB aBTOMATU3ALIUH JJIS UCCIIE0BAHMSI IPOTPAMMHOI0 00ecrieueH st
1o TpeOoBaHUsAM 0€30MacCHOCTH NH(OPMALINH;

36. PazpaboTka cHcTeMBl JMArHOCTUKH HAJIUYMs BPEIOHOCHOTO IPOrpaMMHOTO
oOecnieueHus («B JIOKAIbHOW CETHM OpraHu3auum» win «Ha cerax loT-ycTtpoiicTB» uimm «B
IIPOMBIIIJIEHHON CETH OpraHU3aluny;

37. Obecrieuenne  0e30MacHOTO  TOAKIIOUEHHS  pabdO4YMx  CcTaHIMKA  (HA3BaHUE
OpraHu3zaim), 00padaTeIBaOIUX KOHPHIEHIMAIbHYIO HH(pOpMaIuto, k ceTi HTepHeT;

38. [IpumMeHeHHE cUCTEM KOHTPOJIS M YIIPABJICHUS IPOLIECCAMU («BBIBOJIA HA TICUATH) HITH
«BBIBOJIA HAa BHEIIHWE HOCUTENU MH(DOPMAIUI» WIN «OTIpaBKu (ailloB yepe3 WHTEPHET» WU
«OTHpaBKU (aiyIoB MO 3JIEKTPOHHOU MOUTE») B (Ha3BaHUE OpPraHU3alUN);

39. 3ammrTa OT HECaHKIMOHMPOBAHHBIX MPOBOJHBIX MOJKIIOYEHUH K JIOKAIBHOW CeTH
(Ha3BaHUE OpraHu3alun);

40. Ananmu3 ypoBHs 3amumeHHocTH JIBC opraHuzanuu Ha OCHOBE HCIHOJIb30BAHUS
CKAaHEPOB ySA3BUMOCTEM;

41. AHanu3 ypoBHS 3alIUIEHHOCTH BEO-TPHIIOKEHUS OpraHU3alluy PU UCTIOIb30BaHUN
CKAHEPOB ySI3BUMOCTEM;

42. Buenpenue merononoruu DevSecOps B opranuzanuio;

43. PazpaboTka W BHEJIPCHHWE TIOJIMTHKH TIPUMEHEHUs TexHojoruu VPN s
IPOTUBOAEHCTBYA BHEITHUM atakaMm Ha MC opranuszanuu;

44. PazpaboTka W BHEIPEHHUE TMOJUTUKU TpuMeHeHus TexHojsorun COB nmns
IPOTUBOAEHCTBUA BHEITHUM atakaMm Ha MC opranuszanuu;



45. Pa3paboTka ¥ BHEIpPEHHE TOJUTHUKM TpUMeHeHus TexHomorun WAF nns
MPOTUBOJICUCTBUS BHEMTHUM aTakam Ha C opranu3zanuu;

46. PazpaboTka W BHEIpPCHHE IMOJUTUKA TpuMeHeHus TexHomorun NGFW s
IPOTUBOEHCTBUS BHEIIHUM aTakaM Ha MIC opranuszauuu;

47. PazpaboTka M BHEApPEHUE IMOJUTUKU TpUMEHEHMs] TexHosorun DLP  nns
IPOTUBOEHCTBUS BHEIIHUM aTakaM Ha MIC opranuszanuu;

48. TlpumeneHue MeTOIMKU TOHKOU HacTpoiiku CAB3 i coBepIeHCTBOBAHUS 3aIUTHI
N C opranuzanuu oT BO3AEHCTBUS KOMIIBIOTEPHBIX BUPYCOB;

49. Pa3paboTka, pa3BepThIBaHHE U MOJAEPIKKA MPOLIECCOB HEMPEPHIBHOIO TECTUPOBAHUS
0€30I1aCHOCTH U OLEHKU COCTOSIHUSI 3aLUILEHHOCTH UH(OPMAIIMOHHON CUCTEMbI OpraHU3allluu;

50. Pa3paboTka pekoMeHAaLuUi 1O 3aIIUTe BEO-TIPUIIOKEHUS OT aTaKk BHEAPCHHUS;

51. Pa3zpaboTka pexoMeHIaUMi IO OpPraHU3aluM 3allUThl BEO-NIPUIIOKEHHMS OT arak,
AKCIUTYaTUPYIOIIUX CUCTEMY ayTeHTU(DHUKAIIH;

52. Opranuszauus ayauTa  HMHQOPMAnMOHHONW  OE30IaCHOCTH  OpraHu3aluu ¢
UCTIOJIB30BAaHUEM CIEIHATIBLHOTO POTPAMMHOTO 00ECTICUCHNS;

53. IIpuMeHeHHe TEXHOIOIMU aKTUBHOIO ayAuTa HWH(POPMALMOHHOW 0€30IacHOCTU B
OpraHu3aIumy;

54. BHenpeHue TeXHOJOTHH mpenoTBpaiieHus yreuku uHpopmanuu (DLP-cuctemsl) B
OpraHu3aIniy;

55. BHeapeHue TeXHOJOTUU yrpaBlieHUs HHPoOpMaIed u coObITUSIMU 0e30MacHOCTH
(SIEM-cucrembl) B Opranu3aiim;

56. ABTOMaTH3alMs IPOLECCOB MEHEIKMEHTa HMH()OpPMAIMOHHONW 0€30IacHOCTH B
OpraHu3aliHy.

57. BHeapenue cuctembl NPENOTBpALICHUs YTeUKH HHPopManud B  (PUHAHCOBO-
KPEIUTHOM YUPEKICHHUH;

58. BHenpenue cucTeMbl MOHUTOPHUHTAa HH(POPMAIIMOHHON 0€301MacHOCTH B (PMHAHCOBO-
KPEIUTHOM YUPEKICHHUM;

59. PaccrnenoBanue HHIMIEHTOB HHPOPMALMOHHOM O€30MIaCHOCTH B OpraHU3aluHY;

60. Aymur ©0€30macHOCTH JIOKAJIbHOH  BBIYMCIMTEIBHOH CETH OpPraHU3aluh  C
UCIIO0JIb30BaHUEM CKaHepa 0€30I1aCHOCTH;

61. 3ammra WHQOpPMAIMK C WCIOIB30BAHUEM METOJOB W TEXHOJIOTHUH YIPOUICHHOM
KpUnTorpadguu B opraHu3aluu;

62. Kpunrorpadguueckue crocoObl KOHTPOJNS IENOCTHOCTH M MX MpaKTHYecKas
peanu3anus;

63. AcUMMeTpHYHBIE KPUITOCHCTEMBI U METOJBI OOecredeHus] KOH(PHUICHIMATLHOCTH
IPU UX UCIIOJIb30BaHUM;

64. MonenupoBaHue ysI3BUMOCTEH MPOTOKOJIOB 3amuThl TLS;

65. MojenupoBaHue ysI3BUMOCTEH MPOTOKOJIOB 3amuThl SSL;

66. MonenupoBaHue ysI3BUMOCTEH MTPOTOKOJIOB 3aIIUTHI HHPOpManuu B ceTsix Kerberos;

67. VccnenoBaHne MEXaHM3MOB LEJIOCTHOCTH H JOCTYIHOCTHM HMH(POpPMAalMU Ha
raTdopme OJTOKYCHH;

68. AHayin3 TEXHOJOTHH pa3pabOTKN CMAPT-KOHTPAKTOB U BBISIBIICHHE UX YSI3BUMOCTEH;

69. OreHKa ONacHOCTH YSA3BUMOCTEH CMapT-KOHTPAKTOB B TEXHOJIOTUN OJIOKUEHH;

70. OreHka OrnacHOCTH yA3BUMOCTEH OecrIpOBOAHBIX MH(POPMAIIMOHHBIX TEXHOJIOTUI Ha
ocHose Kali Linux;

71. Metoabpl M TEXHOJOTHH OOHAPYKEHHUS CKPBITBIX KOHTEHHEPOB B COOOILICHUAX
METOJIJaMHU CTaTUCTUYECKOTO aHAIH3a;

72. Metoauka HHBEHTapU3alMH, KITaCCU(PHUKAIIMU U aHaIU3a HH(OPMAIIMOHHBIX aKTUBOB
OpraHu3aIny,

73. Metoauka reHepaluu ClieHapyeB IeJIeBbIX aTak Ha MH()OPMAIIMOHHBIE CUCTEMBI;

74. Pa3pa0OoTKa KBECTOB I10 00YYEHHIO TEXHOJIOTMH MPOHUKHOBEHMSI B 3aILIUIIIEHHYIO CETh
(9TUYHBIN XaKHUHT);



75. TexHomoruu peBepcuHra (0OpaTHOro MPOTPaAMMHUPOBAHUS) U MX NMPUMEHEHHUE IPH
UCCIIIOBAaHUM HEIEKJIApUPOBAHHBIX (DYHKIIMH IPOrpaMMHOr0 o0ecrieueHus;

76. IlpuMeHeHHE  TEXHOJOTMH W CpPeaCTB  WH(GOPMAIMOHHO-aHATUTHYECKOTO
o0ecreueHus IpU pacciieJOBaHUU UHIUIEHTOB HHPOPMALMOHHOM 6€3011aCHOCTH



